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SYNOPSIS

Dealing with sensitive information requires a huge rapport in most
plications and has paved a way for a new field named steganography. In
eganized data transfer, the idea is to hide the message within another large file,
rough the modification of the pixel code or chunk values in an image or audio file
spectively.

The existing tools use only a selected type of file mostly of bitmap files for
eganization. An attempt has been made in this project to extend this concept of
ata hiding for most of the available file types. Through steganized data transfer,
e can tell the difference between the original and the loaded file only by
omparing them. To view the steganized data, the user should enter the secret code
nd this will reveal the original file and hidden file separately.

“SECLUDER”, which is a freeware steganographic tool with both GUI and
ommand line version is developed. This project combines the expldnatory
formation with the image and audio files, posting secret communication on the
eb, copyright protection, anonymity and hiding data.The striking feature of this
roduct is that neither the quality of the source file nor the size of the resultant file is
tered.
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1. Introduction

The digital information revolution has brought about insightful changes
in our culture and lives. The enormous advantages of digital information have
also produced new challenges and opportunities for innovation. Images are
used for merely representing photographs and designs.Similarly everyone
has a taste for a certain kind of music on the storage device of his /her
computer.Also,it is quite common for people to share and transfer different
music files among themselves. Digital imaging being one of the most
developed branches of Computer Science can serve better purposes other
than the above citations. This open source project aims at data hiding in
digital images and audio files.

1.1 Motivation for the Project

Security is of prime concern in areas where sensitive data is dealt with
The field of data hiding is definitely a major section in the area of data
security and is nowadays most talked about. The project that was taken over
has to do with Steganography and its modern applications in data security
and data hiding. Steganography belongs ta the wide area of data hiding. This
is an area of Computer Science that is still in its infancy. Only recently has
much work been directed in the area of Steganography.

Other motivations to study steganographic methods are due to
governmental restrictions that have been placed on encryption services and
people desire a way to send private messages. Moreover it was recently
reported that the notorious terrorist, Osama Bin Laden has been using
steganographic technology to keep his contacts informed. Hence it would be
beneficial to learn about this technology in order to be able to detect and
decipher terrorist's hidden messages. These aspects of steganography are
what sparked the research into this vast field.



1.2 Choice of Steganography

“Steganography is the art and science of communicating in a way
which hides the existence of communication. In contrast to Cryptography,
where the enemy is allowed to detect, intercept and modify messages without
being able to violate certain security measures. The goal of Steganography is
to hide messages inside other harmless messages in a way that does not allow
an enemy to even detect that there is a second secret message
present’[Markus Kuhn 1995-07-03].

One reason for the surge of interest is that publishing and broadcasting
industries have become interested in techniques for hiding encrypted copyright
marks and serial number in digital films, audio recordings, books and
multimedia products. The new market opportunities due to digital distribution
coupled with the fear that digital products could be too easy to copy will lead to
the increase in popularity of Steganography. Hence Steganography was
preferred instead of conventional Cryptography.

1.3 Objectives

The field of data hiding is rather broad and complicated. Hence the
objectives of the project are limited.

The core objectives include:

> Transparency: There should be no perceivable changes in the image or
audio file after data insertion.

> Robustness: The embedded data must survive malicious attacks.

> Capacity: The volume of information that is embedded must be high.



The secondary objective is to bring this technology to the masses, so
that anyone can use Steganography to protect their data from

intruders.



Securing a Computer System has traditionally been a
ttle of wits, the penetrator tries to find the holes and the

signer tries to close them - M.Gosser

CHAPTER 2
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Investigation and Analysis

Requirement analysis is the first step in software engineering process. It
»s to get a complete understanding of software requirements, which is essential
he success of a software development effort. No matter how well designed or
ed, a poorly analyzed and specified program will disappoint the user and bring
f to the developer. This section focuses on identification of the problem context

| provides a solution strategy to solve the problem.

1 Problem Definition

We have occasionally heard the very popular phrase that the “World is
soming smaller with each passing day”. Looking at it from a geographical
wpoint, it seems to appear nonsensical. However, the underlying fact is that with
yroving technology, it is becoming increasingly easier and faster to communicate.
s a widespread notion that telecommunications hold the key to the future.
wever, along with the good, there is always the bad part (hackers). The bad in
s case is the misuse of the technology at the expense of others. Communications
ds the key to business, personal life, etc. As people tend to rely more on these
~w means of communication, more and more important information is being

veyed along these new lines.

In order to ensure the privacy of the communication between two parties, data
curity is booming on the horizon as a potentially massive problem. Various new
thods are being developed for this purpose. Cryptographic techniques provide
cure channels for communicating entities. However, due to the lack of covertness,
is possible that an eavesdropper can identify encrypted stream through
/ptanalysis. Thus unlike cryptography, where the goal is to secure communication
m an eavesdropper, a novel technique named Steganography, which strives to
le the very presence of the message itself from an observer is proposed in this

vject.



) Background Investigation

The idea of hiding information in an inconspicuous medium is called
ganography and comes from the Greek, stegein grajein, which literally means
vered Writing". It is by no means a new idea; there are many examples that can

aken from history when secret messages where sent.

In ancient times, the Greeks used to hide messages underneath the wax of a
ing tablet. In Tudor England, when Mary Queen of Scots was imprisoned at
artley castle, she sent secret messages to the Catholics including the French
bassador, by hiding the letters inside the empty beer barrels that left the castle.
ate legends explain the practice of tattooing secret information such as a map on

head of someone, so that the hair would conceal it.

During the Second World War, spies used the grille method or some variants.
the same period the Germans developed Microdot technology, which prints a

ar, good quality photograph shrinking it to the size of a dot.

Now, with the electronic age and with the Internet, information can be sent all
yund the world. However, it is easy to detect. Instead, the only way to hide the fact
it you are sending a secret message is to pass it off as something boring and

jlinary so it doesn’t arouse suspicion.

3 Drawbacks of Existing Approaches

Several Steganography software were downloaded and examined to see how
by operate and the results were analyzed. A summary of the advantages and
sadvantages of the various software are as follows:



2.3.1 Hide and Seek v4.1

Hide and Seek is a series of DOS programs written by Colin Maroney
for hiding data inside GIF images. It works by randomly hiding the data
throughout the image thus for a small data file the alterations are sparsely
spread over the image. This means that bigger the data file, the more obvious
is the change. It also has the limitation that only 19,000 bytes can be stored
because the maximum display used is 320 x 480 pixels. This means that if an
image is used that is smaller than this, rather than stretching the image, the
rest of the area is padded in with black regions.

.2.1 A greyscale image before and after having data inserted with "Hide and Seek"



2.3.2 StegoDos

StegoDos is again a series of DOS programs for hiding data. It
requires that the image is 320 x 200 pixels and has 256 colours. It also
requires a very complicated series of commands to be issued in order to
insert and extract the data. It was very difficult to use and trying to get this
program to run successfully. This led to the realization of how essential it is to
have a user-friendly front-end.

2.3.3 White Noise Storm

Written by Ray (Arsen) Arachelian, this is much easier to use and was
able to insert more data into an image than the previous programs. It was not
hampered by having a fixed size of image and produced images with

relatively little visible degradation.

Fig: 2.2 Before and after having data embedded by White Noise Storm.



2.3.4 S-Tools for Windows

This is the best program that was tested. It can store data in numerous
ways: inside BMP images, GIF images, WAV audio files and unused parts of
a floppy disk. The tested version was 4.0 and found that though the GUI was
unhelpful initially, it eventually became quite easy to use and was able to offer
a range of possible options. It used a drag-and-drop approach; file icons were
dropped onto the "work surface" and then the data file icon dropped onto the
image. It used a passphrase for inserting the data and offered several
different encryption methods: DES, triple DES, IDEA and MDC. The GUI
approach taken by the program was unusual in that it relied totally on mouse
input and there was none of the "to be expected features" such as File Open,
File Save, etc. and thus it had a strange feel to it. The result was that it took a
long time to learn how to use the GUI.

4 Justification of Chosen Approach

Digital Steganography, which is a novel technique to hide sensitive data
hin an image or sound file, is the proposed approach. In this digital era,
ganographic techniques are used in a wide range of applications some of which
> listed below:

> Used to combine explanatory information, within an image
(like doctor's note accompanying X-rays), so that there are no problems

matching records and images.

» Copyright protection



» Embedding corrective audio or image data in case corrosion occurs from a

poor connection or transmission.
> Posting secret information on the web to avoid transmission

» War telecommunication, which used spread spectrum or meteor scatter radio

in order to conceal both the image and the source.
5 Choice of Appropriate Methodologies

Digital Steganography is based on the following simple formula:

Given an original piece of data D, there is a threshold T below which
 person will not spot any changes to the data. T is dependent on the experience
the observer or listener, but there is a minimum tolerance that is beyond the

pability of the human senses.
Steganography can be applied to different media such as:

> Still Images

» Moving Images
> Audio Files

» Text Files

» File Systems

While any of the above said types could serve as a cover object, this
ject focuses on steganographic techniques involving digital still images and audio

2S.



2.5.1 Data Hiding in Still Images

Steganography, also commonly termed as “data hiding* in images has
truly come of age with the invention of fast, powerful computers. These are
pieces of data that are most frequently exchanged on the Internet and the
methods of data hiding in them are quite mature.

To remain invisible to the eye, the data hiding technique must exploit

the “holes” in the human visual system like:

The masking effect of edges
The varying sensitivity to contrast as a function of spatial frequency.

The low sensitivity to small changes in luminance for random patterns

vV V ¥V V

The low sensitivity to very low spatial frequencies such as continuous
change in brightness through an image.

An advantage in using still images for data hiding is that they represent
a non-causal medium, since it is possible to access any pixel of the image at

random.

2.5.1.1 Analysis of Techniques for Data Hiding in Still Images

The various techniques for data hiding in still images include:
Least Significant Bit (LSB) insertion
Spread spectrum image Steganography (§SI8)
Texture block ¢oding
Patch work
- Orthogonal Projection Coefficients Manipulation
Dithering Manipulation :
Perceptual Masking

vV V V V V V V V

DCT coefficient Manipulation



r

S. Name of the Data Rate Robustness Suitable for

No Technique Steganography

I
—
1.

LSB insertion || 1/8 Hidden bits/ || Vulnerable Suitable
Data bits

2. | SSIS 1 hidden byte/ 50 | Highly Suitable
Cover bytes to 10 || Robust
hidden bytes/ 50

cover bytes
3. | Texture Block || Very Low Fairly Robust | Not Suitable
coding
L
4. | Patch work Extremely low Fairly Robust | Not suitable

Table: 2.1 Comparison of Existing Techniques

2.5.1.2 LSB Insertion

This project uses LSB Insertion technique for data hiding in still
images. This is due to the fact that its data hide rate is comparatively high. It
is a good choice even though it is vuinerable, since robustness is not such an

important constraint for Steganography.



.2 Data Hiding in Audio files

There are various techniques for data hiding in a digital audio. These
iniques cannot rely on many of the methods described for images, because of
better performances of the Human Auditory System (HAS) with respect to the
nan Visual System (HVS).

2.1 Analysis of Techniques for Data Hiding in Audio files

> Low bit Encoding
» Phase Encoding

» Spread Spectrum
» Echo data hiding

The first analyzed method is the easy and high bit rate LSB insertion
hnique.

The second technique is based on the IIAS sensitivity, only for differential
ase variation, but relative insensitivity to initial phase. Thus, the sound file is
ided into blocks and each block’s initial phase is modified using the embedded
ssage, preserving the subsequent relative phase shifts.

Third, spread spectrum schemes can be used, even if they usually’ add
rceivable noise to the sound. However, the embedded signal can be filtered
ough a perceptual mask, so that the most audible components of the added noise
> reduced in power.

Echo data hiding involves hiding data by adding echo to the audio signal
ing two different delays to encode bits. Both these delays should be small enough

be heard by the naked ear as enrichments in sound and not as distortions.

Low bit encoding has been chesen as the method of data hiding in audio files.



5.3 Authentication

Having stated that LSB insertion is suitable for Steganography, an attempt
. been made to improve one of its major drawbacks: the ease of extraction, by

ans of authentication. The stego image is protected by means of a password.

.4 Data Retrieval

Generally data retrieval can be classified into 2 types with respect to the

raction process:

2.5.4.1 Cover escrow method

This method needs both the original piece of information and the
encoded one in order to extract the embedded data.

2.5.4.2 Blind oblivious scheme
These schemes can recover the hidden message by means of the

encoded data alone. Hence this method is adopted for data retrieval since it is
usuaily impractical to distribute certified copies of the original medium.



5 Processing Environment

2.6.1 Hardware Specification

Particulars Minimum Requirements
Processor Plll/ Celeron 533 MHZ
Memory 64 MB RAM
Display Unit Colour Monitor
Audio Device Compatible Sound card and Speakers
Hardware 4 GB HDD

Fig: 2.2 Hardware Specifications

2.6.2 Software Specification

Particulars Minimum Requirements

Operating System | Microsoft Windows 9x

Picture Viewer MS Paint / ACD see Viewer/ Any picture
Viewer
Audio Siw Win amp

Fig: 2.3 Software Specifications
2.6.3 Developed in

» Turbo C 3.0

> Microsoft Visual C++ 6.0
> Microsoft Visual Basic 6.0
» Help Studio 2000



2.6.3.1 Reasons for choice of Software

2.6.3.1.1 Turbo C 3.0

Turbo C was developed at AT & T's Bell laboratories of USA in 1972.
C became popular due to its reliability, simplicity and easiness. C is often
regarded as problem oriented language and a machine oriented language. It
is called as a middle level language since it possesses a good programming
efficiency (as compared to machine oriented languages) and a good machine

efficiency (as compared to problem oriented languages).

C is the best choice for programmers who which to find a development
solution for projects which especially deals with involving access of low level

resources of the system like hard disk and involves traversing of interrupts.

2.6.3.1.2 Microsoft Visual Basic

Microsoft Visual Basic offers a 32 bit application development platform
which can be used by developers for Rapid Application Development (RAD).
It has built in features for embedding third party software by means of
distribution in Active-X and Dynamic Linking Libraries (DLLs).

The distribution of applications made in Visual Basic can be turned
easy by supplying it by means of an Executable file (.EXE), which just
requires visual Basic Run Time files for execution. The interface with
Databases in Visual Bdsic is just easy to incorporate by means ActiveX Data
objects.



2.6.3.1.3 Microsoft Visual C++ 6.0

Microsoft Visual C++ 6.0 offers a great platform for developers who
which to exchange their applications and distribute it. The unique feature of
VC++ is the inclusion of Microsoft's Foundation Class Library (MFC) which
actually offers the potential to the developers to make use of the objects
present in that class library. Hence, the applications developed in Visual C++

can be made to reside as a standalone application.

Besides providing the above features, VC++ also offers the option to
the developers to design their own template libraries for use in various
developing environments by use of ATL. Also, 16 bit redistributable DLLs can
be created in VC++, which can be referenced in a variety of DOS
applications.

2.6.3.1.4. Help Studio 2000

Help Studio offers the feasibility for developers to construct interactive
help modules that can be called from the application. The unique feature of
Help Studio is that it provides publishing of the help files in a wide variety of
formats like MS Help ver 3.0, MS Help ver 4.0, compiled HTML file (.chm).
The help created can be incorporated into software like Robohelp for creating
help for web applications. The help existing in MS Word format can also be
imported into Help Studio.



2.7 Product Features

The overall function of the product is presented pictorially below:

secﬁlﬁ@
Image/audio
| DataiFike 1o i
» be hidden . Stego Password
mage/audio » %
file =i

Password
w%w ﬁ Data/File

Wave file Retrieved

Fig: 2.3 Process Overview

The product has been aptly christened as “SECLUDER’ which literaily
means Hiding. There are two versions, one meant for DOS and the other one
is WINDOWS based.

2.7.1 Applications

Positive uses of this product are:

» Copyright protection

It prevents intruders from altering or duplicating a file.



» Extended file Information

Information can be saved within a file to describe the attributes of the

file. For example, an image could have information about people, location
and time saved within it.

> Confidential Communication

The product would aid in communication of confidential information

such as credit card numbers, passwords etc.,

2.7.2 Security Aspects

The security provided by SECLUDER is very high due to the following
reasons:

» The adversary does not know that there is sensitive data on your PC.

» Even if someone knows that you are hiding data, there is no way to tell where

it resides (i.e.,) which image or audio file is infected and which is not.

> Even if someone knows that some image or audio file contains hidden data, it

is very difficult to extract it without the password.

.8 Project Plan

After a thorough analysis of steganography and the various available
echniques, a plan was framed with respect to the duration and the activities to be
yerformed. The detailed chart of the project plan has been tabulated below:

10



Jration ﬁ Activity

;ek 1 FOrganize terms and project proposals due

;ek 2 ﬂAnalysis of various file formats, product deﬁniti;m (scope)1
processing environment, development tools to be decided.

ek 3 Software RequT?ements Specification (SRS) Preparation

ok 4 Algorithm (for hiding, retrieval, and authentication) designed.

Design document to be prepared

I;ek 5 l Implementation of prototype begins.

ek 6 Prototype implementation due (Text Hiding in BMP)

'aek 7 %Modest version of SECLUDER to be developed for BMP n
ek 8 Modest version of SECLUDER to be developed for WAV |
ek 9 DLL convers'i';n and user interface design

ek 10 | Testing

ek 11 Final version of product due

éek1 2 Project document due

Table: 2.4 Project Plan

Thus at the end of requirement analysis, a general statement of the software
ope is refined into a concrete specification that becomes the foundation for all
ftware activities to follow.

The result of this phase are documented and provided as Software
equirement Specification (SRS) in Appendix C.



The product of human creativity grows only
ithmetically whereas the capacity to share and distribute

em increases Geometrically

— Brain Hayes

CHAPTER 3



System Design

Design Phase is the stage, which charts out the system vision and overalt
itecture. It involves developing a conceptual view of the system, identifying data
decomposing high level functions to sub functions, developing concrete data
ssentations and specifying algorithmic details.

| Overall Architecture

The proposed system deals with the hiding and retrieval of data in any form
t, text file, image file or audio file) within or from. In case of data hiding, the
tainer and the hidden data together form the stego medium, which is protected
neans of a password. The sensitive data as well as the password are embedded
lin the cover medium by making use of the LSB insertion technique.

The data retrieval process is employed to retrieve the embedded data from
cover medium. The hidden data is retrieved after proper authentication by
ploying the reverse process of data hiding.

The notable feature of this product is that the quality of the image as well as
size of the image or audio file remains the same even after data hiding. Data
ing in still images and audio files is accomplished by using .bmp files and .wav

s respectively as the cover media.



Fig.3.1 Stego Image

3.2 Design Rules for Digital Steganography

A Steganographic system is perfectly secure only if it does not arise suspicion

to the malicious observer. The following issues must be considered while choosing

the cover medium:

» The choice of the images

» The choice of the format

3%
(V'S



.2.1 Choice of images

> The cover images must seem casual, hence it must be chosen between a
set of subjects that can have a reason to be exchanged between the
source and the receiver.

For example: A big exchange of naturalistic pictures between two
governmental agencies would be spotted as strange by even a dumb
attacker.

> It must have quite varying colours and it must be noisy so that the added
noise is going to be covered by the already present one. Wide solid color
areas might magnify very much any little amount of noise added to them.

» Unusually big files exchanged between two persons aré likely to arise
suspicion.

» Commonly known images (Such as Mona Lisa) must be avoided.

3.2.2 Choice of the Format

The image can be either 24-bit color or 8-bit gray scale image with
bmp extension. It is recommended to use 8 bit gray scale images, since the
palette is much less varying than the color images and so LSB insertion will
be hard to detect by the human eye.



} MODULE DESIGN

The product consists of two flavours:

One primarily meant for DOS and the other with an elegantly designed
phical User Interface meant for WINDOWS platform.

The various modules that are common in both the versions are:

» Data hiding Module

» Data Retrieval Module
» Authentication Module
» Help Module

In addition to the above mentioned modules, the GUI version also provides a
ity module.

3.3.1 Module Description

The following section provides a functional description of the modules
along with their input and output specifications.. The algorithmic details of
these modules will be explained in detail in the implementation section of this
project thesis.



3.3.1.1 Data Hiding Module

Input

» Source File (Cover Medium)

It can be a .bmp or a .wav file. The bmp file can either be a 24-bit color

image or an 8-bit gray scale image.
> Data to be Hidden

It can be just text alone or a text file, an image file, an audio file or any
other file type.

> The encrypted password from authentication Module
Function

This module accepts the user input (i.e., cover medium, data and
password) and hides it in the LSB of the container. A bit by bit insertion of the
data is embedded at a particular frequency within the cover medium.

Output
The stego medium, which is the combination of cover medium and
data, is obtained. The size and quality of the resultant remains the same as

that of the original medium.



3.3.1.2 Data Retrieval Module

input
> The Stego file
This is the file into which the retrieved cover medium is stored.

Function

This module first retrieves the password stored and sends it to
the authentication module. After proper authentication, the stored bits
are retrieved from the specified frequency position from the LSB

position and are provided as output to the user.

Output
The data and the cover medium are provided as distinct outputs.

3.3.1.3 Authentication Module

input
» Password Text

Function
The password is encrypted by means of XOR and NOT

function along with the data and sends to the data-hiding module.

Output
» Encrypted text



3.3.1.4 Help Module

This module is a descriptive nature. A novice user can get a clear cut

idea about the product features as well as its functional details.

3.3.1.5 Utility Module

It consists of utilities like notepad, calculator, picture viewer and

system information.

4 USER INTERFACE DESIGN

Initially the product was designed to work for the DOS piatform. The
estigation and analysis phase brought to the limelight the disadvantages of DOS
sed application when utilized by a common user. This led to the design of a user-
ndly GUI based product with a full-fledged Help facility.

The design outline of the GUI based (product) version is deposited as follows:



C START )
1

LOGIN
A
CHOOSE SOURCE —»| List
v [ | ]
CHOOSE Add Remove Preview
OPERATION | I ]
1 ,, 1
Y Re?na':zal Utilities
ng
gMod DataRetreival Utilities Help Exat
Modute Module Module

Fig: 3.4 User Interface Flowchart




Supporting Diagrams
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Enter data Select the File
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Enter the
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from user
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Fig: 3.5.1 Data Hiding Flowchart



Data Retrieval
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Enter the
password
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data retrieved
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Fig: 3.5.2 Data Retrieval flowchart




I hear and I forget
I see and I remember
I do and I understand

-Consucius
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Implementation

The design phase helped to identify the sub problems of the original problem
nain. Human beings tend to apply a divide and a conquer strategy when they are
fronted with a complex problem. Hence the complex problem is partitioned into
aller ones that are more manageable. The entire project is accomplished by the

gration of various tasks are stated below:

Study of file formats

Data Hiding

Data Retrieval

Authentication

Conversion of C files into DLLs

vV V V V V V

User interface creation

.1 Project Modules

> Study of File formats

The file formats which are under consideration for the accomplishment of the

roduct are .bmp and .wav files. They are uses as containers within which any form



ta can be hidden. Hence a thorough study of the 2 file formats is an essential

The detailed file formats are presented in the Appendix.

> Data hiding

A complex understanding of the structure of .bmp and .wav files paved way
urther process. It was identified that the LSB’s can be used to store the sensitive

» without drawing any suspicion.

To a computer, an image is an array of numbers that represent high
nsities at various points or pixels. These pixels mark up the images raster data.

ital images are stored in 24 bits or 8 bits per pixels.

24 bit colors
They are known as true color images. Every pixel can have one in

2*24 colors and these are represented in quantities of 3 basic colors: Red (R),
Green (G) and Blue (B). They provide more space for hiding images but are

generally large.

8 hit colors
Every pixel can have one in 256 (2*8) colors, chosen from a palette or

a table of colors.

8 bit Grey scale
Every pixel can have one in 256 (2*8) shades of gray.

Algorithm

» Choose the cover image



Enter the data to be hidden
Convert the data to binary
Compute length of data

v V V V¥

Compare the length of data with the size of the image. If it is less than
8% of cover image, store length in the file header, else print
appropriate message

> Replace the LSBs present in the RGB quad of the cover image with
the bits of the data to be hidden at a particular frequency.

Hustration

Consider the example for storing the letter ‘A’ in the 3 pixel of a 24-bit
image:

Pixels

(00100111 11101001 11001000)

(00100111 11001000 11101001)

(01100100 00100111 11101001)

The letter ‘A’ has the ASCII code of 65, which is 10000001 in binary.

Resuit
The values of pixels after insertion of A:
(00100111 11101000 11001000)

(001001110 11001000 11101000)
(01001000 00100111 11101001)



Thus we did not have to change all of the LSBs but only those that
didn’t match to be modified. So on an average 50% of the pixels of an image
will not be affected by embedding.

The above example uses adjacent bytes to embed data, whereas the

same process is done at a specified frequency in the product.

Note: Data is embedded in the chunks using LSB insertion in a similar manner for

.wav files.
» Data Retrieval

Algorithm
> Enter the password
» Retrieve the length of the password and bits one by one
» Password verification is done by authentication module

> Creation of C DLLs

The modules written using C have to be converted into DLL (Dynamic Link
hraries) because these routines are of 16 bit in nature. Since the Graphical user
terface (GUI) is developed in VB, which is a 32-bit application, this conversion
ust be employed in order to access the C programs from the VB Application. The
stails of how a DLL is created and their need are explained in the Appendix D.

> User Interface Creation

This is the last module of the project. Once the base application was
ompleted and refined, the user interface was created for both the versions. The
OS version has a simple interface designed by using a wide variety of DOS
inctions and interrupts. On the other hand, the windows version has a comfortable

ser-friendly GUI developed using Visual Basic.



Undetectable errors are infinite in variety, in

contrasting to detectable errors which by definition are

limited
- Ben Lach Manm
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Testing

The time taken to produce a product should be reflected significantly in the
ity of the product produced. Hence the developed product was put under an
yustive test procedure.

Testing was performed for two factors:

> To provide an error free product.

» To evaluate the quality of the product.

1 Test Plans for a Bug Free Product

Some test cases include:

> Nominal inputs were provided to test if expected results were
achieved.

> Boundary conditions were tested with minimum and maximum values.

> Logically related inputs were provided to check their correctness of

relations.

> Special values namely empty files were also tested.



“Bugs lurk in comers and congregate at boundaries” — Beizer. This
duct, “Secluder” was completely tested and almost all the bugs and errors were
overed. Suitable remedial actions were taken to make the product an error free

]
’.

2 Evaluation

The evaluation of the product was performed with regard to:
> The amount of data that can be stored.
» Quality of original source media.
> Size of the resultant file.
5.2.1 Data Capacity

An algorithm’s ability to store the maximum amount of data in image is a
easure on a scale, from not being able to store any information to the maximum
apacity that an image can store.

5.2.2 Quality of Data hiding

Steganography basically exploits the weakness of Human Visual
System (HVS) and Human Auditory System (HAS). Since quality testing of data
hiding is a subjective assessment, the results were presented to the users. They
were asked to detect any change in the images or sound. The users were also
allowed to zoom in and out to look closely at the pixels and the image as a whole

respectively.



st case for Text Hiding

e Name | File Size(kb) | Percentage of Data Hidden(%)

\cdc.bmp 269 kb 1% of source file
1

anesh.bmp 380 kb 2% of source file

Cut.wav 5.44 mb 1% of source file

Table: 5.2 Test Cases

> Data hidden in Acdc.bmp and Cut.wav

teganography is the process of hiding data in any of the digital Files. Sparks are in
good form to complete the project. Definitely INDIA will win the World Cup 03.
ustralia defeated the Lankan in the semifinal and entered the finals of the world cup
ith ease. America is confident of starting second Guif war with Iraq to destroy the

ieapons possessed by the Iraq.

Vhen you love someone Show it!
‘est case for File hiding

> File Hidden in Ganesh.bmp

Beck.bmp is the file hidden inside the Ganesh.bmp file and was retrieved

vithout any damage.
The following images gives an illustration about the proceedings :



Case 1
BEFORE HIDING AFTER HIDING

24 bit Color image

Case 2
BEFORE HIDING AFTER HIDING

8 bit Gray Scale

Case 3
Hidden in Ganesh.bmp Retrieved from Ganesh.bmp

42



In a similar method wave files were aléo tested and it was found that the

quality was highly acceptable.

52.3 Size of the resultant file

Another striking feature of the product is that the size of the

image/audio file remains identical before and after hiding.

A few of the screenshots which support this fact are exhibited at the

Appendix.



Conclusion isn’t the important part, it’s the journey
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CONCLUSION

“Security is a continuous evolving process” says Bruce Scheiner. Total

curity is a Herculean task.

“SECLUDER” is implemented in two forms — one for DOS and one for
INDOWS and works perfectly without any bugs. Transparency, Robustness and
apacity, which are the core objectives of the project, has been achieved. Since it
s a professionally and user friendly designed GUI, it is feasible for the common

ass to utilize this software for securing their private information.

The analysis phase provided a better understanding of the various file formats
1d their implementation. The existing steganographic software was tested and the
-awbacks were found. After a detailed study, the proposed product's features were

esigned.

initially the product was developed only for DOS. To increase the functionality
nd for better acceptance by the common mass, another version with an elegantly

esigned user interface was implemented for Windows.

During the course of the project various risks like computer failure leading to
elay and data loss were identified. Timely measures were taken to minimize them.
"he risk that computer failure would cause delay in the project, was managed by
nsuring more than one system at a time. Similarly, risk of data loss was minimized
y taking regular backups. Thus, by eliminating the risks of delay and data loss, the
schedule was kept on track. By keeping to schedule, the risks of missing deadlines

vere reduced.



Thus, SECLUDER proves to be an easy to use security suite that
yrporates high-end security by using LSB steganographic technique to hide data

3MP and WAVE files.

So, if one wants to hide information and easily transmit to someone else

hout being intercepted, one can try out SECLUDER, fascinating stuff!



If a program is useful, it will have to be changed.

If a program is useless it will have to be documented

CHAPTER7




'FURTHER ENHANCEMENTS

41 Future of SECLUDER

» The authentication process can be improved to a great extent by employing
standardized encryption aigorithms like Blowfish, to ensure high-end security.

» The volume of data that can be employed within an image / audio file can be
considerably increased without affecting the quality of the original file.

» Data Compression, if added to the existing tool, would be an added
advantage leading to the increase in the percent of data that can be

steganized within an image / audio file.

.2 Recommendations for Future Projects

“Steganography and digital Water marking” — a Global view of a research
vork done by Johnson and Jajodia states that LSB insertion technique is a
ecommended technique for Steganography. So, one can improve the data rate by
ising 2 or 3 bits of the LSB in case of 24 bit images for embedding data. Moreover
)y using more sophisticated cryptographic techniques that would take powerful
somputers a very long time to break could enhance security and integrity of the

smbedded message.



The World is a book. Every step we take opens a new

1ge for us
- Lamartine
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If at all you first succeed, call it version 1.0
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APPENDIX - A

\P FILE FORMAT

The BMP file has been created by Microsoft and IBM and is therefore very
ctly bound to the architecture of the main hardware platform that both companies
yport: the IBM compatible PC. This means that all values stored in the BMP file
, in the Intel format, sometimes also called the Little Indian format because of the

e order that an Intel processor uses internally to store values.
The BMP files are the way, Windows stores bit mapped images. The BMP
age data is bit packed but every line must end on a dword boundary - if that’s not

» case, it must be padded with zeroes. BMP files are stored bottom-up, that means

1t the first scan line is the bottom line.

The BMP format has four incarnations, two under Windows (new and old) and

o under 0S/2, all are described here.
MP Contents
1 Field Details
The following will try to provide more information in this regard:

1.1.1 Height Field

The Height field identifies the height of the bitmap in pixels. In other
words, it describes the number of scan lines of the bitmap. If this field is



negative, indicating a top-down DIB, the Compression field must be either
BlI_RGB or BI_BITFIELDS. Top-down DIBs cannot be compressed.

1.1.2 Bits Per Pixel Field
The Bits Per Pixel (BPP) field of the bitmap file determines the number of
bits that define each pixel and the maximum number of colors in the bitmap.

o When this field is equal to 1.

The bitmap is monochrome, and the palette contains two entries. Each bit
in the bitmap array represents a pixel. If the bit is clear, the pixel is displayed
with the color of the first entry in the palette; if the bit is set, the pixel has the
color of the second entry in the table.

¢ When this field is equal to 4.

The bitmap has a maximum of 16 colors, and the palette contains up to 16
entries. Each pixel in the bitmap is represented by a 4-bit index into the
palette. For example, if the first byte in the bitmap is 1Fh, the byte represents

two pixels. The first pixel contains the color in the second palette entry, and
the second pixel contains the color in the sixteenth palette entry.

o When this field is equal to 8.

The bitmap has a maximum of 256 colors, and the palette contains up to
256 entries. In this case, each byte in the array represents a single pixel.

o When this field is equal to 16.

The bitmap has a maximum of 2216 colors. If the Compression field of
the bitmap file is set to BI_RGB, the Palette field does not contain any entry.



Each word in the bitmap array represents a single pixel. The relative
intensities of red, green, and blue are represented with 5 bits for each color
component. The value for blue is in the least significant 5 bits, followed by 5
bits each for green and red, respectively. The most significant bit is not used.

If the Compression field of the bitmap file is set to Bi_BITFIELDS, the
Palette field contains three dword color masks that specify the red, green, and
blue components, respectively, of each pixel. Each word in the bitmap array
represents a single pixel.

1.1.2.1 Windows NT specific

When the Compression field is set to BI_BITFIELDS, bits set in each
dword mask must be contiguous and should not overlap the bits of another
mask. All the bits in the pixel do not have to be used.

1.1.2.2 Windows 95 specific

When the Compression field is set to BI_BITFIELDS, Windows 95
supports only the following 16bpp color masks: A 5-5-5 16-bit image, where
the blue mask is 0x001F, the green mask is 0x03EOQ, and the red mask is
0x7C00: and a 5-6-5 16-bit image, where the blue mask is 0x001F, the green
mask is 0x07EO, and the red mask is 0xF800.

e When this field is equal to 24

The bitmap has a maximum of 2724 colors, and the Palette field
does nat contain any entries. Each 3-byte triplet in the bitmap airay
represents the relative intensities of blue, green, and red, respectively,
for a pixel.



¢ When this field is equal to 32

The bitmap has a maximum of 2232 colors. If the Compression field
of the bitmap is set to BI_RGB, the Palette field does not contain any
entries. Each dword in the bitmap array represents the relative
intensities of blue, green, and red, respectively, for a pixel. The high

byte in each dword is not used.

If the Compression field of the bitmap is set to BI_BITFIELDS, the
Palette field contains three dword color masks that specify the red,
green, and blue components, respectively, of each pixel. Each dword

in the bitmap array represents a single pixel.
1.2.3 Compression Field

The Compression field specifies the way the bitmap data is stored in
the file. This information together with the Bits per Pixel (BPP) field identifies
the compression algorithm to follow.

4 Colors Field

The Colors field specifies the number of color indices in the color table that are
ictually used by the bitmap. If this value is zero, the bitmap uses the maximum
wumber of colors corresponding to the value of the BBP field for the compression

node specified by the Compression field.

If the Colors field is nonzero and the BBP field less than 16, the Colors field
vecifies the actual number of colors the graphics engine or device driver accesses.
If the BBP field is 16 or greater, then Colors field specifies the size of the

vlor table used to optimize performance of Windows color palettes.



If BBP equals 16 or 32, the optimal color palette starts immediately following

e three double word masks.

If the bitmap is a packed bitmap (a bitmap in which the bitmap array
ymediately follows the bitmap header and which is referenced by a single pointer),
e Colors field must be either 0 or the actual size of the color table.

5 Important Colors Field

The Important Colors field specifies the number of color indices that are
onsidered important for displaying the bitmap. If this value is zero, all colors are

nportant.



APPENDIX B
AVE File Format

The WAVE file format is a subset of Microsoft's RIFF specification for
> storage of multimedia files. RIFF is a Windows file format for storing chunks of
siti-media data, associated descriptions, and formats, play lists, etc. A RIFF file
arts out with a file header followed by a sequence of data chunks. A WAVE file is
ten just a RIFF file with a single "WAVE" chunk which consists of two sub-chunks -
2 "fmt” chunk specifying the data format and a "data" chunk containing the actual
ymple data. This form is called the "Canonical form".

The Canonical WAVE file format

File offset field name Field Size
endian  rpytas) (bytes)
big ° B | N The "RIFF” chunk descriptor
) 4
lie . 4 The Format of concern here is
big 4 "WAVE", which requires two
) 12 sub-chunks: “fmt * and "data’
big 4 1
16
little 4
) 20
litthe 2
) 22 The "fmt ” sub-chunk
iittle 2
\ittte 24 4 > describes the format of
- 28 the sound information in
e . 4 the data sub-chunk
fittte 2
34
fittle 2 J
big 3 4 !
. 40 The "data™ sub-chunk
litle 4
44 o > indicates the size of the
littte ] sound information and
% contains the raw sound
% data
p=}
w

Fig: A.B.1 Wave Format Diagram



IFF Header

The canonical WAVE format starts with the RIFF header:

A RIFF file has an 8-byte RIFF header, identifying the file, and giving the
sidual length after the header. The riff header is immediately followed by a 4-byte
ata type identifier. For “ WAV files this is "WAVE".

hunkiD

Contains the letters "RIFF" in ASCIi form.
(0x52494646 big-endian form).

hunkSize

36 + SubChunk2Size, or more precisely:
4 + (8 + SubChunk1Size) + (8 + SubChunk2Size)

This is the size of the rest of the chunk. This is the size of the
ntire file in bytes minus 8 bytes for the two fields not included in this count namely:
ChunkiD and ChunkSize.
ormat

Contains the letters "WAVE".
(Ox57415645 big-endian form).



|FF Chunks

The entire remainder of the RIFF file is "chunks". Each chunk has an 8-byte
unk header identifying the type of chunk, and giving the length in bytes. The
VAVE" format consists of two sub chunks:

"fmt ” and "data" chunks

This concludes the general RIFF file description. The types of chunks to
pect for WAV files and the format of the content data of each chunk type are

sscribed in the sections that follow.

JAVE Format Chunk

This section describes the Waveform format, which is used to represent
gitized sound. The WAVE format chunk specifies the format of the data. However,
rmat chunk must always occur before data chunk and both of these chunks are
andatory in a WAVE file.

‘he format chunk is defined as follows:

ubchunk1iD

wFormatTag -Contains the letters "fmt "
(0x666d7420 big-endian form)

ubchunk1Size

This is the size of the rest of the Sub chunk.



1dio Format

PCM = 1 (i.e. Linear quantization)
Values other than 1 indicate some form of compression.

umChannels

wChannels -The number of channels represented in the waveform data,

such as 1 for mono or 2 for stereo. Mono = 1, Stereo = 2.

ampleRate

dwSamplesPerSec -The sampling rate (in samples per second) at which
ach channel should be played (8000, 44100, etc).

yteRate

dwAvgBytesPerSec -The average number of bytes per second at which the
waveform data should be transferred. Playback software can estimate the
buffer size using this value.

== SampleRate * NumChannels * BitsPerSample/8)

lockAlign

wBlockAlign -The block alignment (in bytes) of the waveform data.
layback software needs to process a multiple of wBlockAlign bytes of data at a
me, so the value of wBlockAlign can be used for buffer alignment.



itsPerSample

8 bits = 8, 16 bits = 16, etc.

ATA CHUNK

The "data" subchunk contains the size of the data and the actual sound:

ubchunk2iD

Contains the letters "data".

(Ox64617461 big-endian form).

ubchunk2Size

This is the number of bytes in the data.

== NumSamples * NumChannels * BitsPerSample/8)

Jata
The actual sound data



APPENDIX - C

Real programmers don’t document if it was hard to write, it should be hard

, understand”’ — John Carmach

oftware Requirements Specification
This SRS was produced at the culmination of initial investigation and analysis

f problem domain.

troduction

. Purpose of the project

Security is of prime concern in areas where sensitive and confidential data
ansactions are involved. The physical evidence of a message being communicated
aves way for a security threat. Hence a means to provide secrecy is accomplished

irough Steganography

. Scope

The main objective of this project is to keep information out of the reach of
nauthorized intruders and this is achieved by means of steganizing the data. This
jould serve to provide high-end security for a wide variety of real time applications

ke banking, copyright protection etc.,

>. Overall Description

The project aims to hide explanatory information, the secret communications

jithin an image (or) an audio file and maintain anonymity.

). Software Project Constraints



> General Constraints
» The source file specified should be in any one of the file formats.

image file formats => *.bmp.
Audio file formats => *.wav.

% The volume of data that can be steganized solely depends on the size of
the source file chosen.

» User Constraints

» The user should choose only the specified file format.

» The user should be well aware of the various general constraints posed by

the tool.

formation Description

Problem Analysis

For the few decades of the existence, computers were primarily used for
search and communication. Under these conditions security did not get a lot of
tention. But now millions of ordinary citizens use computers for banking, shopping,
ng tax and so on., So security is looming on the horizon as a potentially massive
oblem. Security is the broad topic and covers multitude of sins.

Most security problems are intentionally caused by malicious people trying to
2in some benefit (or) harm someone. Few of the most common perpetrators are

ackers, business men, fixed exemployers, spy’s, terrorists.



curity problems are majorly divided into 5 parts

» Authorization
» Secrecy
» Authentication

» Non Repudiation

» Integrity

Secrecy has to do a lot with keeping information out of the hands of
authorized intruders.

Conventionally cryptography is used for secrecy. Though many new
gorithms are introduced cryptanalysts are smart enough to break all those
gorithms. This enforces to accomplish secrecy with a new technology.

in Cryptography, there is physical evidence that a message is being
smmunicated. It creates an enthusiasm to the passive user to intrude the physical
essage present. Steganography has the advantage that the physical evidence of a

iessage is not exposed in any form.

ystem Flow Representation

End

PROCESS User
{ Hiding/ Authentication/
Retrieving)

=nd

Fig: S.1 System Flow Representation
» The confidential data is obtained as input

» The data is then hidden inside the specific file format



» On request, after proper authentication the data is retrieved and presented as

output

nctional Specification
> Functional Partitioning
» Hiding process
» Authentication
» Retrieval of hidden data
> Functional Description
> Processing Narrative
» Hiding Process

The human inability to distinguish minor changes in image color or sound
jality is to make use of in objects that contain redundant information. Speaking of
\ages, changing the value of LSB (Least Significant Bits) of the pixel color won’t

sult in perceivable change of that color.

One can tell the differences between the clean and the loaded file only by
omparing them, so if one looks at the resulting file only, it looks totally innocent.

his idea is utilized for hiding data within an image or sound file.

For better security it is recommended that one uses images with many
alftones and preferable unknown to the public because minor changes in them will

ot be noticed.

\uthentication

To enhance the security of the steganized file, authentication by means of
yasswords/pass phrase will be implemented. The input to this module randomly
nixed with the image/audio file and.is made sure to defeat any Steganalysis attack.



trieval of hidden data

The Hidden data can be retrieved after proper authentication without any

mage to the steganized file. The reverse process of hiding is employed for

rieval of hidden data.

strictions/Limitations

» The data to be steganized should be less than 8% of the source file.

» End user should choose only the specified file format.

rmance Requirements

> Hiw Specification

articulars Minimum Requirements
rocessor PIll / Celeron 533 MHz
lemory 64 MB RAM

isplay Unit Color Monitor

udio device Speakers

lard disk , 4 GB HDD

> Siw Specification

articulars Minimum Requirements
Operating System Microsoft Windows 98
Picture viewer MS Paint /ACD See viewer any picture viewer.

Audio Software Qcd Player



» Developed in

» TurboC 3.0
> Microsoft Visual Basic 6.0
» Microsoft Visual C++

esign Constraints:

tatement
A generalized procedure for hiding process is not followed for all the file

rmats.

ustification
Since the file formats are not uniform, a generalized algorithm cannot be

roposed.

Statement
The amount of data that can be steganized is comparatively less when

sompared to the size of the image/audio file.

Justification
More the number of bits steganized, the more it will affect the original picture

and hence the volume of data is limited.



ipporting Diagrams

» Hiding Process

File header

—
/ Info Header
—>

Source file /

Store bit by bit
at regular
intervals in the
specified file

Fig: S.2 Hiding Process



» Retrieval Process

File Header Extract length
from reserved

byte of file headerr

info Header

RGB quad

Remove bit by bit
from the file

Source file
*bmp

Retrieved
Data

Fig: S.3 Retrieval Process

oreseeable Modifications / Enhancements

> The Authentication process may be improved to a greater extent to ensure
high-end security.

> User interfaces play a major role in determining the response of the project.
So the user interface screen should be customized to provide much more
sophistication aiming at better design and end-user’s comfort.

> A wide range of file formats can be augmented to the existing list of file
formats.

» The volume of data that can be steganized within an image/ audio file should
be considerably increased without any loss to the original file.



» Data compression should precede the steganization process because it will

be an added advantage leading to the increase in the percentage of data that

can be steganized within an image/audio file.

sary

uthentication
Establishing the identity of the person oné is dealing with.

uthorization
Set and manage access privileges for users and groups.

>ryptography
An art of converting plain text to cipher text.

Half-Tones
A reproduction printed from a block in which the various tones of grey are

yroduced from small and large black dots.

Integrity
Proof that, the message contents have not been altered deliberately or

accidentally, during transmission.

Non-Repudiation

The certainty of knowing that, the sender of the message cannot later deny
having sent it.

Pixels

An array of tiny dots of color, of which, an image is composed of.



Secrecy

Evidence that the contents of the message have not been disclosed to third

parties.

Steganalysis

Steganalysis is the process of detecting steganography by looking at

variances between bit patterns and unusually large file sizes.

Steganography

Steganography is the hiding of information within a more obvious kind of
communication. Digital steganography involves the hiding of data inside a sound or
image file.
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APPENDIX -D

The answer to the limitless problems of DLLs is obvious; don’t

se them” — Dr. Dobb’s Journal

)LL CONVERSION
Vhat is a DLL?

DLLs (Dynamic Link Libraries) are an important aspect of Windows. A DLL
ontains functions that your executable program can call during execution .In other
vords, a DLL is a library of functions that your program can link with dynamically.

Dynamic Links are created as needed. When your program needs a function
hat is not in the executable file, Windows loads the Dynamic Link Library (the DLL),
naking all of its functions available to your application. At that time, Windows

-esolves the address of each function and dynamically links it your application.
Why Use DLLs?

Here are four reasons why you might want to use a DLL:

Access to C Run-Time Functions

The C run-time library has many useful functions that would be available to
Visual Basic programmers were it not for DLLs. For example, the _dos_getdiskfree
function allows you to calculate the total amount of disk space and the free disk

space available on a drive.



~cess to Windows API (Application Programming Interface) F unctions

at Require Callback Routines

Some Windows API functions require a callback function. A callback function
a function that Windows will call while executing the API call. An example of this
it of function is EnumTask Windows, which will give the handle of all Windows that

e owned by a particular task.
peed

it is a fully compiled language that works at a level that is fairly close to native
\achine code. This means that the execution of the programs that are written in C

jill be fast.

.0ad on Use

Code and data from a DLL are loaded only when needed. A DLL can be
yrganized such that only required parts are loaded as opposed to the entire DLL.
"his reduces the amount of memory required and the time taken to load.

Building a DLL Using Visual C++

Here are the steps necessary to build a DLL using Visual C++ :

1. Start Visual C++

2. Create a new project by choosing New from the Project menu. Select the

following options:



> Set the Project Type to “Windows dynamic-link fibrary (.DLL)".
» Clear the “Use Microsoft Foundation Classes” check box.

> You can also set or view these options later by choosing Project from the
Options menu.

Add your existing .C and .DEF files to the project by using the dialog box that
comes up when you choose Edit from the Prohec menu. Or enter your code

directly in the Visual C++ editing window. (See the .C and .DEFexample code
listed below.)

From the Project Menu,choose the Build .DLL option.
ample Coding for DLL
> file coding
>STR __stdcall dispstr(LPSTR str)
strcpy(str,"12345");

strcat(str,"22"),
return(str);

def file coding
XPORTS
dispstr @1



B Coding

ate Declare Function dispstr Lib "c:\steg.dil" (ByVal x As String) As String

jate Sub Form_Load()
: dispstr("asdasdas”)
gBox x

d Sub
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“A picture is worth thousand words”



DOS-Main Menu
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DOS-Data Hiding in BMP




pOS-Data Retrieval in BMP




Snapshots for Windows Version
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Password Screen

Frter Password

Retype Passward




Windows-Help Screen 1

Tv

Do

gecluder is a powerful package utility which brings in
you the trick of hiding your sensitive data from prying
BYes.

Using Secluder, you can embed your sensitive data
like plain text, text file, Audio or even picture into
another text file, picture file or Sound file.

Secluder's unique speciality is that the file which
contains the embedded data will not show any
additional size and the size of the file will be equal to
the ariginal file size.




Windows-Help Screen 2

wa mon.cam. ‘
Hide Back
Contents | Search |

= What is Secluder?
..w Hardware & Software Requirement: .

2] R Installation of Secluder ver 1.0 is straight forward.

Mﬁmﬁﬁm_wﬁ% Click the Setup.Exe located in your root folder and

j».

Installation Process

m:og_&ggs Tips & FAQ \| the setup wizard will prompt you to enter the
2] Contact Us :

destination directory, the default directory is
c:\programfiles\secluder.

Once copying of files to destination is complete,
secluder can be made to run by projecting to
startmenu-> secluder->Launch Secluder.

Go to startMenu-> settiings->Comtrol Panel->

| Add /Remove Programs.

1| Select the Secluder from the list box and click on
uninstall. The uninstall wizard uninstalls the entire
package from your system. i




Windows-Help Screen 3

& O

Harme Print  Optiore

shaoting Tips

Sechder?

Horking wilh Sechider The Main Ea:: ement for is the installation of VB
RunTime files / Windows Core DLL's. The windows core
DLL's would normally be installed alongwith a normal
windows installation and there is no need to install it
seperately.

and FAL

The VB W:z H_Em files rém 8 be installed Em:zu:,.. :gﬁ

ever,
is installed ﬁ_.ovoﬁ_% via vﬁ:m T,m. Qmmﬂ& from Eﬁm:

Sheild.
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