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SYNOPSIS

The project “Multiplexing a LAN” deals with windows 2000
networking and implementation. An Office Environment of the latest
trends needs to have quiet interesting challenges & features. Those
Features have to be considered all along way from planning, designing,
Implementation and Training. In this project we have an Ideal Office and
proceed the same in all the phases of Networking i1e. Planning,
Implementation, Maintenance and Supporting using windows 2000 & ifs

components.

The project mainly deals with the networking, so our challenge is to
shifting the machines at employees Interest. Participating network
wherever thy inside the office building. Connectivity between the branch
office and the corporate office. All the Employees want their Quota of
Hard disk storage/usage. The main challenge is to provide security in ail

stages.
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1. INTRODUCTION

1.1 OVERVIEW OF THE PROJECT:

The project deals with planning and designing office LAN using windows
2000 components and then testing and monitoring the network by use of the

software.

The project mainly deals naming and numbering the machine .connectivity
between the branch office and corporate office, internet sharing, remote access is

using the components provided by windows 2000 server/advanced server.



Scope of the Project:

While analyzing the scope of the network design, the main reference is
given to the CISCO proprietary model to specify the types of functionality the new
network design must address.

In addition to this, the following terms also define the scope of the network

and project.

SEGMENT: A single network based on a particular layer protocol. It may include

hubs, repeaters & multi station-access units.

LAN: A set of bridged or switched segments usually based on a particular layer-2

protocol. It may have one or more layer-3 protocols associated with it.

REMOTE ACCESS: Dial in/dial out solutions which are either analog or digital.

WAN: A geographical dispersed network including point-point, frame relay and

other long distance connections.

VPN: The Routing and Remote Access service in Windows 2000 Server provides
virtual private network (VPN) services for remote access and router-to-router VPN
connections by using either the Point-to-Point Tunneling Protocol (PPTP) or the

Layer Two Tunneling Protocol (L2TP) with Internet Protocol security (IPSec).

@



WINS: Windows Internet Name Service (WINS) provides a dynamic replicated
database service that can register and resolve NetBIOS names to 1P addresses used

on your network.



1.2 ORGANIZATION PROFILE:
Global software limited (GSL) is promoted by an industrial group in
the IT area. It is a technology focused multinational company that focuses on

contemporary ESM solutions anchored by quality.

With a world class research and development center for operating systems,
databases, networks and enterprise security, GSL provides ESM solutions from
min-size to large organizations, portals and ISPs.

The company has offices in US, UK, Singapore, Mauritius and India with
150 experienced ESM professionals. It is backed by core technology teams with
100+ many years of experience in systems software and networking technologies.

Global Software Ltd, India, is a backend system integration company,

focusing on enterprise systems management,(ESM).The companv has excellent
resources to offer the entire range of backend systems integration services in IT
with specialization in the following areas.
¢ Managed services.
¢ Operating system services

¢ Network services

¢ ESM solution consulting



Our company is unique with 100% certified, thoroughly experienced. highly
qualified professionals offering tangible,scalacle ESM solutions to achieve
increase in service deliverables: sound knowledge and vast experience to handle

heterogeneous complexity of multiple systems.

With its unique competency center Globe’s competency center-hardware and
software global continually update the competency center in line with market
changes. The ESM competency in center in Chennai is a true world -class
mfrastructure with state-of -the-art equipments. The company has high-speed links
to internet and to all its world wide offices. The links can be extended to the
client's location for off shore support/remote management there by providing cost

effective solutions.

GSL 1s an IBM/Tivoli business partner, Microsoft certified solution provider

and authorized parametric testing center.

Hardware:

The following are the wide range of hardware available at GLOBAL in India.

" IBM S/390 Enterprise Server

" IBM RS/6000 SSP @ Enterprise Server with SAN
Sun Enterprise Server -3500 Series

" IBM Infinity 5500 Servers

" CISCO Routers and Switches



Software:

The software platform includes:

Operating Systems: IBM 0S/390,IBM AIX ,Sun Solaris, HP-UX True Unix
and Windows NT

"

Database Management: IBM DB2,IBM UDB,Oracle,Sybase,SQL
Storage Management: IBM ADSM/TSM, Veritas,Legato And Solstice Disk

"

Suite

n

System Management: IBM Tivoli, CA Unicenter TNG, BMC Patrol
Network Management: IBM Net view CISCO Works 2000 and HP-view

"
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2. SYSTEM STUDY

2.1 EXISTING SYSTEM:
Head Office totally contains
Department number of hosts
Human Resource 6
Administration 150
Finance & Marketing 30
Server systems 5

In the existing system hubs are used for connectivity between the

departments. Hubs are connected to a backbone cable. Network is a star topology.



Drawbacks of the existing Network:

¢ This network is not having any of the latest Standards

¢ Security becomes a challenging issue when connecting to the branch office
& Internet.

¢ Internet Access to all the desktops is not effectively monitored & rationed.
The existing network is based on a star topology, when hubs fail, that particular
sub network will go flat.

¢ The server is mainly configured with the windows NT Operating Systems.

¢ The Client operating systems includes windows 95 & windows 98 | so

stability becomes a challenge

10



2.2 PROPOSED SYSTEM / NETWORK:
Windows 2000 Operating System is the best of the currently available from

the Microsoft family of products. As Microsoft is famous for its easiness &

Convenient Nature, we decide to go for this windows 2000 network.

Functionally wise the windows 2000 server & windows 2000 Advance
Server operating systems are more robust & Secure than the windows Nt
Networks.

The Scalability is also the best when, we want to support the symmetric

multiprocessing systems (with more cpu’s)

The Domain Controllers are much more stable because, Here, these domain
Controllers are using the workgroup sort of model w.r.t the windows Nt's client-

server model.

Here, we selected to go for the
1. Single Domain Model with a single Name space, Consists of two Domain
Controllers for supporting the entire client Operating Systems.
DNS & DHCP integrated with our existing Domain Name Space.
WINS for the older version of windows.

RAS Supported for the Branch office Connectivity

hAEE I T

NAT for the internet Connection Sharing purpose.

11



The Client Operating systems are selected as the windows 2000 Professional

Operating Systems.

2.3 REQUIREMENTS FOR THE PROPOSED SYSTEM

When we upgrade for the windows 2000 server environment. We will reach
the maximum benefits. For connecting to the branch office we can make use of the
VPN Network. The Latest Security Protocols like 12tp & IPSec can be

implemented nicely on the windows 2000 environment.

2.4 USER CHARACTERISTICS
The End-user will feel that, the network is in good speed & Compatible.

Because of the Roaming Profile implemented in our network, he will be able to get
the same desktop as he expects from any of the machines. The Internet access from
any of the Computers can be done & is also in good speed. The connecting

procedure for the remote office is simple & easy to use.

Operating System Constraints:

When connecting to internet access, The Nat has to be implemented in the
Cisco devices. When expanding to various sites, we do want to have some good
wan connectivity. This operating system needs to be updated with the latest

security patches every now and then. The service pack releases & the windows

Updates has to be done periodically.

i~
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3. REQUIREMENTS SPECIFICATION

3.1 FUNCTIONAL REQUIREMENT

Hardware specification:

PROCESSOR
RAM

FDD

HARD DISK
MONITOR
KEY BOARD

- INTEL PENTIUM 1III 733 MHZ
. 64 MB
: 1.44 MB
:20 GB
: 14"COLOUR MONITOR
: 101/102 KEYS

For the Client Operating System called as “Windows 2000

Professional”

PROCESSOR
RAM

FDD

HARD DISK
MONITOR
KEY BOARD
USB PORTS

- INTEL PENTIUM III 733 MHZ
: 128 MB
. 1.44 MB
:20 GB
: 14"COLOUR MONITOR
: 101/102 KEYS

: for modems

14



For the Server Operating System called as “Windows 2000 Server /

Advanced Server”

Software Specification:

OPERATING SYSTEM : Ms WINDOWS 2000 Professional & Server/Advanced

Server.

MS- Office packages for all the Client Operating Systems.

Any of the Customized Software’s as needed for the organization.

3.2Non Functional Requirements:
Interface Requirements:
Network interface card
Modems:
DAX -56K
Dlink-56K
Cables:

Cat -10 base 2
Cat -10 base 5
Fast Ethernet -100 base 5
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4. SYSTEM DESCRIPTION

MODULES:

¢ System Analysis

¢ Network Design

¢ Configuration
¢ Testing & Maintenance
Analysis:

This module involves analysis of existing network. Based on the results of
this analysis phase new network is built such that it has less traffic than the
existing network. The disadvantages that are indicated by the analysis phase will
pave way to analyze and arrange the new network. Analysis phase also considers

cost factors of the old network.

Network Design:
This phase involves designing of the new network which has less traffic
when compared to the old network. Network is designed such that there is a

provision for extending the network as desired without affecting the network

17



traffic, so the final network is one which has effective traffic management

mechanism for every department in the company.

Configuration:
In this phase network devices like the dhcp,rras,dns,wins and the Nat are
configured and their startup configuration coding are written in their memory in

order to enable them at startup.

DHCP configuration
Every switch has unique configuration screen, so as per the requirement

of the different dhcp the configuration is made.

DNS configuration
The Domain Name System (DNS) is an Internet and TCP/IP standard
name service. The DNS service enables client computers on your network to
register and resolve DNS domain names. These names are used to find and access
resources offered by other computers on your network or other networks. such as
the Internet. It has unique configuration screen
WINS configuration
Windows 2000 Server provides WINS, which enables the server
computer to act as a NetBIOS name server and register and resolve names for

WINS-enabled client computers on your network as described in the NetBIOS
over TCP/IP standards.

Router and Remote access configuration

18



All routers follow the same method of configuration. Only commands
with respect to certain serial/Ethernet interfaces may change as per the
requirement of the routers.

Testing and Maintenance:

This Module Performs the maintenance of the entire new network based on
the traffic show by the network monitoring software.

Testing of the entire network is performed by using the router's and switches
built-in commands. In testing there are provisions available mn the network
monitoring
Software to test whether a particular host is in connection with this system or not

and test the gateway of the host.

Windows 2000 Servers:

Windows 2000 Advanced Server includes all the new features of
Windows 2000 Server, and in addition offers enhanced memory support, support
for additional processors, and clustering. Enhanced memory and processor support
means your server applications can run faster, providing better response for users
on the network. Now Clustering includes multiple clustering technologies:
Network Load Balancing clusters and server clusters. You can set up these
clustering technologies to work together to provide scalability and high availability

for network applications.

Network Load Balancing clusters provide high scalability and availability
for TCP/IP-based services and applications by combining up to 32 servers running

Windows 2000 Advanced Server into a single cluster. The Network [oad



Balancing service provides a foundation for Network Load Balancing clusters
.work Load Balancing clusters can also provide load balancing for servers running
COM+ applications .Server clusters provide high availability for applications
through the failover of resources on servers ru%ming Windows 2000 Advanced
Server. The Cluster service provides a foundatio;l for server clusters. It is easy to

maintaining the users and groups account

20



SYSTEM ANALYSIS

This network is not having any of the latest Standards. Security becomes a
challenging issue when connecting to the branch office & Internet.  Internet
Access to all the desktops is not effectively monitored & rationed. The existing
network is based on a star topology, when hubs fail, that particular sub network
will go flat. The server is mainly configured with the windows NT Operating
Systems. The Client operating systems includes windows 95 & windows 98 | so

stability becomes a challenge

Windows 2000 Operating System is the best of the currently available from
the Microsoft family of products. As Microsoft is famous for its easiness &

Convenient Nature, we decide to go for this windows 2000 network

Functionally wise the windows 2000 server & windows 2000 Advance
Server operating systems are more robust & Secure than the windows Nt
Networks.

The Scalability is also the best when, we want to support the svmmetric
multiprocessing systems (with more cpu’s)

The Domain Controllers are much more stable because, Here, these domain
Controllers are using the workgroup sort of model w.r.to the windows NT’s client-
server model.

Here, we selected to go for the

1. Single Domain Model with a single Name space, Consists of two Domains
2.Controllers for supporting all the client Operating Systems.
3. DNS & DHCP integrated with our existing Domain Name Space.

21



4. WINS for the older version of windows.
5. RAS Supported for the Branch office Connectivity
6. NAT for the internet Connection Sharing purpose.

22
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5. NTWORK DESIGN
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6. CONFIGURATION

6.1 DHCP CONFIGURATION:

Dynamic Host Configuration Protocol (DHCP) is a TCP/IP standard
designed to reduce the complexity of administering address configurations by
using a server computer to centrally manage IP addresses and other related
configuration details used on your network. Windows 2000 Server provides the
DHCP service, which enables the server computer to perform as a DHCP server

and configure DHCP-enabled client computers on your network as described in the
current DHCP draft standard.

SCOPE:

A scope is the full consecutive range of possible IP addresses for a
network. Scopes typically define a single physical subnet on our network to which
DHCP services are offered. Scopes also provide the primary way for the server to
manage distribution and assignment of IP addresses and any related configuration

parameters to clients on the network.
SUPERSCOPE

A super scope is an administrative grouping of scopes that can be
used to support multiple logical IP subnets on the same physical subnet. Super
scopes only contain a list of member scopes or child scopes that can be activated
together. Super scopes are not used to configure other details about scope usage.

For configuring most properties used within a super scope.

27



EXCLUSION RANGE
An exclusion range is a limited sequence of IP addresses within a
scope, excluded from DHCP service offerings. Exclusion ranges assure that any
addresses in these ranges are not offered by the server to DHCP clients on our

network.

ADDRESS LEASE
A lease is a length of time that a DHCP server specifies, during
which a client computer can use an assigned IP address. When a lease is made to a
client, the lease is active. Before the lease expires, the client typically needs to
renew its address lease assignment with the server. A lease becomes inactive when
it expires or is deleted at the server. The duration for a lease determines when it

will expire and how often the client needs to renew it with the server.

OPTION TYPE

Option types are other client configuration parameters a DHCP
server can assign when serving leases to DHCP clients. For example, some
commonly used options include IP addresses for default gateways (routers), WINS
servers, and DNS servers. Typically, these option types are enabled and configured
for each scope. The DHCP console also permits you to configure default option
types that are used by all scopes added and configured at the server. Most options
are predefined through RFC 2132, but you can use the DHCP console to define

and add custom option types if needed.



OPTION CLASSES

An options class is a way for the server to further manage option types
provided to clients. When an options class is added to the server, clients of that
class can be provided class-specific option types for their configuration. For
Windows 2000, client computers can also specify a class ID when communicating
with the server. For earlier DHCP clients that do not support the class ID process.
the server can be configured with default classes to use instead when placing

clients in a class. Options classes can be of two types: vendor classes and user

classes.

29



6.2 DNS CONFIGURATION:

The Domain Name System (DNS) is an Internet and TCP/IP standard
name service. The DNS service enables client computers on your network to
register and resolve DNS domain names. These names are used to find and access
resources offered by other computers on your network or other networks, such as
the Internet. DNS is an abbreviation for Domain Name System, a system for
naming computers and network services that is organized into a hierarchy of
domains. DNS naming is used in TCP/IP networks, such as the Internet, to locate
computers and services through user-friendly names. When a user enters a DNS
name in an application, DNS services can resolve the name to other information
associated with the name, such as an IP address. After you install a DNS server.

you can use the DNS console to perform these basic administrative server tasks:

1. Performing initial configuration of a new DNS server.

2. Connecting to and managing a local DNS server on the same computer, or
remote DNS servers on other computers.

Adding and removing forward and reverse lookup zones as needed.

Adding, removing, and updating resource records in zones.

Modifying how zones are stored and replicated between servers.

Modifying how servers process queries and handle dynamic updates.

N o v s W

Modifying security for specific zones or resource records.



6.3 WINS CONFIGURATION:

Windows Internet Name Service (WINS) provides a dynamic replicated
database service that can register and resolve NetBIOS names to IP addresses used
on your network. Windows 2000 Server provides WINS, which enables the server
computer to act as a NetBIOS name server and register and resolve names for
WINS-enabled client computers on our network as described in the NetBIOS over
TCP/IP standards.

IP SECURITY:

IPSec policies can be applied to local computers, domain members,
domains, organizational units, or any Group Policy object in Active Directory. Our
organization's IPSec policies should be based on your organization's written
guidelines for secure operations. Policies may store multiple security actions,

called rules, so that one policy may be applied to multiple computers.
Internet Protocol Security Policy Management

Internet Protocol Security Policy Management is used to create and
configure IPSec policies through the Microsoft Management Console (MMC). It
can manage policy centrally (for Active Directory clients), manage policy locally
(the computer on which you are running the snap-in), or manage policy remotely

for a computer or domain.

31



You must add the snap-in to the MMC. A wizard guides you through the correct
snap-in configuration. The customized console can then be saved so that it is

available to you again at any time.

« IPSec policies that are applied to domain policy will override the local,
active IPSec policy when that computer is a member of the domain.

« IPSec policies that are assigned to organizational units in Active Directory
will override domain level policy for any members of that organization unit,
and the lowest-level organizational unit IPSec policy will override IPSec
policy for

« higher-level organizational units for any members of that organizational
unit, not merge with them.

« Assigning policies at the highest possible level provides the greatest breadth
of effect with the least amount of administrative effort.

+ IPSec policy will remain active even after the Group Policy object to which
it is assigned has been deleted. You must unassign the IPSec policv before
you delete the policy object. If you delete the policy objects and keep the
policy assigned, the IPSec Policy Agent will assume it simply cannot find
the policy and use a cached copy.

» Backup and restore of Group Policy in Active Directory must also include

IPSec policies to ensure consistency.

The IPSec Policy Agent only checks Active Directory for updates to the

active or assigned IPSec policy. If new IPSec policies have been created in Active

3]
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Directory, or an IPSec policy has been changed and assigned to a client computer.
the Winlogon service will discover these changes during its next polling cycle for
Group Policy changes, it will notify the IPSec Policy Agent, and then the changes

will be applied to the client computer.

6.4 ROUTING AND REMOTE ACCESS

ROUTING

Microsoft Windows 2000 Server routing provides multi protocol LAN-to-
LAN, LAN-to-WAN, virtual private network (VPN), and network address
translation (NAT) routing services. Windows 2000 Server routing is intended for
use by system administrators who are already familiar with routing protocols and
services, and routable protocols such as TCP/IP, IPX, and AppleTalk. An
advantage of the Routing and Remote Access service is mtegration with the
Windows 2000 Server operating system. The Routing and Remote Access service
delivers many cost-saving features and works with a wide variety of hardware
platforms and hundreds of network adapters. The Routing and Remote Access
service is extensible with application programming interfaces {APls) that
developers can use to create custom networking solutions and those new vendors

can use to participate in the growing business of open internetworking.



REMOTE ACCESS

The remote access feature of Microsoft Windows 2000 Server enables remote
or mobile workers who use dial-up communication links to access corporate
networks as if they were directly connected. Remote access also provides virtual
privafe network (VPN) services so that users can access corporate networks over
the Internet. Windows 2000 Server remote access, part of the integrated Routing
and Remote Access service, connects remote or mobile workers to organization
networks. Remote users can work as if their computers are physically connected tc
the network.

Users run remote access software and initiate a connection to the remote
access server. The remote access server, which is a computer running
Windows 2000 Server and the Routing and Remote Access service, authenticates
users and services sessions until terminated by the user or network administrator.
All services typically available to a LAN-connected user (including file and print
sharing, Web server access, and messaging) are enabled by means of the remote

access connection.
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7. TESTING AND IMPLEMENTATION

TESTING:

The system entitled "Network Monitoring" has been thoroughly tested and
found to have successfully passed all the tests. The system has been tested with
every kind of data. The sequence flow of data has been altered and checked for. In

case of extremity error messages has been generated.

The system has been tested for efficiency and has been found satisfactory. It
has been implemented in parallel with the existing system and found to perform in
a superior manner in both terms of speed and efficiency. In this system all the
activities have to be very reliable and the system should have a high degree of
accuracy, so efficient and effective working of this system is a must and this is

checked using the following tests.
Unit testing:
Verification effort on the smallest unit of software design-module is termed

as unit testing.

¢ Test cases are given for testing against requirements of the unit being tested.
Test cases for path or branch coverage.

¢ Test cases for data-flow.

Validation testing:



It can be defined in many ways, but a simple definition is that validation
succeeds when the software functions in the manner that is expected by the
customer. This is achieved by a series of tests that demonstrates conformity with
requirements. After validation tests have been conduced one of the following

conditions exists.

¢ The function or performance characteristics confirm that it is as expected.

¢ The validation from the specification is uncovered and a deficiency created.
Deviation or errors discovered at this stage are corrected prior to the

completion of the project with the help of the user by negotiating to establish a

method for resolving deficiencies. Thus the proposed system has been tested by

using validation testing and is found to be working satisfactorily.



IMPLEMENTATION:
7.1 Problems Faced:

¢ Manually assigning the ip address
¢ Format of the dhcp table information was vague.

¢ Hop count and broadcast count determination was difficult.

7.2 Lessons Learnt:

¢ DHCP information from the router is read by the usage of commands.
¢ Hop count and broadcast count determination for a WAN node could be

calculated by counting the counts of each LAN and by summing them up.
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8. FUTURE ENHANCEMENT

Plans:

Usage of protocols like DHCP can be implemented.

ISDN backup can be used for failure.
New clients can be easily added.
Network can be easily expanded.
MAC address can be easily modified.
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DHCP

D orce

\lr) Welcome to DHCP

Dynamic Host Configuration Protocol (DHCR) is a TCR/AR standard. 1t is designed b certraize
dynamic 1P address assignment.

Tl 2 D carvor nn %o Artion moano click Add Qarvar
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Add Server

l![ !' ‘ V hr: 5 i iz 3 A } g "L“ N
Seloct 4 ou want to add to yous ! Klist: Installing a DHICP server
& This server:
lsakthl Browse... i
£ This ahorized DHLP server
Nams [1P Addess |
Gatharing information...

OK Cancel
o]
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;.;‘ Doram Security Pohicy
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Troe I ‘Name 7
&) Client (Resporid Only)

|1 Windows Settings

@ Passwiord Polk

__} Automatic Cer
. Trusted Root +
] Enterprise Try
+ A 1P Securky Policie:

| pokicy Assigned

Commurdcate normatly (uns...
= } Securty Seftings § 5ecure Server (Requir... For all IP traffic, awaysreq... Ne

No

= 2P nocount policies ©XYserver (Request Secu.., For all 1P traffic, always reg.. No T




Add Server..,

[ 8.10.100}

WINS

| WINS | connected
8 Server Status
B SAKTHI [192.168.10.100) to
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b Routing and Remole Access
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(B Routing and Remote Access | Name. % [ Device ] Comment | status
Y Server Status BIWAN Mnbport (PPTP) (YPNZ-4) VPN Inactive
=3 - Fay SAKTHI (localy A3 waN Minport (PPTP) (YPN2-3) PN Inactive
Routing Interfaces |2 wAN Minbort (PPTP) (VPN2-2) VPN Inactive
Ports A3wAN Miniport (PPTP) (WPNZ-1)  WPHy Inactive
5} Remote Access Chent: 33wy Minport (PPTP) (WPNZ-0) VPN Inactive
*- 8 IPRouting A2 WaN Minpart (L2TP) (VPNL-4)  YPN Tnactive
* % Remate Access Policie {3y ay mrport (L2TP) (WPNI-3) VPN Tnactive
) Remote Access Loggi {33,y vinport (L2TP (vPNL-2) VPN Tnactive
BwWaN Miniport (LZTP) (YPNI-13 VPN Inactive
1S WAN Miniport (L2TP) (VEN1-0)  VEN Inactive
A3orect Paralel (LPT1) PARALLEL Inactive
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Treel Remote Access Policies )
Enmmnmnccess | Name ' { Order |
24 Server Status 25 8dlow access ¥ diak-in permission is enabled 1
SAKTH!(local)
| Routing Interfaces
Ports
Remote Access Clhent: Add Resnnie Access Policy
1P Routing
- 5F Remote Access Pobue Policy Name
] Remote Access Loggir Specily a friendly name for the policy.
A Remots Access Policy is 3 st of actions which can be applied to a group of users
moeting certain conditions.
Analogous o rles you can apply to incoming mal in an e-mal application, you
Mamdmmmumutamnmmwmwmu
Yous can then specily actions to ba takien wher the conditions sre met.
Policy fiendly name:
{win
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