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ABSTRACT

This project “A Robust Single Sign-On Model based on Multi-Agent System
and PKI” is to propose a novel Single Sign-On (SSO) approach based on Multi-Agent
System (MAS) and Public Key Infrastructure (PKI) authentication scheme. This allows
the model to benefit from key advantages of the two schemes, i.e. the capacity of the

multi-agent technigue and the strength of PKIL.

In addition we also deal with the issue of agent service disruption and recovery as
well as real-time client privilege management. We appty MAS concept to facilitate multi-
application authentication and authorization process for multiple concurrent users.
Depending on the type. an agent servers such various functions as client certificate
validation. authorization check. access grating, administration, application delegation

scheduling. PK1 is employed to create trust among agents.

The multi-agent (MAS) is a technique in the artificial intelligence area focusing
on the system where several agents communication with each other. Multi-agent system
is defined as “a loosely coupled network of problem-solver entities that work together to
find answers to problems that are beyond the individual capabilities or knowledge of each
entity”. Technically, we apply MAS concept as a mediator to perform the authentication
control of the relying entities having certificate; verify the user role and grant the
permission to the legal applications; schedule client requests and allocate the application
services to multi users autonomously and dynamically: support the recovery of
application agent making the use of application robust. Besides. we also point out some
implementation issues related to the real world application and current status of our
ongoing implementation. Finally. we outline some promising idca for extending the

capability of our system model. in the future work section.
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CHAPTER 1

INTRODUCTION

i.1 ORGANIZATION PROFILE

“Pongi Techno Solutions” is a software development firm providing
technology solutions to a diverse cuslomer. PTS an organization committed 10 share
knowledge and provide quality in its core competencies and in a way nurture talent for
the future endeavors. We believe that we would be able to offer a great support for
Customers through our time tested and mature processes and proven global delivery
model.

Dedicated to the planning, design and development of world-class software
products. We combine a proven business mode! with some of the industry’s top talent to

provide our clients with the best services and products possible.

ABOUT THE PEOPLE

As a team has prowess to have a clear vision and realize it too. As a statistical
evaluation. the team PTS has more than 150,000 hours of expertise in providing real-time
solutions in the fields of Embedded systems, Smartcards, RFID, Biometrics, GPRS,
Networking, C++/VC+t, VB.net, ASP.net Client Server Technologies with
Java/J2ZEE/J2ME, LINUX.

Team PTS always has one fundamental aspect clear in mind and it’s about
change. information age has onc thing to remain for sure i.c. change and PTS is a full-
blooded info-age complaint organization. We have a competitive edge with which it
would put its best foot forward in order to create a win situation for anybody who is

associated with PTS one way or another.



NETWORKING AND COMMUNICATION ARCHITECTURE

Qur goal is to:
e Combine knowledge, technology and innovation to develop cost-effective
solutions
e Conduct business in a way that mutually benefits both customers and
employees

e Adhere to exemplary moral standards in all relationship

OUR VISION

“Dreaming a vision is possible and realizing it is our goal.”

OUR MISSION

Our mission is to partner with our customers, help them manage change and
drive significant improvement in their business processes through the effective use of

technology.

IT INFRASTRUCTURE CONSULTING

PTS assists with the design. selection and implementation the IT infrastructure

that guarantees required performance. security, availability and scalability.

The consulting process can include:
» High Level Design, Prototyping and implementation
«  Server Architecture and Clustering Service
= Selection of Hardware and Software Server Platforms. DBMS
Servers and Remote Communication Platforms

» Messaging Strategies
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CHAPTER 2

SYSTEM STUDY AND ANALYSIS
2.1 PROBLEM DEFINITION

The Single Sign-On concept has been now adopted to supply the security system
to be more feasible and efficient for managing the exposure of number of users in
distributed system environment. Apparently. PKI is recognized as a powerful technique
to satisfy the security services including confidentiality, authentication, integrity, and
non-repudiation. The PKI is thus mostly adopted as a trust model for embedding in

messaging environment.

The multi-agent (MAS) is a technique in the artificial intelligence area focusing
on the system where several agents communication with each other. Multt-agent system
is defined as “a loosely coupled network of problem-solver entities that work together to
find answers to problems that are beyond the individual capabilities or knowledge of each
entity”. Technically. we apply MAS concept as a mediator to perform the authentication
control of the relying entities having certificate; verify the user role and grant the
permission to the legal applications; schedule client requests and allocate the application
services to multi users autonomously and dynamically; support the recovery of
application agent making the use of application robust. Besides, we also point out some
implementation issues related to the real world application and current status of our
ongoing implementation. Finally, we outline some promising idea for extending the

capability of our system model, in the future work section.

2.2 EXISTING SYSTEM:

In distributed system. there could be several applications to support a
variety of business purpose as demanded. In such environment, a security. non-
repudiation and authentication technique is critically required. The encryption and

password authentication are a common technique used by most application. However. the



security level of the information and application depends on the value in the business

context.

2.3 PROPOSED SYSTEM:

The multi-agent {MAS) is a technique in the artificial intelligence area
focusing on the system where several agents communication with each other. Multi-agent
system is defined as “a loosely coupled network of problem-solver entities that work
together to find answers 1o problems that are beyond the individual capabilities or
knowledge of each entity”. Technically, we apply MAS concept as a mediator to perform
the authentication control of the relying entities having certificate; verify the user role
and grant the permission 10 the legal applications; schedule client requests and allocate
the application services to multi users autonomously and dynamically: support the
recovery of application agent making the use of application robust. Besides. we also point
out some implementation issues related to the real world application and current status of
our ongoing implemeniation. Finally. we outline some promising idea for extending the

capability of our system model. in the future work section.

The contributions of the paper are:

e« A strong authentication mechanism based on PKI and two-factor
authentication:

e An application of MAS on SSO

e A capability of multi-user and multi-application authentication with high
robustness;

e A PKl-enabled trusted agent cooperation;

e A practical, flexible, robust model for administration, parallel computation

and resource allocation.



2.4 SYSTEM ANALYSIS

REQUIREMENTS SPECIFICATION

This phase is the process of gathering information. When the requirements ar¢

fully completed, one proceeds to design.
DESIGN

Design should be a plan for implementing the requirements given. When the

design is fully completed, an implementation of that design is made by coders.

IMPLEMENTATION

lmpleﬁ'lentation means the process of converting a new or a revised system design
into an operational one. It is the most crucial stage in achieving a new successtul system
and in giving confidence on the new system for the users that it will work efficiently and
effectively. In this phase. we can build the components either from scratch or by
composition. Given the architecture document from the design phase and requirement

document from the analysis phase. we can build exactly what has been requested.

VERIFICATION

Verification refers to the set of activities that ensure that system correctly
implements a specific function. Validation refers to a different set of activities that ensure
that the system that has been built is traceable to customer requirements. Verification and
validation encompass a wide array of software quality assurance (SQA) activities that
include formal reviews. quality and configuration audits. performance monitoring,
simulation, feasibility study. documentation review, database review. algorithm analysis.

development testing. qualification testing and installation testing.
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MAINTENANCE

Maintenance is the process of maintaining our software in future 1f any

malfunction occurs.

2.5 FEASIBILITY ANALYSIS

Feasibility analysis is the measure of how beneficial or practical the development of
the System will be to the project. Once the problem is explained information is gathered
about the system to test whether the system is viable Technically, Financially and

Operationally. feasibility analysis consists of

e Detailed definition of tasks

e Definition of current and future system environments

e Determination of critical success efforts

e Analysis and selection of system components to be migrated
o Analysis of technical and economical feasibility

e Resource planning and project duration

¢ Hardware and software recommendations.

Thus. feasibility study is carried out in three phases as follows:



2.5.1 TECHNICAL FEASIBILITY

Technical Feasibility is the measure of practicality of a specific technical solution
and the availability of technical resources and expertise. It centers on the existing
computer system (hardware, software, etc.) and to what extent it can support the new

addition. This involves financial consideration to accommodate technical enhancement.

The proposed system isto be developed using VB.net 2005 which is one
of the leading technologies in the market. These technological resources are easily
available and the company/project does not need to acquire any development licenses.
Visual studio NET 2005 is already available with the company and individual persons.
These technologies work well on Microsoft platforms. At present. the system will work

in an intranet environment. Future expansion is planned but will not affect this project.

2.5.2 OPERATIONAL FEASIBILITY

Operational Feasibility asks il the system will work when it is developed and
installed. It checks for the support of the management. the current business methods.

user's involvement and their attitude towards the proposed system. etc.

The proposed system has found encouraging support from the software hackup
users, the data collector’s management as it will be of great use to them. The backup
users and data collectors of the project are also committed to have the system operational
as it will save time and reduce their workload. Also since the software backup users leads
and data collectors can have easy access to data information. recover the data. The

current processes followed in the project would be depicted in the system as it is.

2.5.3 ECONOMIC FEASIBILITY

Economic Feasibility is the measure of the cost-effectiveness of the proposed

system. The investment to be made in the proposed system must prove a good investment



to the project by returning benefits equal to or exceeding the costs incurred in developing

the system.

The proposed benefits of the system will outweigh the costs to be incurred during
system developed since the system does not require procurement of additional hardware
facilities it is economically feasible. 1t uses VB.Net 2005 for its development. So it’s
found that the benefits outweigh costs. In addition capability of the system to incorporate
future enhancement will improve the performance to suit the future need of the

company/project.

2.6 USERS OF THE SYSTEM

The users of the proposed Business Resource & Workflow Management System
have been categorized as below and each of the user categories will have a set of rights

which manage their use of the proposed system.

» Software backup users

* Data Users



CHAPTER 3

DEVELOPMENT ENVIRONMENT

3.1 HARDWARE REQUIREMENTS:

Processor : Intel Pentium IV
Memory ;120 MB

Speed 1550 MHZ
Floppy Drive : 1.44 MB
Monitor 1256 MB
Keyboard : 104 Keys
Mouse : Logitech

Printer : Laser

3.2 SOFTWARE REQUIREMENTS:

Front End : ASP.NET

Back End : SQL Server 2000

Operating System  : Windows 98/XP/2000

Web Server - Personal Web Server/ Internet Information Server

Web Browser - Internet Explorer



3.3 PROGRAMMING ENVIRONMENT

3.3.1 THE VISUAL BASIC .NET

The .NET Framework is a new computing platform that simplifies application
development in the highly disiributed environment of the Internet.

The .NET Framework is designed to fulfill the following objectives:

o To provide a consistent object-oriented programming environment whether
object code is stored and executed locally, executed locally but Internet-
distributed, or executed remotely.

e To provide a code-execution environment that minimizes software
deployment and versioning conflicts.

e To provide a code-execution environment that guarantees safe execution of
code. including code created by an unknown or semi-trusted third party.

» To provide a code-execution environment that eliminates the performance
problems of scripted or interpreted environments.

e To make the developer experience consistent across widely varying types
of applications, such as Windows-based applications and Web-based
applications.

e To build all communication on industry standards to ensure that code

based on the NET Framework can integrate with any other code.

The .NET Framework has two main components:

¢ Common Language Runtime

e NET Framework Class Library



COMMON LANGUAGE RUNTIME

The common language runtime is the foundation of the .NET Framework. It
provides a code-exccution environment that manages code targeting the .NET
Framework. Code management can take the form of memory management. thread
management, security management, code verification and compilation and other system
services. It also enforce strict type safety and other forms of code accuracy that ensure
security and robustness. In fact, the concept of code management is a fundamental
principle of the runtime. Code that targets the runtime is known as managed code, while
code that does not target the runtime is known as unmanaged code. The class library. the
other main component of the .NET Framework. is a comprehensive. object-oriented
collection of reusable types that you can use to develop applications ranging from
traditional command-line or graphical user interface (GUI) applications to applications
based on the latest innovations provided by ASP.NET. such as Web Forms and XML

Web services.

The .NET Framework can be hosted by unmanaged components that load the
common language runtime into their processes and initiate the execution of managed
code, thereby creating a software environment that can exploit both managed and
unmanaged features. The NET Framework not only provides several runtime hosts. but

also supports the development of third-party runtime hosts.

For example, ASP.NET hosts the runtime to provide a scalable, server-side
environment for managed code. ASP.NET works directly with the runtime to enable Web
Forms applications and XML Web services. The runtime is designed to enhance
performance. Although the common language runtime provides many standard runtime
services, managed code is never interpreted. A feature called just-in-time (JIT} compiling
enables all managed code to run in the native machine language of the system on which it
is executing. Meanwhile. the memory manager removes the possibilities of fragmented

memory and increases memory locality-of-reference to further increase performance.



NET FRAMEWORK CLASS LIBRARY

The NET Framework class library is a collection of reusable types that tightly
integrate with the common language runtime. The class library is object oriented.
providing types from which your own managed code can derive functionality. This not
only makes the NET Framework types easy to use, but also reduces the time associated
with learning new features of the .NET Framework. In addition, third-party components

can integrate seamlessly with classes in the NET Framework.

For example. the NET Framework collection classes implement a set of
interfaces that you can use to develop your own collection classes. Your collection

classes will blend seamlessly with the classes in the NET Framework.

The .NET Framework types enable us to accomplish a range of common
programming tasks, including tasks such as string management, data collection. database
connectivity, and file access. In addition to these common tasks. the class library includes

types that support a variety of specialized development scenartos.

For example, we can use the NET Framework to develop the following types of

applications and services:

s Console applications.

e Scripted or hosted applications.

s  Windows GUI applications (Windows Forms}.
» ASP.NET applications.

» XML Web services.

¢  Windows services.
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INTRODUCTION TO ASP.NET

Visual Studio .NET allows you to create applications that leverage the power of
the World Wide Web. This includes everything from a traditional Web site that serves
HTML pages, to fully featured business applications that run on an intranet or the
Internet, to sophisticated business-to-business applications providing Web-based

components that can exchange data using XML.

A Visual Studio Web application is built around ASP.NET. ASP.NET 1s a
platform including design-time objects and controls and a run-time execution context for

developing and running applications on a Web server.

ASP.NET in turn is part of the NET Framework, so that it provides access to all of the
features of that framework. For example, you can create ASP.NET Web applications
using any .NET programming language (Visual Basic. C#. Managed Extensions for C++.
and many others) and NET debugging facilities. You access data using ADO.NET.
Similarly. you can access operating system services using NET Framework classes. and

SO on.

WEB SERVER CONTROLS

Web server controls are a second set of controls designed with a different
emphasis. They do not map one-to-one to HTML server controls. Instead. they are
defined. as abstract controls in which the actual HTML rendered by the control can be
quite different from the mode! that you program against. For example. a RadioButtonList

Web server control might be rendered in a table or as inline text with other HTML.

Web server controls include traditional form controls such as buttons and text
boxes as well as complex controls such as tables. They also include controls that provide
commonly used form functionality such as displaying data in a grid. choosing dates. and

S0 ONn.
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3.3.2 MS-SQL SERVER 2000

The RDBMS concept is gaining momentum all over the world. Microsoft SQL

Server is a RDBMS for Windows. released in USA by the Microsoft Corporation.

Since processing calls for extensive data input and processing, retrieval of
required information must be quick and efficient. SQL Server supports the event-driven
nature of the windows environment and has many event trapping features like on click.

on open, on Dbl click. Before Update, After Update etc.

Event procedures are coded and tagged to those events according to the necessity
of the application. These procedures are run at those particular events and thus the whole
coding is based on event-driven methodology. The forms of SQL Server help; to create
Tables. Screen Queries aid in creation-complicated queries and generation informative

reports is made an easy task.

SQL. Server stores records in organized lists called tables. One or more tables in
SQL Server make up a whole database. A table is just a collection If records with the
same structure. All of the records in the table contain the same type of information. SQL

Server allows setting up tables and like them to other tables.

Microsoft SQL Server is relational database. This means that the data in several
tables is linked through one or more fields present in the tables. It's this business of
jinked tables that separates database programs like SQL Server from the other types of
database, a flat file database which allows only single table in which to store all

information.

The OLAP Services feature available in SQL Server version 2000 is now called
SQL Server 2000 Analysis Services. The term OLAP Services has been replaced with the
term Analysis Services. Analysis Services also includes a new data-mining component.

The Repository component available in SQL Server version 2000 is now called Microsoft



SQL Server 2000 Meta Data Services. References to the component now use the term
Meta Data Services. The term repository is used only in reference to the repository
engine within Meta Data Services.

Microsoft SQL Server 2000 is a set of components that work together to meet the
data storage and analysis needs of the largest Web sites and enterprise data processing
systems. The topics in SQL Server Architecture describe how the various components

work together to manage data effectively.

A database typically has two main parts: first, the files holding the physical
database and second, the database management system (DBMS) software that

applications use to access data.

The DBMS is responsible for enforcing the database structure. including:
e Maintaining relationships between data in the database.
« Ensuring that data is stored correctly. and that the rules defining
data relationships are not violated.
e Recovering all data to a point of known consistency in casc

of system failures.

SQL Server 2000 is designed to support the traffic of the largest Web sites or
enterprise data processing systems. Instances of SQL Server 2000 running on large.
muitiprocessor servers are capable of supporting connections to thousands of users at the
same time. The data in SQL Server tables can be partitioned across multiple servers, so
that several multiprocessor computers can cooperate to support the database processing
requirements of extremely large systems. These groups of database servers are called

federations.



CHAPTER 4
SYSTEM DESIGN AND DEVELOPMENT

4.1 ELEMENTS OF DESIGN

System Design is the most creative and challenging phase in the development of a
software system. Design implies to a description of the final system and the process by
which it is developed. The first step is to determine what input data is needed for the
system and then to design a database that will meet the requirements of the proposed
system. The next step is to determine what outputs are needed from the system and the

format of the output to be produced.

During the design of the proposed system some areas where attention is required are:

e What are the inputs required and the outputs produced?
e How should the data be organized?
e What will be the processes involved in the system?

» How should the screen look?

The steps carried out in the design phase are as follows:
e Modular Design
¢ Input Design
e OQutput Design

* Database Design

4.1.1 MODULAR DESIGN

It is always difficult for any System Development team to grasp a system without

breaking it into several subsystems/modules. These subsystems/modules will be a part of



the original system. yet they will be independent in the sense that they will incorporate

within them the major functionalities of the proposed system.

A software system is always divided into several subsystems and modules which
make it easier to develop and perform tests on the whole system. The subsystems are also
known as the modules and the process of dividing an entire system into

subsystems/modules is known as Decomposition.

4.2 DIAGRAMS
4.2.1 DATA FLOW DIAGRAM (DFD)

A data flow diagram is graphical tool used to describe and analyze
movement of data through a system. These are the central tool and the basis from which

the other components are developed.

The transformation of data from input to output. through processed. may be
described logically and independently of physical components associated with the

system. These are known as the logical data flow diagrams.

The physical data flow diagrams show the actual implements and movement of
data between people. departments and workstations. A full description of a system

actually consists of a set of data flow diagrams.



DATA FLOW DIAGRAM 1: OVERVIEW OF SS0O
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DATA FLOW DIAGRAM 2: ADMIN AGENT
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DATA FLOW DIAGRAM 3: MAS AGENT
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DATA FLOW DIAGRAM 4: APPLICATION AGENT
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DATA FLOW DIAGRAM 4: USER AGENT
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4.3 SYSTEM DESIGN
4.3.1 DETAILED DESIGN

Following is the detailed designed description of the modules that form the

project. The modules in this project are

s Authentication
s Verification

e Admin Agent
e User Agent

¢ Application Agent

The Authentication module, Client is generally a user who requests to use
application(s). In our system, the users need to authenticate themselves by using the
certificate securely stored in a smart card or a token for two factor authentication before
accessing the application(s). In addition. the single sign-on is required in this process so
that the users can access several applications without necessity to be authenticated by

each system individually.

The Verification module is used to verify the user role and grant the permission
to the legal applications. This is designed by using RSA Algorithm in which private and

public keys are generated. And also the Hash Key which has 16 bits is generated.

The following three modules are Application Server where the entire application

information and database lies.

Admin Agent (AM) represents administrator to manage other agents in real-time
fashion e.g. updates the user capability information to the agents. kill a suspicious UA.A

unique key pair and certificate are issued to an AM.
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User Agent (UA) is responsible for validating client certificates, verifying client
requests. and delegating corresponding application(s) to the client. Each UA will be dead
after a complete logout, or after certain idle period, which is the SSO session time out

value.

Application Agent (AA) is mapped to a particular application and functions as
the representative of an application in serving requests from UA’s. Its job is to schedule
the sequence of client connecting to applications, to support the multiple application
selection by clients, and to log on to the application on behind of the user. Each AA has

its own key pair and certificate.

4.3.2 DATABASE DESIGN

A database is a collection of inter-related data stored with minimum redundancy
to serve many users quickly and efficiently. The general objective of database design is 0
make the data access easy. inexpensive and flexible to the user. An elegantly designed

database can play a strong foundation for the whole system.

The details about the relevant data for the system are first identified. According to
their relationship. tables are designed through the following method

4.3.3 TABLE STRUCTURE

DESIGN CONVENTIONS USED

I. Appropriate words that describe the table should be used.

7 Words used to describe the table should be separated with an Underscore T

L

No special character other than an underscore is used in formulating a table name.

4. No number should be used anywhere in the table name string.



TABLES:

BPO TABLE:

Table Name: Bpo Admin

f Field Name Data Type Size
Sno numeric 9
Pages nvarchar 50
Table 4.3.3.1Bpo Admin
Table Name: BpoReg
Field Name Data Type Size
Uname nvarchar 50
Fname nvarchar 50
Xthno nvarchar 50
Dob nvarchar 30
Eid nvarchar 50
Table 4.3.3.2 Bpo Reg
Table Name: BpolLogin
Field Name Data Type Size |
vid numeric 9
Uname nvarchar 50
Pass nvarchar 50
Grade nvarchar 50

Table 4.3.3.3 Bpo Login



MOBILE

Table Name: Mobile Admin

| Field Name Data Type Size
Sno numeric 9
Pages nvarchar 50
Table 4.3.3.4 Mobile Admin
Table Name: Mobilelmg
‘*Field Name Data Type Size
Sno numeric 9
Design nvarchar 50
Price numeric 9
Modal nvarchar 30
Table 4.3.3.5 Mobile Img
Table Name: MobileUser
Field Name Data Type Size
Sno numeric 9
Pages nvarchar 50
Table 4.3.3.6 Mobile User
MOTOR
Table Name: Motor Admin
Field Name Data Type Size |
Sno numeric 9
Pages nvarchar 50

Table 4.3.3.7 Motor Admin



Table Name: Motorimg

L

e
Field Name Data Type r Size
Sno numeric 9
Design nvarchar 50
Price numeric 9
Modal nvarchar 30
_
Table 4.3.3.8 Motor Img
Table Name: MotorsWebsite
Field Name Data Type . Size
Sno numeric 9
Website nvarchar 50
Table 4.3.3.9 Motor Website
SOFT
Table Name: Soft Admin
Field Name Data Type l Size
Sno numeric 9
Pages nvarchar 50
Table 4.3.3.10 Soft Admin
Table Name: Soft Website
Field Name Data Type Size
Sno numeric 9
Website nvarchar 50

Table 4.3.3.11 Soft Website
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Table Name: TOKEN

28

r Field Name Data Type Size
Sno numeric 9
Status nvarchar 50
Tokenid numeric 9
Table 4.3.3.12 Token
Table Name: WORKER DETAILS
Field Name Data Type Size
1d nvarchar 50
Name nvarchar 50
Category nvarchar 30
Salary numeric 10
Cmpy nvarchar 50

Table 4.3.3.13 Worker Details
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CHAPTER 5

SYSTEM TESTING AND IMPLEMENTATION

System Implementation is the part of the software engineering life cycle. where.
the design artifacts are converted to a working application. Coding is done in this stage
using an apt framework and programming language, which would solve the specific
problem the best way. Once the design is coded into a working application, it has to be
verified, validated and tested in detail. The tested product if successful is deployed in the

user environment.

5.1 SYSTEM VERIFICATION

System Verification answers the question “Am | building the product right?” It
includes the review of interim work steps and interim deliverables during a project to
ensure they are acceptable. Verification also determines if the system is consistent.
adheres to standards. uses reliable techniques and prudent practices. and performs the
selected functions in the correct manner. In data access. it verities whether the right data

is being accessed. in terms of the right place and in the right way.

5.2 SYSTEM VALIDATION

Validation answers the question “Am | building the right product?” This checks
whether the developer is moving towards the right product. whether the development 1s
moving towards the actual intended product that was agreed upon in the beginning.
Validation also determines if the system complies with the requirements and performs
functions for which it is intended and meets the organization’s goals and user needs. It is
traditional and is performed at the end of the project. In data access. it checks whether we

are accessing the right data. in terms of data required to satisfy the requirement.
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5.3 TESTING

This testing strategy examines the logic of the program. The system is tested; and
all the functions are performed smoothly without any efrors. By taking various kinds of
test data, above testing was performed. Preparation of test data plays a vital role in the
system testing. After preparing the tesi-data, the system under study is tested using test
data. While testing the system by using test-data. errors are again uncovered and

corrected by using above testing steps and corrections are noted for the future use.

The main types of tests carried out on Disk Management System are:

» System Test
» Unit Test

7 Integration Test

5.3.1 SYSTEM TESTING

The aim of any software development is to create a bug - free. reliable and secure
system that provides solutions to users specified requirements. To ensure this. a
systematic test plan is mandatory. A test strategy exhaustively covers the objects, scope,

staffing resources and documentation.

After the completion of the coding of the project, the developed system was tested
on real—time data to check the accuracy of the data manipulations and their associated

calculations.

The programs were tested with sample data supplied by the user and necessary
corrections to the programs were carried out if any errors were found. All the reports are

1o be checked and approved by the user.
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The system is very user - {riendly with display and messages to assist the user
wherever necessary. The users are trained to handle the system more effectively. The
operational manuals supplied along with the computer system by the manufacturers ar¢ 1o

be referred 1o by the user as and when he needs it.

Systematic testing involves taking the design document and creating a test plan
turning its functionality descriptions into functionality tests. Every item in the design
document exercised thoroughly to ensure that it works correctly. ldeally, the test plan

would be created at the same time as the design documentation.

A programmer. a user or anyone else can execute the test plan. All that’s required
is following the plan closely. doing what it says. and ensuring that the results are as

expected.

A serious of testing is performed for the proposed system before the proposed

system is ready for user acceptance testing.

Black box testing treats the software as a black-box without any understanding of
internal behavior. It aims to test the functionality according to the requirements. Thus. the

tester inputs data and only sees the output from the test object.

White box testing, however. is when the tester has access to the internal data
structures. code, and algorithms. White box testing methods include creating tests to

salisfy some code coverage criteria.

All the ids are automatically generated to avoid unnecessary checking.

Numeric Field

The numeric fields must not contain any alphabets or special characters. This

validation is checked.



Character Field
The character field must not contain any special characters. This validation is

checked

5.3.2 UNIT TESTING

Unit testing focuses verification efforts on the smallest unit of the software design
of the module. This is known as module testing. This is carried out during the
programming stage itself. In this step. each module is found to be working satisfactorily

as regards to the expecied output from the module.

Test 1:
Procedure

The mandatory ficlds have to be filled before proceeding 1o next process.
Solution

The alert message has to be displayed 1o fill the mandatory details.

Test 2:
Procedure
The update process involves adding mobile detail, motor detail and the payment
detail involving various operations.
Solution

This problem is solved by using session tracking.

Test 3:
Procedure

When a updating is in progress and if a user tries to create a new process.
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Solution
The prompt is made that the updating progress and want to continue with the

current process or the previous one.

5.3.3 INTEGRATOIN TESTING

After performing the validation, testing the next step is output testing of the
proposed system. Since no system could be useful if it does not produce the required
output in specific format. The output formation on the screen was found as correct to the
format that was designed during the system design time according to the user needs. For

the hard copy also, the output comes as the specified requirements by the user

Module or Unit Testing is the process of testing all the program units that make
up a system. Unit testing focuses on an individual module thus allowing one to uncover

all the errors made logically and while coding in the module.

In Single Sign Models each page is tested separately as a unit. Initially the flow of
control and data through that page is checked. When considering a module as 2 unit. the
flow of data and control through the whole module is tested. The result is stored in the
test plan. In a page, each control is further tested in unit testing. The process is done 1n all
the pages of the system. Once the errors are rectified, the testing procedure is repeated
with same test cases to ensure this hasn’t produced new errors. Hence this is a continuous

process.



5.4 IMPLEMENTATION

Implementation is the process of having system personnel checks out and put the
new system and required equipment into use. training the users to use the new application

and construct any file of data needed.

Depending on the size of the organization this will involved using the application
and depending upon the risk associated with its use. system developers may choose to

pilot the operation in only one area of the firm.

Sometimes they'll run the old and new systems together to compare the system
and begin using the ncw one when proved to be better than the old system. Once
instatled. both organization and the users will change and the environment will be
different over months or years.

A Robust Single Sign-On Modet based on Mulii-Agent System and PKL s a
flexible and maintenance system. ft is easy to modify or expand a part. Since it is

implemented in a well-known format.
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CHAPTER 6
CONCLUSION AND FUTURE ENHANCEMENT

6.1 CONCLUSION

in this project “A ROBUST SINGLE SIGN-ON MODEL BASED ON
MULTI-AGENT SYSTEM AND PKI” we have presented the idea and implementation
of how to apply MAS technique to enable the Single Sign-On service in the multi-user
and multi-application environment. The design of user agent and application agent is
introduced to perform the client authentication and multi-application delegation. The
combination of two-factor authentication. PKI. and MAS are adopted to reflect the real
need of current distributed applications. Therefore, user convenience is greatly increased
by our system. Also the administrator can benefit from the low management cost since
the security and authentication policies are centrally managed. Moreover the user
privileges can be updated in real-time manner. We also propose the solution to ensure the

availability of applications.



6.2 FUTURE ENHANCEMENT
The following features listed below if introduced could benefit the users of the system.

e Add additional network support for servers with a shared-level
access. When browsing the network tree. program will now always
iry to connect to the selected server or network drive

e Add additional languages to support all languages

e We can also lend the program to others
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