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ABSTRACT

Content services such as content filtering and trans-coding adapt contents to meet
system requirements, display capacities, or user preferences. Data security in such a
framework is an important problem and crucial for many Web applications. This
approach addresses data integrity and confidentiality in content adaptation and caching
by intermediaries.

This approach also permits multiple intermediaries to simultaneously perform
content services on different portions of the data. The protocol supports decentralized
proxy. key management and flexible delegation of services.

It 1s a solution for secure content services characterized by a scalable and robust
network architecturc. The protocol allows a client to verify that the received data is
authentic and transformations on the data are properly authorized. This approach also
assures data confidentiality during transmission. It also highlights load distribution

through proxies to improve system performance and supports parallel content services.
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INTRODUCTION

1.1 OVERVIEW OF NETWORK SECURITY

In the field of networking, the specialist area of network security consists of the
provisions made in an underlying computer network infrastructure, policies adopted by the
network administrator to protect the network and the network-accessible resources from
unauthorized access, and consistent and continuous monitoring and measurement of its

effectiveness (or lack) combined together.

Network security involves all activities that organizations, enterprises, and institutions
undertake to protect the value and ongoing usability of assets and the integrity and continuity

of operations.

1.2 NETWORKS

There are wired and wireless networks. In the recent years wireless networks have
witnessed a tremendous increase of popularity in both research and industry. There are
currently two variations of mobile networks. The first is widely known as infrastructure
networks since the gateways that connect them to other networks (like the internet) are fixed
and wired. The bridges in these networks are also known as base stations. In an environment
like this, a node is able to roam freely and establish a connection link with the nearest base
station that is within its communication range. As the mobile node moves out of the base
station that it was connected with, it falls into the range of another and hand off occurs
between the old base station and the current one, enabling the mobile unit to continue
communication seamlessly through the network. These types of networks are most widely
applied in office areas.

The second type of wireless networks is the infrastructure less mobile network that

is also known as an ad hoc network.



1.3. CONTENT DISTRIBUTION NETWORK

In order to enhance the performance of content distribution networks (CDNSs), several
approaches have been developed based on the use of content management services provided
by intermediary proxies. In most of these approaches, content caching is the main service
provided by proxies. That is, instead of asking a content server for contents upon each client
request, a proxy first checks it these contents are locally cached. Only when the requested
contents are not cached or out of date are the contents transferred from the content server to
the clients. If there is a cache hit, the network bandwidth consumption can be reduced. A
cache hit also reduces access latency for the clients. System performance thus improves,
especially when a large amount of data is involved. Besides these improvements, caching
makes the system robust by letting caching proxies provide content distribution services
when the server is not available. With the emergence of various network appliances and
heterogeneous client environments, there are other relevant new requirements for content
services by intermediaries.

Many studies have been carried out on intermediary content services; however, the
problem of data security in these settings has not caught much attention. Confidentiality and
integrity are two main security properties that must be ensured for data in several distributed
cooperative application domains such as collaborative, distance learning, telemedicine, and e-
government. Confidentiality means that data can only be accessed under the proper
authorizations. Integrity means that data can only be modified by authorized subjects. The
approaches developed for securely transferring data from a server to clients are not suitable
when data is to be transformed by intermediaries.

When a proxy mediates data transmission, if the data is enciphered during
transmission, security is ensured: however, it is impossible for intermediaries to modify the
data. On the other hand, when intermediaries are allowed to modify the data, it is difficult to

enforce security.



1. Data Server: This is an entity that originally stores the data requested by a client.

2. Client: This is any entity that requests data from a data server. When a client submits a
request, besides the data it requests, it may also include some content

service requirements, arising from device limitations and data format limitations. If the client
does not specify any service requirements, a proxy that represents the client may add these
requirements. Such a proxy may be an edge proxy.

3. Intermediary: This is any entity that is allowed by a data server to provide content
services in response to requests by clients. Intermediaries include caching proxies and

transforming proxies.

1.4. SECURITY ISSUES

There are two main security properties that must be ensured for data in several
distributed cooperative applications
e (Contidentiality
e Integrity
Confidentiality means that data can only be accessed under the proper authorizations.

Integrity means that data can only be modified by authorized subjects.

1.5. SYMMETRIC KEY CRYPTOGRAPHY

It is a class of algorithms for cryptography that use trivially related, often identical,

cryptographic keys for both decryption and encryption. The encryption key is trivially related

to the decryption key, in that they may be identical or there is a simple transformation to go
between the two keys. The keys. in practice, represent a shared secret between two or more
parties that can be used to maintain a private information link.Other terms for symmetric-key
encryption are secret-key, single-key, shared-key, one-key, and private-key encryption. Use

of the last and first terms can create ambiguity with similar terminology used in public-key

cryptography.



A digital signaturc or digital signature scheme is a mathematical scheme for
demonstrating the authenticity of a digital message or document. A valid digital signature
gives a recipient reason to believe that the message was created by a known sender, and that
it was not altered in transit. Digital signatures are commonly used for software distribution,
financial transactions, and in other cases where it is important to detect forgery and

tampering.

1.7. KEY DISTRIBUTION

In symmetric key cryptography, both parties must possess a secret key which they
must exchange prior to using any encryption. Distribution of secret keys has been
problematic until recently, because it involved face-to-face meeting, use of a trusted courier,
or sending the key through an existing encryption channel. The first two are often impractical

and always unsafe, while the third depends on the security of a previous key exchange.

In public key cryptography, the key distribution of public keys is done through public
key servers. When a person creates a key-pair, he keeps one key private and the other, public-
key, is uploaded to a server where it can be accessed by anyone to send the user a private,

encrypted, message.
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LITERATURE SURVEY

2.1 DATA INTEGRITY SERVICE MODEL:

It is an XML-based solution to address data integrity. DISM is an in-markup XML
based language designed to preserve the integrity of the web pages. DISM is compatible with
HTTP protocol. It accepts normal HTTP requests; and the DISM response message can pass
through non-DISM proxy without causing any error.

DISM allows the content owner to specify modification policies on the web contents.
These policies indicate when, how and by whom the content can be changed. The policies
can be attached to the server's response message and delivered together with the content.
DISM also allows these policies to be delegated to other trusted parties.

DISM provides an authorization and validation model to protect the response message
from being tampered. This security model is based on the public-key cryptosystem. It allows
any party to validate the message with respect to the server's digital signature. The W3C
XML signature standard scrves as a foundation for the definition of this model.

DISM allows the content owner to divide the web content into separate parts and assign
cach part different cacheability profile. It also allows proxies to treat parts of web objects as
cacheable resources. This gives the client the flexibility to request for partial cache
invalidation. therefore, reducing both the required bandwidth and the server workload.

In DISM, the basic unit for authorization, modification and validation is "segment". A
web page is divided into a sct of segments each of which possesses its own content,
moditication rights and modification record. The collection of these segments is a "manifest".
The modification rights of the segments are called "permissions”. Permissions specify how
their parent segment can be modified.  complete permission contains the information about
type of the permitted "action"(E.g. add, delete, replace), conditions under which the
permission can be executed, identity of the authorized "editor" and the authorizer's digital
signature. Some permission can be further delegated to other trusted party if the "delegatable”
attribute is set to be "yes". Nevertheless, issuing new permission is beyond the right of the

proxies. The security policy of DISM is "monotonic” in the sense that the number available



In order for the client to validate the received message, each editor must leave a
modification record in the corresponding segment. These modification records indicate when,
how and by whom the content was modified. The modification records are secured by the
editor's signatures. DISM is a cache-friendly model in the sense that the segments are
relatively independent of cach other and they can be separately cached and invalidated. DISM
to enforce the integrity ot data transformed by intermediaries. In such a model, integrity is
enforced by using metadata cxpressing moditication policies specified by content owners.
Limitations:

User adaptation is an important aspect but we require an individual proxy for each
adaptation. This process of providing individual proxies to each adaptation makes the process

slow.

2.2. CONTENT ADAPTATION

In today's Internet. there is a wide range of client devices in terms of both hardware
and software capabilitics. Device capabilities vary in different dimensions, including
processing power, storage space, display resolution and color depth, media type handling, and
much more. This variety on device capabilities makes it extremely difficult for the content
providers to produce a content that is acceptable and appreciated by all the client devices,
making application-level adaptation a necessity to cover the wide variety of clients.

There are three main approaches for handling this diversity in content formats: a static
content adaptation, a dynamic content adaptation, and a hybrid of the static and dynamic
approaches.

The first two approaches differ in the time when the different content variants are
created to match the requested format. In static adaptation, the content creator generates and
stores different variants of the same content on a content server, with each variant formatted
for a certain device or class of devices.

Static adaptation has three main advantages: It is highly customized to specific classes
of client devices, and it does not require any runtime processing, so no delay is incurred, and
the content creator has the full control on how the content is formatted and delivered to the
client. On the other hand, static adaptation has a number of disadvantages, mainly related to

the management and maintenance of different variants of the same content : different content



the same content.

In the server-based approach, the content server is responsible for performing the
trans-coding; the content provider has all the control on how the content is transcoded and
presented to the user. Additionally, it allows the content to be trans-coded before it is
encrypted, making it secure against malicious attacks. On the other hand, server-based

adaptation does not scale properly for a large number of users and requires high-end content

and delivery server to handle all requests. .

As for the client-based approach, the client does the trans-coding when it receives the
content. The advantage of this approach is that the content can be adapted to match exactly to
the characteristics of the client. But at the same time, client-based adaptation can be highly
expensive in terms of bandwidth and computation power, especially for small devices with
small computational power and slow network connectivity, with large volume of data might
be wastefully delivered to the device to be dropped during trans-coding.

The third adaptation approach is the proxy-based approach, where an intermediary
computational entity can carry out content adaptation on the fly, on behalf of the server or
client. Proxy adaptation has a number of benefits including leveraging the installed
infrastructure and scaling properly with the number of clients. It also provides a clear

separation between content creation and content adaptation.
2.3. XML UPDATE PROTOCOL

The subjects participating in the updates are cooperative. The Completion of the
update depends on each subject. It one subject cheats more than twice, a receiver will notify
DS and DS may broadcast that the updates failed and aborted.

DS has access to the flow policies and to the security policies of the document. The
DS is a trusted entity. It determines these policies before the update process starts. Then these
policies are enforced and arc not modified during the execution of the update process.

There is no collusion among the subjects. Each subject does not share information
with other subjects. The server protocol includes the following steps: construct the S-RPF
graph. generate and send cach subject its own control information, and send to the first

subject(s) the encrypted package(s).
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contains the symmetric key for the receiver to decrypt an incoming package; it also includes
the sequence of regions the incoming package will contain, and for each region the public key
of the last subject who authored this region. The goal of an incoming package template is to
help a receiver to verify that the package it receives is from a specified sender and to verify
that the content of the package is correct up to that point. Different subjects will receive
different incoming templates from DS. An outgoing package template includes the symmetric
key for the sender to encrypt the package and the sequence of regions to be sent in this
package, so the sender can organize a package for its successor with the correct content.
During document updates, each subject executes the following steps: (i) it performs
integrity check according to incoming package templates received fromDS; (ii) it executes
operations on the document according to its privileges; (iii) it forms packages according to

outgoing package templates received from DS, and sends out these packages.

2.4 ADVANCED ENCRYPTION STANDARD (AES) ALGORITHM

In cryptography, the AES is an encryption standard adopted by the U.S. government.
The standard comprises three block ciphers, AES-128, AES-192 and AES-256, adopted from
a larger collection originally published as Rijndael. Each of these ciphers has a 128-bit block
size, with key sizes of 128, 192 and 256 bits, respectively. The AES ciphers have been
analyzed extensively and are now used worldwide, as was the case with its predecessor the

Data Encryption Standard (DES).

2.4.1 Description Of The Cipher

AES is based on a design principle known as a Substitution permutation network. It is
fast in both software and hardware. Unlike its predecessor, DES, AES does not use a feistel
network. AES has a fixed block size of 128 bits and a key size of 128, 192, or 256 bits,
whereas Rijndael can be specified with block and key sizes in any multiple of 32 bits, with a
minimum of 128 bits. The block size has a maximum of 256 bits, but the key size has

theoretically no maximun.

AES operates on a 4x4 array of bytes, termed the state (versions of Rijndael with a

larger block size have additional columns in the state). Most AES calculations are done in a



of several processing steps. including one that depends on the encryption key. A set of
reverse rounds are applied to transform ciphertext back into the original plaintext using the

same encryption key.

2.4.2 High-Level Description Of The Algorithm

2.4.2.1 Key Expansion

Round keys are derived from the cipher key using Rijndael's key schedule.

2.4.2.2 Initial Round

e AddRoundKey :- Each byte of the state is combined with the round key

using bitwise xor.

2.4.2.3 Rounds

e SubBytes:- A non-linear substitution step where each byte is replaced
with another according to a lookup table.

e ShiftRows:- A transposition step where each row of the state is shifted
cyclically a certain number of steps.

e MixColumns:- A mixing operation which operates on the columns of the
state, combining the four bytes in each column

¢ AddRoundKey

2.4.2.4 Final Round

e SubBytes
e ShiftRows
e  AddRoundKey



METHODOLOGY

3.1 OVERVIEW

The approach used can be classified in 2 steps: (i) understanding the problem and

existing solutions, (ii) implementing and evaluating proposed solution.

3.2 EXISTING APPROACHES

Data Integrity Service Model(DISM) is an in-mark up language designed to preserve
the integrity of the web pages. DISM is compatible with HTTP protocol. It accepts normal
HTTP requests; and the DISM response message can pass through non-DISM proxy without
causing any error.

DISM allows the content owner to specify modification policies on the web
contents. These policies indicate when, how and by whom the content can be changed. The
policies can be attached to the server's response message and delivered together with the
content. DISM also allows these policies to be delegated to other trusted parties. DISM
provides an authorization and validation model to protect the response message from being
tampered. This security model is based on the public- key cryptosystem. It allows any party
to validate the message with respect to the server's digital signature. The W3C XML
signature standard serves as a foundation for the definition of this model.

DISM allows the content owner to divide the web content into separate parts and
assign each part different cacheability profile. It also allows proxies to treat parts of web
objects as cacheable resources. This gives the client the flexibility to request for partial cache
invalidation, therefore, reducing both the required bandwidth and the server workload.

This method addresses Integrity. But still there is a lack of Confidentiality.



3.3.1 PROBLEM DEFINITION

It is a method to improve Integrity and confidentiality in providing content services and
caching by intermediaries. when intermediaries perform content services, there is possibility
for intruder to perform some illegal operations on the data. so it is a threat to confidentiality
and integrity. When a proxy mediates data transmission, if the data is enciphered during
transmission, security is ensured; however, it is impossible for intermediaries to modify the
data. On the other hand, when intermediaries are allowed to modify the data, it is difficult to
enforce security.

Confidentiality and integrity are two main security properties that must be ensured for
data in several distributed cooperative applications domains such as collaborative e-
commerce, distance learning, telemedicine, and e-government. Confidentiality means that
data can only be accessed under the proper authorizations. Integrity means that data can only

be modified by authorized subjects.

3.3.2 SYSTEM MODEL

3.3.2.1 Data Server:

This is an entity that originally stores the data requested by a client.

3.3.2.2 Client:

This is any entity that requests data from a data server. When a client submits a
request, besides the data it requests, it may also include some content service requirements,
arising from device limitations and data format limitations. If the client does not specify any
service requirements, a proxy that represents the client may add these requirements. Such a

proxy may be an edge proxy.




response to requests by clients. Intermediaries include caching proxies and transforming

proxies.
3.3.3 System Architecture:

The process of the design implemented with the system architecture view comprises
of the parts of the project work that encapsulates all modules ranging from module to module

communication, setting initializations and system.

g »-(——— user valdation dfara ba’se

R (a—rlemy—m  check
N con files
] ———amipty path
A

Lser adaptation

res file

Fig.3.1. System Architecture

The diagram shows the four modules and the operations performed in each module. In
this diagram, we are showing all over the structure of the project. Here, the user first registers
the information to database. Then the user authentication is checked by the database server.
The access control system gets the request and process it. If it is normal request it will get the

file content from data server.

12
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the corresponding client.

3.3.4 MODULES

There are four Modules. The module description is as follows,

3.3.4.1 CLIENT

This is an entity that requests data from a data server. When a client submits a request,
besides the data it requests, it may also include some content service requirements, arising
from device limitations and data format limitations .If the client does not specify any service
requirements, a proxy that represents the client may add these requirements. Such a proxy
may be an edge proxy.

In client request that client can select their options they need. According to the client
request the request process will begin. Here, the user adaptation and file names are attach in
the request header. That request header information will check on access control system that
is in our second module.

In client system will give four trans-coding options for users.

The four trans-coding options are,

e Converting text file to image file

e Converting color image to gray image
e Compressing file

e C(Creating zip-file

The user adaptation will select based on the system requirement and user need.

Next the download process. user can verify the data integrity checking. Before that the
ACS enforce the confidentiality in user file. The encrypted file also decrypt in client side. In
our process we ensure the client authentication and confidentiality. The additional part of our
process is. validating the form field in client page. Another one is registering new user in our

application.
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we just register the user information and check whether the user record is available or not in

user record table.

Here the part of the work will be done in this process.

{  user ,_,\.3**-'5—*1 Iser verfication

T redistration

Fig.3.2. client process

3.3.4.2 ACCESS CONTROL SYSTEM
The three steps of ACS. They are discussed as follows,

. Access Deny
. Empty Path

. Path with information

Access Deny:
This indicates that the DP does not have the data requested by the client, the client is
not allowed to access the data according to the DP’s policy, or no intermediaries in the DP’s

intermediary profile table cxist or are allowed to transform the data into the version requested

by the client.
Empty Path:

This indicates that the client’s request can be satisfied without any intermediary’s

involvement.

14



proxies listed in the returned path. ACIS denotes access control information structure, which

specities the privileges over the data for each Proxy in the path.

In ACS we receive the client request then we analysis the request information. In this
request information first we analysis whether the request is empty-path or path with

information.

In this empty-path we can get the file directly from data-server. There is no need for
format changing in empty-path. Getting the file from data-server is another part of process in

ACS. Here. we have to send the request to data-server and getting the file from data-server.

In ACS we just encrypt the file and send the file to client for enforcing the
confidentiality. AES algorithm is used for encrypting the file. In this AES algorithm we used

128-bit key and 16 round for encryption.

Another part of request is path with information, in this we pass the request to data-
server and get the content from the file and send the content to intermediaries based on the
request.Access deny is our first step of this process, in this step we checking the file
authorization that is whether the file can be modify or not. After that here we are checking the
user authorization. According to the user authorization and authentication we send the file to

the user.
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Fig.3.3. Access Control System

3.3.4.3 INTERMEDIARIES

This is any entity that is allowed by a data server to provide content services in
response to requests by clients. Intermediaries include caching proxies and transforming

proxies.

In intermediaries we have proxies and cache memory. In this module we change the

file format and send it to the ACS.

In this project we have two intermediaries and four proxies. Each intermediary has

two proxies.

Intermediary one has two proxies the proxies are,
»  Compressing the file

= Zip file
Intermediary two has two proxies the proxies are,
= Text to image file

= Color Image to Gray Image

One part of intermediary work 1s, receiving the packets from data server. In this part

we are implementing the control information algorithm to receive and grouping the segments.
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These intermediarics receive the file from data server in segment by segment and
group all the segment in onc file. 1dentifying the corresponding proxy is next process. In this
process each proxy has onc public key. Intermediary used this symmetric key to identifying
the corresponding proxy. When the trans-code completed that intermediary take the trans-

coded file into cache memory.

IMterrmidiaSries e "1 Ti &
[ T | Fo e 2
) 4 L
Cashe CEThe

Fig.3.4. Intermediary

3.3.4.4 DATA SERVER

This is an entity that originally stores the data requested by a client.In this data-server
we store all the files in this place. This is the server just give the response to the client. Before
the response we have to check whether the user has authorization or not. If she/he has the
authorization for this particular file the data-server then search the file and send it to ACS.
Before send the file content to ACS. It will check the user adaptation. If it is empty path it

just send the file content to ACS otherwise it will send the file to Intermediary.

It used for store the files and keep proxy table. Using proxy table it will find the

appropriate intermediary for send that file.

17



The data server nceds to send segments to corresponding P-proxies or to the client.
Each P-proxy must receive the segments that are allowed to access and send some or all of
these segments to subsequent P-proxies or the client. For each segment, the data server scans
the P-proxies according to the content service path; if a P-proxy needs to read this segment,
then the data server adds this P-proxy to its succ, and this P-proxy will receive this segment
from the data server. The data server repeats this activity until the first P-proxy that needs to
update this segment. After the P-proxy updates the segment, it sends out the segment to the

rest of the P-proxies or the client if they need to access it.

_ intermidiaries

Sz file ] acs

Fig.3.5. Data Server
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TECHNOLOGY INFRASTRUCTURE

4.1 CORE JAVA

Java can be used to create two types of programs: application and applet. An
application is a program that runs on your computer, under the operating system of that
computer. That is. an application created by java is more or less like one created using C or
C++. When used to create application, java is not much different from any other computer
language. Rather. it is java's ability to create applets that makes it important. An applet is an
application designed to be transmitted over the internet and executed by a java-compatible
Web Browser. An applet is actually a tiny java program, dynamically downloaded across the
network, just like an image. sound file, or video clip. The important difference is that an
applet is an intelligent program, not just an animation or media file. In other words, an applet
is a program that can react to user input and dynamically change-not just run the same
animation or sound over and over.

Java having a major role in internet and the intranet application. The reason for this is
quite simple: Java expends the universe pf objects that can move about freely in cyberspace.
In a network, two very broad categories ob objects are transmitted between the server and

your personal computer: passive information and dynamic, active programs.

Security

As you are likely aware, every time that you download a “normal” program, you are
risking viral infection. Prior to java, most users did not download executable programs
frequently, and those who did scan them for viruses prior to execution. Even so, most users
still worried about the possibility of infecting their system with a virus. When you use ajava-
compatible web browser, you can safely download java applets without fear of viral infection
or malicious intent.

Java achieves this protection by confining a java program to the java execution

environment and not allowing it access to other parts of computer.
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many are connected to the internet. For program to be dynamically downloaded to all the
various type of platforms connected to the Internet, some means of generating portable

executable code is needed.

Bytecode

The key that allows java to solve both the security and the portability problems just
described is that output ot a java compiler is not executable code. Rather, it is BYTECODE.
Byte code is a highly optimized set of instruction designed to be executed by the java run-
time system, which is called the Java Virtual Machine (JVM). That is, in its standard form,

the JVM is an interpreted code.

Simple

Java was designed to be easy for the professional programmer to learn and use
effectively. Assuming that you have some programming experience, you will not find java
hard to master. It we know the basic concept of object-oriented programming, learning java

will be even easier.

Object-Oriented
Object-Oriented programming is the core of java. In fact, all java programs are object-
oriented-this isn’t an option the way that it is in C++, for example. OOP is so integral to java

that you must understand its basic principles before you can write even simple java programs.

Abstraction

The essential element of object-oriented programming is abstraction. Humans manage
complexity through abstraction. For example, people do not think of a car as a set of ten of
individual parts. They think of it as a well-defined object with its own unique behavior. So

this ignore the details of how the engine, transmission, and braking systems work.

4.2 SWING

Swing was developed to provide a more sophisticated set of GUI components than the

carlier Abstract Window Toolkit. Swing provides a native look and feel that emulates the



Swing introduced a mechanism that allowed the look and feel of every component in
an application to be altered without making substantial changes to the application code. The
introduction of support for a pluggable look and feel allows Swing components to emulate
the appearance of native components while still retaining the benefits of platform
independence. This featurc also makes it easy to make an application written in Swing look
very different from native programs if desired. originally distributed as a separately
downloadable library, Swing has been included as part of the Java Standard Edition since
release 1.2. The Swing classes and components are contained in the javax.swing package

hierarchy.

Architecture

Swing is a platform-independent, Model-View-Controller GUI framework for Java. It

tfollows a single-threaded programming model, and possesses the following traits:

Platform independence

Swing is platform independent both in terms of its expression (Java) and its

implementation (non-native universal rendering of widgets).

Extensibility

Swing is a highly partitioned architecture, which allows for the "plugging" of various
custom implementations of specified framework interfaces: Users can provide their own
custom implementation(s) of these components to override the default implementations. In
general, Swing users can extend the framework by extending existing (framework) classes

and/or providing alternative implementations of core components.

Component-oriented

Swing is a component-based framework. The distinction between objects and
components is a fairly subtle point: concisely, a component is a well-behaved object with a
known/specified characteristic pattern of behaviour. Swing objects asynchronously fire

events, have "bound" properties, and respond to a well-known set of commands (specific to

o
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Customizable

Given the programmatic rendering model of the Swing framework, fine control over
the details of rendering of a component is possible in Swing. As a general pattern, the visual
representation of a Swing component is a composition of a standard set of elements, such as a
"border", "inset", decorations, ctc. Typically, users will programmatically customize a
standard Swing component (such as a JTable) by assigning specific Borders, Colors,
Backgrounds. opacities, ctc., as the properties of that component. The core component will
then use these property (settings) to determine the appropriate renderers to use in painting its
various aspects. However, it is also completely possible to create unique GUI controls with

highly customized visual representation.

Application Code

JFC
y Java 2D
Swing
AWT Drag & Drop
Accessibility

Figure 4.1 Swing class

4.3 ODBC

Microsoft Open Database Connectivity (ODBC) is a standard programming interface
for application developers and database systems providers. Before ODBC became a de facto
standard for Windows programs to interface with database systems, programmers had to use
proprietary languages for cach database they wanted to connect to. Now, ODBC has made the
choice of the database system almost irrelevant from a coding perspective, which is as it

should be. Application developers have much more important things to worry about than the
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Through the ODBC Administrator in Control Panel, you can specify the particular
database that is associated with a data source that an ODBC application program is written to
use. Think of an ODBC data source as a door with a name on it. Each door will lead you to a
particular database. For example, the data source named Sales Figures might be a SQL Server
database, whereas the Accounts Payable data source could refer to an Access database. The
physical database referred to by a data source can reside anywhere on the LAN.

The ODBC system files are not installed on your system by Windows 95. Rather, they
are installed when you setup a separate database application, such as SQL Server Client or
Visual Basic 4.0. When the ODBC icon is installed in Control Panel, it uses a file called
ODBCINST.DLL. It is also possible to administer your ODBC data sources through a stand-
alone program called ODBCADM.EXE. There is a 16-bit and a 32-bit version of this
program, and each maintains a separate list ot ODBC data sources.

From a programming perspective, the beauty of ODBC is that the application can be
written to use the same sct of function calls to interface with any data source, regardless of
the database vendor. The source code of the application doesn’t change whether it talks to
Oracle or SQL Server. Wc only mention these two as an example. There are ODBC drivers
available for several dozen popular database systems. Even Excel spreadsheets and plain text
files can be turned into data sources. The operating system uses the Registry information
written by ODBC Administrator to determine which low-level ODBC drivers are needed to
talk to the data source (such as the interface to Oracle or SQL Server). The loading of the
ODBC drivers is transparent to the ODBC application program. In a client/server
environment, the ODBC API even handles many of the network issues for the application
programmer.

The advantages of this scheme are so numerous that you are probably thinking there
must be some catch. The only disadvantage of ODBC is that it isn’t as efficient as talking
directly to the native database interface. ODBC has had many detractors make the charge that
it is too slow. Microsoft has always claimed that the critical factor in performance is the
quality of the driver software that is used. In our humble opinion, this is true. The availability
of good ODBC drivers has improved a great deal recently. And anyway, the criticism about
performance is somewhat analogous to those who said that compilers would never match the

speed of pure assembly language. Maybe not, but the compiler (or ODBC) gives you the
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4.4. JDBC

In an effort to set an independent database standard API for Java, Sun Microsystems
developed Java Database Connectivity, or JDBC. JDBC offers a generic SQL database access
mechanism that provides a consistent interface to a variety of RDBMSs. This consistent
interface is achieved through the use of “plug-in” database connectivity modules, or drivers.
If a database vendor wishes to have JDBC support, he or she must provide the driver for each
platform that the database and Java run on.

To gain a wider acceptance of JDBC, Sun based JDBC’s framework on ODBC. As
you discovered earlier in this chapter, ODBC has widespread support on a variety of
platforms. Basing JDBC on ODBC will allow vendors to bring JDBC drivers to market much
faster than developing a completely new connectivity solution.

JDBC was announced in March of 1996. It was released for a 90 day public review
that ended June 8, 1996. Because of user input, the final JDBC v1.0 specification was

released soon after.

JDBC Goals

Few software packages are designed without goals in mind. JDBC is one that, because
of its many goals, drove the development of the APL These goals, in conjunction with early
reviewer feedback, have tinalized the JDBC class library into a solid framework for building
database applications in Java.

The eight design goals for JDBC are as follows:
l. SOL Level API

The designers felt that their main goal was to define a SQL interface for Java. Although

not the lowest database interface level possible, it is at a low enough level for higher-level
tools and APIs to be created. Conversely. it is at a high enough level for application
programmers to use it confidently. Attaining this goal allows for future tool vendors to
“generate” JDBC code and to hide many of JDBC’s complexities from the end user.
2. SOL Conformance
SQL syntax varies as you move from database vendor to database vendor. In an effort to

support a wide variety of vendors, IDBC will allow any query statement to be passed through
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3. JDBC must be implemental on top of common database interfaces
The JDBC SQL API must “sit” on top of other common SQL level APIs. This goal allows
JDBC to use existing ODBC level drivers by the use of a software interface. This interface
would translate JDBC calls to ODBC and vice versa.
4. Provide a Java interface that is consistent with the rest of the Java system
Because of Java's acceptance in the user community thus far, the designers feel that they
should not stray from the current design of the core Java system.
5. Keep it simple
This goal probably appears in all software design goal listings. JDBC is no exception. Sun
felt that the design of JDBC should be very simple, allowing for only one method of
completing a task per mechanism. Allowing duplicate functionality only serves to confuse the
users of the APL.
6. Use strong, static typing wherever possible
Strong typing allows for more error checking to be done at compile time; also, less errors
appear at runtime.
7. Keep the common cases simple
Because more often than not. the usual SQL calls used by the programmer are simple
SELECT's, INSERT's, DELETE"s and UPDATE’s, these queries should be simple to

perform with JDBC. However, more complex SQL statements should also be possible.
4.5. Networking

TCP/IP stack

The TCP/IP stack is shorter than the OSI one:
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Fig.4.2. TCP/IP Stack

TCP is a connection-oriented protocol; UDP (User Datagram Protocol) is a connectionless

protocol.

IP datagram’s

The IP layer provides a connectionless and unreliable delivery system. It considers
each datagram independently of the others. Any association between datagram must be
supplied by the higher layers. The IP layer supplies a checksum that includes its own header.
The header includes the source and destination addresses. The IP layer handles routing
through an Internet. It is also responsible for breaking up large datagram into smaller ones for

transmission and reassembling them at the other end.

TCP

TCP supplies logic to give a reliable connection-oriented protocol above IP. It

provides a virtual circuit that two processes can use to communicate.

Internet addresses

In order to use a service, you must be able to find it. The Internet uses an address

scheme for machines so that they can be located. The address is a 32 bit integer which gives



Network address

Class A uses 8 bits for the network address with 24 bits left over for other addressing.
Class B uses 16 bit network addressing. Class C uses 24 bit network addressing and class D

uses all 32.
Subnet address

Internally, the UNIX network is divided into sub networks. Building 11 is currently

on one sub network and uses 10-bit addressing, allowing 1024 different hosts.
Host address

8 bits are finally used for host addresses within our subnet. This places a limit of 256

machines that can be on the subnet.

Total address

137.92.11.13
[« 1 P

N
T ~
network subnet host
Fig.4.3. IP Addressing
The 32 bit address 1s usually written as 4 integers separated by dots.

Port addresses

A service exists on a host, and is identified by its port. This is a 16 bit number. To
send a message to a server, you send it to the port for that service of the host that it is running

on. This is not location transparency! Certain of these ports are "well known".
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A socket is a data structure maintained by the system to handle network connections.
A socket is created using the call socket. It returns an integer that is like a file descriptor. In

fact, under Windows. this handle can be used with Read File and Write File functions.

#include <sys/types.h>
#include <sys/socket.h>

int socket(int family, int type, int protocol):

Here "family" will be AF INET for [P communications, protocol will be zero, and type will
depend on whether TCP or UDP is used. Two processes wishing to communicate over a
network create a socket each. These are similar to two ends of a pipe - but the actual pipe

does not yet exist.
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5.6. DECOMPRESSION
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CONCLUSION AND FUTURE OUTLOOK

6.1 CONCLUSION

This approach allows a client to verify that the received data is authentic and
transtormations on the data are properly authorized. It also assures data confidentiality during
transmission. [t also highlights load distribution through proxies to improve system
performance and supports parallcl content services. Because no modification is required to
current content distribution systems in order to adopt this approach, also it is easy to deploy
tor many applications. In addition, this approach is extensible; if a new type of content

service is required, this architecture can be easily adapted to the new requirement.

6.2 FUTURE OUTLOOK

No modification is required to current content distribution systems in order to adopt
this approach, this work is easy to deploy for many applications. In addition, this approach is
extensible: if a new type of content service is required, this architecture can be easily adapted

to the new requirement.



DATA SERVER
import java.rmi.Naming;
import java.rmi.RemotcException:
import java.net. MaltormedURLException;
import java.rmi.NotBoundException;
import java.io.PrintWriter:
import java.io.JOException;
import java.io.BufferedReader;

import java.io.FileReader;

public class DataServer Client

{
1

private PrintWriter pw;
private String systemName;
private RemoteFile objRemoteFile;
public DataServer Client( )
{
try
{
§
BufferedReader br = new  BufferedReader( new
FileReader("dataserver.txt") ):
systemName = br.readLine().trim();

br.close():

pw = new PrintWriter( "fileinfo/filenames.txt" );

——



1oe.printStackTrace( );

public String getFileNames( )

f
!

",

String strFileNames = "";

ry |

objRemoteFile = ( RemoteFile )
Naming.lookup(

"rmi://"+systemName+"/FileService");

System.out.println( "hello" );

strFileNames = objRemoteFile.getFileNames( );

System.out.println( "FileNames:" + strFileNames );

1
§

catch (MaltormedURLException murle)

f
1

System.out.println(
"MalformedURLException");

System.out.println(murle);

t
/

catch (RemoteException re)

f
t

System.out.printin();

System.out.println(



i
[

catch (NotBoundException nbe)

f
t

System.out.println();

System.out.println(

"NotBoundException");

System.out.println(nbe);

return strFileNames;

——

public void fileNames( String strFileNames )

——

String strArray[ | = strFileNames.split( "&" );

for( int1=0; 1 <strArray.length; i++ )

!
1

pw.println( strArray[i] );

pw.tlush( );

public byte{] getFile( String fileName )

f
1

byte byteArray[] = null;

try



System.out.printin( "byte" + byteArray );

System.out.printin( "byte array length" + byteArray.length );

R
s

catch ( RemoteException re )

f
§

re.printStack Trace( );

return byteArray:

// public static void main( String... a )

// {

!/ DataServer Client objDataServer = new DataServer Client();

//

1/ new BeanDataServerClient( ).setDataServer_Client( objDataServer );
//

/f objDataServer.tileNames( objDataServer.getFileNames( ) );

// }

j

INTERMEDIARY

package proxy2;

import java.util.zip.*:

import java.io.*;
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public class ZIP_FILE
f
1

private Proxy Checking objProxy Checking;

public ZIP_FILE( )

{
§

objProxy Checking = new Proxy_ Checking();

——

public byte[] toZIP( String fileName, byte[] byteFileArray )

!
3

// Create a buftfer for reading the files
byte[] buf = new byte[1024];

String[] strSplit = fileName.split( "\." );

objProxy Checking.clearMemory( "proxy2\\cache" );

——

File file = new File( fileName );

FileOutputStream fos = new FileOutputStream( file );

fos.write( byteFileArray, 5, byteFileArray.length-5 );

fos.close( );

ZipOutputStream out = new ZipOutputStream( new
FileOutputStream( "proxy2\\cache\\W' +strSplit[0]+"."+"zip" ) );

41



/I Add ZIP entry to output stream.
out.putNextEntry( new ZipEntry( fileName) );

// Transfer bytes from the file to the ZIP file

int len;

while ( ( len = in.read( buf) ) > 0)

f
t

out.write( buf, 0, len );

// Complete the entry

out.closeEntry();

in.close();

// Complete the ZIP file

out.close();

file.delete( );

1
§

catch( FileNotFoundException fnf)

f
l

fnf.printStackTrace( );

t
S

catch ( IOException i0¢€ )

§
t

ioc.printStackTrace( );

!
§

return getByteArray( strSplit[0] );

42



byte[] byteArray = null;

try

f
t

FileInputStream fis = new FileInputStream(

"proxy2\\cache\\"+fileName+"."+"zip" );

byteArray = new byte[ fis.available( ) + 5 ];

System.arraycopy( "Rfile".getBytes( ), 0, byteArray, 0, 4 );

fis.read( byteArray, 5, byteArray.length-5 );

fis.close( );

I
J
catch( FileNotFoundException fnf)
I
i
fnf.printStackTrace( );
1
i
catch ( IOException ioe )
f
13

ioe.printStackTrace( );

return bytcArray;

public static void main( String... args )

f
1

[
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