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ABSTRACT

Designing cost-efficient, secure network protocols for Wireless Sensor
Jetworks (WSNis) is a challenging duty because of resource-limited wireless devices.
nce the communication cost is the most dominant factor in a sensor’s energy
onsumption, an energy-efficient Virtual Energy-Based Encryption and Keying
VEBEK) scheme for WSNs is introduced that significantly reduces the number of
ransmissions needed for rekeying to avoid stale keys. In addition to the goal of saving
nergy, minimal transmission is imperative for some military applications of WSNs
vhere an adversary could be monitoring the wireless spectrum.

VEBEK is a secured communication framework where sensed data is encoded
ising a scheme based on a permutation code generated via the RC4 encryption
mechanism. The key to the RC4 encryption mechanism dynamically changes as a
function of the residual virtual energy of the sensor. Thus, a one-time dynamic key is
employed for one packet only and different keys are used for the successive packets of
the stream. The intermediate nodes along the path to the sink are able to verify the
authenticity and integrity of the incoming packets using a predicted value of the key
generated by the sender’s virtual energy, thus requiring no need for specific rekeying
messages.

VEBEK is able to efficiently detect and filter false data injected into the
netwotk by malicious outsiders. The VEBEK framework consists of two operational
modes (VEBEK-I and VEBEK-II), each of which is optimal for different scenarios. In
VEBEK-I, each node monitors its one-hop neighbours where VEBEK-II statistically
monitors downstream nodes.

In this project work, VEBEK is able to eliminate malicious data from the
network incutring transmission overhead(increasing packet size or sending control
messages for rekeying) in an energy efficient manner.
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CHAPTER 1
INTRODUCTION

1.1 PROJECT OVERVIEW:

Designing Cost-efficient and Secure Framework for Wireless Sensor Networks
provides a technique to verify data in line and drop false packets from malicious nodes,
thus maintaining the health of the sensor network. This system dynamically updates
keys without exchanging messages for key renewals and embeds integrity into packets
as opposed to enlarging the packet by appending Message Authentication Codes
(MACs). Specifically, each sensed data is protected using a simple encoding scheme
based on a permutation code generated with the RC4 encryption scheme and sent

toward the sink.

A one-time dynamic key is used for one message generated by the source sensor
and different keys are used for the successive packets of the Stream. The nodes those
forwarding the data along the path to the sink are able to verify the authenticity and

integrity of the data and to provide non-repudiation.

WIRELESS SENSOR NETWORKS

Sensors integrated into structures, machinery, and the environment, coupled with
the efficient delivery of sensed information, could provide tremendous benefits to
society. Potential benefits include: fewer catastrophic failures, conservation of natural
resources, improved manufacturing productivity, improved emergency response, and

enhanced homeland security . However, barriers to the widespread use of sensors in



tructures and machines remain. Bundles of lead wires and fiber optic “tails” are

ubject to breakage and connector failures.

Long wire bundles represent a significant installation and long term maintenance
~ost, limiting the number of sensors that may be deployed, and therefore reducing the
sverall quality of the data reported. Wireless sensing networks can eliminate these
costs, easing installation and eliminating connectors. The ideal wireless sensor 1is
networked and scalable, consumes very little power, is smart and software
programmable, capable of fast data acquisition, reliable and accurate over the long
term, costs little to purchase and install, and requires no real maintenance. Selecting
the optimum sensors and wireless communications link requires knowledge of the
application and problem definition. Battery life, sensor update rates, and size are all

major design considerations.

Examples of low data rate sensors include temperature, humidity, and peak
strain captured passively. Examples of high data rate sensors include strain,
acceleration, and vibration. Recent advances have resulted in the ability to integrate
sensors, radio communications, and digital electronics into a single integrated circuit
(IC) package. This capability is enabling networks of very low cost sensors that are
able to communicate with each other using low power wireless data routing protocols.
A wireless sensor network (WSN) generally consists of a base station {or “gateway”)
that can communicate with a number of wireless sensors via a radio link. Data is
collected at the wireless sensor node, compressed, and transmitted to the gateway
directly or, if required, uses other wireless sensor nodes to forward data to the gateway.
The transmitted data is then presented to the system by the gateway connection. The

purpose of this CHAPTER is to provide a brief technical introduction to wireless

o~



sensor networks and present a few applications in which wireless sensor networks are

nabling.
DYNAMIC KEYING SCHEMES

Dynamic keying schemes go through the phase of rekeying either periodically or
on demand as needed by the network to refresh the security of the system. With
rekeying, the sensors dynamically exchange keys that are used for securing the
communication. A one-time dynamic key is used for one message generated by the
source sensor and different keys are used for the successive packets of the stream. The
nodes forwarding the data along the path to the sink are able to verify the authenticity
and integrity of the data and to provide no repudiation. The protocol is able to continue
its operations under dire communication cases as it may be operating in a high-error-

prone deployment area like under water.

Dynamic key management schemes perform keying functions (rekeying) either
periodically or on demand as needed by the network. The sensors dynamically
exchange keys to communicate. Although dynamic schemes are more attack resilient
than static ones, one significant disadvantage is that they increase the communication
overhead due to keys being refreshed or redistributed from time to time in the network.
There are many reasons for key refreshment, including: updating keys after a key
revocation has occurred, refreshing the key such that it does not become stale, or

changing keys due to dynamic changes in the topology.

RC4 MECHANISM

Ronald Rivest of RSA developed the RC4 algorithm, which is a shared key

stream cipher algorithm requiring a secure exchange of a shared key. The algorithm is



1sed identically for encryption and decryption as the data stream is simply XORed

with the generated key sequence.

Stantiard WEP
Encryption
[ Shared Key, ]
¥ Kany 1D iy |
L
Plaintext — CAphare st
F 3

Inbagrity CFeok i
ARyt *

Fig 1.1 RC4 mechanism

The algorithm is serial as it requires successive exchanges of state entries based
on the key sequence. Hence implementations can be very computationally
intensive..This algorithm has been released to the public and is implemented by many
programmers. This encryption algorithm is used by standards such as IEEE 802.11
within WEP (Wireless Encryption Protocol) using a 40 and 128-bit keys. Published

procedures exist for cracking the security measures as implemented in WEP.

The VOCAL implementation of the RC4 algorithm is available in several
forms. The forms include pure optimized software and varying levels of hardware

complexity utilizing UDI instructions. The operations are supported using UDI

A



instructions for improved performance. When special assistance hardware is not
available (as is the case on most general purpose processors), the byte

manipulation/exchange operations are implemented via software.

In the algorithm the key stream is completely independent of the plaintext used.
An 8 * 8 S-Box (S0 $255), where each of the entries is a permutation of the numbers
0 to 255, and the permutation is a function of the variable length key. There are two

counters i, and j, both initialized to 0 used in the algorithm.

ALGORITHM FEATURES

. Uses a variable length key from 1 to 256 bytes to initialize a 256-byte state
table. The state table is used for subsequent generation of pseudo-random bytes
and then to generate a pseudo-random stream which is XORed with the
plaintext to give the ciphertext. Each element in the state table is swapped at
least once.

. The key is often limited to 40 bits, because of export restrictions but it is
sometimes used as a 128 bit key. It has the capability of using keys between 1
and 2048 bits. RC4 is used in many commercial software packages such as
Lotus Notes and Oracle Secure SQL.

« The algorithm works in two phases, key setup and ciphering. Key setup is the
first and most difficult phase of this encryption algorithm. During a N-bit key
setup (N being your key length), the encryption key is used to generate an
encrypting variable using two arrays, state and key, and N-number of mixing
operations. These mixing operations consist of swapping bytes, modulo
operations, and other formulas. A modulo operation is the process of yielding a
remainder from division. For example, 11/4 is 2 remainder 3; therefore eleven

mod four would be equal to three.



. The algorithm works in two phases, key setup and ciphering. Key setup is
the first and most difficult phase of this encryption algorithm. During a N-bit
key setup (N being your key length), the encryption key is used to generate an
encrypting variable using two arrays, state and key, and N-number of mixing
operations. These mixing operations consist of swapping bytes, modulo
operations, and other formulas. A modulo operation is the process of yielding a
remainder from division. For example, 11/4 is 2 remainder 3; therefore eleven

mod four would be equal to three,

JBJECTIVE OF THE PROJECT

The objective of our system is to provide a cost-efficient and secure framework
or Wireless Sensor Networks using efficient key management schemes. Here we use a
ecret key value in both server and client side to transfer data in a safe and efficient
nanner in wireless sensor networks. The secret key cannot be hacked by intruders

ause its designed in such a way to provide a secure path for communication.
.2 EXISTING SYSTEM:

One significant aspect of confidentiality research in WSNs entails designing
fficient key management schemes. This is because regardless of the encryption
nechanism chosen for WSNG, the keys must be made available to the communicating
odes. The keys could be distributed to the sensors before the network deployment or

ey could be redistributed (re-keying) to nodes on demand as triggered by keying

vents. The former is static key management.
ISADVANTAGES

¢ They increase the communication overhead due to keys being refreshed or

redistributed from time to time in the network.



e There are many reasons for key refreshment, including: updating keys after a
key revocation has occurred, refreshing the key such that it does not become

stale.

.3 PROPSED SYSTEM

In addition to the goal of saving energy, minimal transmission is imperative for
ome military applications of WSNs where an adversary could be monitoring the
vireless spectrum. Our system is a secure communication framework where sensed
ata is encoded using a scheme based on a permutation code generated via the RC4

neryption mechanism.

The key to the RC4 encryption mechanism dynamically changes as a function of
he residual virtual energy of the sensor. Thus, a one-time dynamic key is employed
or one packet only and different keys are used for the successive packets of the

t{ream.
ADVANTAGES:

e Modular and flexible security architecture with simple technique for ensuring
authenticity, integrity, and no repudiation of data without enlarging packets with
MAC.

e Robust secure communication framework that is operational in dire

communication situations and over unreliable medium access control layers.



CHAPTER 2

LITERATURE SURVEY

One significant aspect of confidentiality research in WSNs entails designing
Ficient key management schemes. This is because regardless of the encryption
nechanism chosen for WSNs, the keys must be made available to the communicating

10des.

2.1 EFFICIENT KEYING MECHANISMS

We present a simple analysis for the rekeying cost with and without the
ransmission of explicit control messages. Rekeying with control messages is the
ipproach of existing dynamic keying schemes whereas Rekeying without extra control

nessages 1s the primary feature here.

2.2 DYNAMIC KEYING SCHEMES

Dynamic keying schemes go through the phase of rekeying either periodically or
on demand as needed by the network to refresh the security of the system. With
ekeying, the sensors dynamically exchange keys that are used for securing the

ommunication.

A dynamic en route filtering mechanism that does not exchange explicit control
nessages for rekeying. Provision of one-time keys for each packet transmitted to avoid

tale keys . A Modular and flexible security architecture with a simple technique for

~



nsuring authenticity, integrity, and no repudiation of data without enlarging packets
ith MACs and a robust secure communication framework that is operational in dire

ommunication situations and over unreliable medium access control layers.

.3 RC4 MECHANISM

RC4 or Rivest Code 4 is the most widely-used software stream cipher and is
sed in popular protocols such as Secure Sockets Layer (SSL) (to protect Internet
affic) and WEP (to secure wireless networks). .Our system employs a simple
ncoding process, which is essentially the process of permutation of the bits in the
acket according to the dynamically created permutation code generated via RC4.
pecifically, each sensed data is protected using a simple encoding scheme based on a

ermutation code generated with the RC4 encryption scheme and sent toward the sink.

.4 STATES OF SENSOR NODES

After deployment, sensor nodes traverse several functional states. The states
nainly include node-stay-alive, packet reception, transmission, encoding, and
ecoding. As each of these actions occur, the virtual energy in a sensor node is

epleted.



CHAPTER 3
REQUIREMENT SPECIFICATIONS

.1 HARDWARE SPECIFICATIONS:

* Processor : Pentium IV
» Hard Disk : 40 GB

* Floppy Drive :1.44 Mb
 Ram :256 Mb

.2 SOFTWARE SPECIFICATIONS:

» Operating system : - Windows XP Professional.
» Front End : - Visual Studio.Net 2005
» Coding Language : - Visual C# .Net

3.2.1 LANGUAGE SPECIFICATIONS:
3.2 .2 INTRODUCTION TO .NET

Microsoft .NET is a set of Microsoft software technologies for rapidly building
nd integrating XML Web services, Microsoft Windows-based applications, and Web
olutions. The .NET Framework is a language-neutral platform for writing programs
hat can easily and securely interoperate. There’s no language barrier with NET: there
re numerous languages available to the developer including Managed C++, C#, Visual
basic and Java Script. The .NET framework provides the foundation for components to
iteract seamlessly, whether locally or remotely on different platforms. It standardizes

ommon data types and communications protocols so that components created in
ifferent languages can easily interoperate.

L aY



.2.3 THE .NET FRAMEWOQORK

'he .NET Framework has two main parts:
1. The Common Language Runtime (CLR).
2. A hierarchical set of class libraries.

he CLR is described as the “execution engine” of .NET. It provides the environment

vithin which programs run. The most important features are

e Conversion from a low-level assembler-style language, called
Intermediate Language (IL), into code native to the platform being

executed on.
¢ Memory management, notably including garbage collection.

e Checking and enforcing security restrictions on the running code.

TANAGED CODE

The code that targets .NET, and which contains certain extra Information -
metadata” - to describe itself. Whilst both managed and unmanaged code can run in
e runtime, only managed code contains the information that allows the CLR to

uarantee, for instance, safe execution and interoperability.

TANAGED DATA

‘With Managed Code comes Managed Data. CLR provides memory allocation

nd Deal location facilities, and garbage collection. Some .NET languages use

4 4



Managed Data by default, such as C#, Visual Basic.NET and JScript. NET, whereas
thers, namely C++, do not. Targeting CLR can, depending on the language you’re
1sing, impose certain constraints on the features available. As with managed and
inmanaged code, one can have both managed and unmanaged data in .NET

ipplications - data that doesn’t get garbage collected but instead is looked after by

mnmanaged code.

COMMON TYPE SYSTEM

The CLR uses something called the Common Type System (CTS) to strictly
nforce type-safety. This ensures that all classes are compatible with each other, by
lescribing types in a common way. CTS define how types work within the runtime,
vhich enables types in one language to interoperate with types in another language,

ncluding cross-language exéeption handling.

“OMMON LANGUAGE SPECIFICATION

The CLR provides built-in support for language interoperability. To ensure that
ou can develop managed code that can be fully used by developers using any
rogramming language, a set of language features and rules for using them called the
‘ommon Language Specification (CLS) has been defined. Components that follow

iese rules and expose only CLS features are considered CLS-compliant.

'HE CLASS LIBRARY

DOT NET provides a single-rooted hierarchy of classes, containing over 7000

'pes. The root of the namespace is called System; this contains basic types like Byte,

Prap.



Double, Boolean, and String, as well as Object. All objects derive from System.
Object. As well as objects, there are value types. Value types can be allocated on the
stack, which can provide useful flexibility. There are also efficient means of converting

value types to object types if and when necessary.
3.2.5 LANGUAGES SUPPORTED BY .NET

The multi-language capability of the .NET Framework and Visual Studio .NET
enables developers to use their existing programming skills to build all types of
applications and XML Web services. The .NET framework supports new versions of
Microsoft’s old favorites Visual Basic and C++ (as VB.NET and Managed C++), but

there are also a number of new additions to the family.

Visual Basic .NET has been updated to include many new and improved
anguage features that make it a powerful object-oriented programming language.
Ihese features include inheritance, interfaces, and overloading, among others. Visual
Basic also now supports structured exception handling, custom attributes and also

supports multi-threading.

Visual Basic .NET is also CLS compliant, which means that any CLS-compliant
anguage can use the classes, objects, and components you create in C# is Microsoft’s
1ew language. It’s a C-style language that is essentially “C++ for Rapid Application
Development”. Unlike other languages, its specification is just the grammar of the

anguage. It has no standard library of its own, and instead has been designed with the

ntention of using the .NET libraries as its own.

Active State has created Visual Perl and Visual Python, which enable .NET-
ware applications to be built in either Perl or Python. Both products can be integrated
nto the Visual Studio .NET environment. Visual Perl includes support for Active

tate’s Perl Dev Kit.

17



C#.NET is also compliant with CLS (Common Language Specification) and also
supports structured exception handling. CLS is set of rules and constructs that are well
supported by the CLR (Common Language Runtime).CLR is the runtime environment
provided by the.NET Framework.It manages the execution of the code and also makes

the development process easier by providing services.

C#.NET is a CLS-compliant language. Any objects, classes, or components that
created in C#NET can be used in any other CLS-compliant language. In addition, we
can use objects, classes, and components created in other CLS-compliant languages in
C#NET .The use of CLS ensures complete interoperability among applications,

regardless of the languages used to create the application.

CONSTRUCTORS AND DESTRUCTORS:

Constructors are used to initialize objects, whereas destructors are used
to destroy them. In other words, destructors are used to release the resources allocated
to the object. In C#NET the sub finalize procedure is available. The sub finalize
procedure is used to complete the tasks that must be performed when an object is
destroyed. The sub finalize procedure is called automatically when an object is
destroyed. In addition, the sub finalize procedure can be called only from the class it

belongs to or from derived classes.

>ARBAGE COLLECTION

Garbage Collection is another new feature in C#.NET. The .NET Framework
monitors allocated resources, such as objects and variables. In addition, the .NET
Framework automatically releases memory for reuse by destroying objects that are no

onger in use.



In C#.NET, the garbage collector checks for the objects that are not currently in
use by applications. When the garbage collector comes across an object that is marked

for garbage collection, it releases the memory occupied by the object.

JVERLOADING

Overloading is another feature in C#. Overloading enables us to define multiple
procedures with the same name, where each procedure has a different set of rules or
arguments. Besides using overloading for procedures, we can use it for constructors

and properties in a class.

.3 FEASIBILITY STUDY

The feasibility of the project is analyzed in this phase and business proposal is
ut forth with a very general plan for the project and some cost estimates. During any
:ystern analysis the feasibility study of the proposed system is to be carried out. This is
o ensure that the proposed system is not a burden to the company. For feasibility

nalysis, some understanding of the major requirements for the system is essential.

CCONOMICAL FEASIBILITY

This study is carried out to check the economic impact that the system will have
n the organization. The amount of fund that the company can pour into the research
nd development of the system is limited. The expenditures must be justified. Thus the
eveloped system as well within the budget and this was achieved because most of the
echnologies used are freely available. Only the customized products had to be

urchased.

15



[ECHNICAL FEASIBILITY

This study is carried out to check the technical feasibility, that is, the technical
equirements of the system. Any system developed must not have a high demand on
he available technical resources. This will lead to the high demands on the available
echnical resources. This will lead to high demands being placed on the client. The
leveloped system must have a modest requirement, as only minimal or null changes

re required for implementing this system.

SOCIAL FEASIBILITY

The aspect of study is to check the level of acceptance of the system by the user.
[his includes the process of training the user to use the system efficiently. The user
nust not feel threatened by the system, instead must accept it as a necessity. The level
f acceptance by the users solely depends on the methods that are employed to educate
he user about the system and to make him familiar with it. His level of confidence
nust be raised so that he is also able to make some constructive criticism, which is

velcomed, as he is the final user of the system.

16



CHAPTER 4
SYSTEM DESIGN

1.1 OVERALL ARCHITECTURE

This overall architecture depicts the general workflow of the proposed
ystem. It contains the modules through which the data flow take place. The secret key
ind the file is given as input in server side. The key is generated accordingly, after
vhich IP authentication takes place and request stage is complete thereafter. Then the

ile transfer takes place.

Enter Secret key

Sever Key generation
Selectfile K

Specify group
name

Authenticate TP

Review IP and key

Enter

Client

Request

Fig 4.1:Architecture diagram
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1.2 UML REPRESENTATION
1.2.1 USE CASE DIAGRAM

A Use case diagram in the Unified Modeling Language is a type of behavioral
liagram defined by and created for use-case analysis. Here the user’s role is depicted.

['he process performed by the user are displayed in use case

C_>

Enter Key

/ Select fle

Authentlcate P

Server

=7
////\

Client
Encrypt Data

Verify IP

Decrypt Data

__DO

File Received

Fig 4.2: Use Case Diagram
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1.2.2 SEQUENCE DIAGRAM

A Sequence diagram in unified modeling language is a kind of interaction
liagram that shows how processes operate with one another.Sequence diagrams are
lso called as event diagrams,event scenarios and timing diagram. Here the sequence

ets initiated with login process and in final phase extraction is done.

Server Client

I 1: Request for secret key

2: Enter secret key

3: Request file to be sent

4: Select file

e

5: Generate key

[:

S B s W, A

6: Request group name

T

7: Specify group name

8: Awgthenticate IP
S

9: Transfer file

|
| T
|
|
»

10: Enter key ‘
11 u:(etrieve file

N<—
B

Fig 4.3: Sequence Diagram
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CHAPTER 5
SYSTEM DESCRIPTION

5.1 NETWORKING MODULE

e Provides the method to generate the key using the secret key value input by the

uscr.

e We establish a connection between the server and the client, by selecting the

appropriate one from the workgroup specified.

Client Server ‘
| L |
| 1: Login |
|| 2'Requestsecret key Tll
1 3. Enter Secret Key 1
|| 4 Requestfile to sent |
H 5: Selectfile -
) élrer‘uerate ey
PE—

—_—— ]

Fig 5.1:Sequence Diagram For Networking Module
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5.2 STREAM CHIRPING MODULE

e At the transmitting end, the key stream is XORed with the plaintext stream,
yielding a cipher text stream.
e The receiver, having the same seed key, generates synchronously the same

key stream..

lient Server

! 1. Request group name

|

< |
1 2. Specify group name HJ
1

b

] 3. Display IP address
| PE—
! 4. Select IF address -

|

5. Authenticate IF address

:
o |
7]
|
|
|

Fig 5.2:Sequence Diagram For Stream Chirping Module
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.3 RC4 MECHANISM

¢ RC4 is a software stream cipher and is used in popular protocols such as SSL
and WEP.

e It provides a faster processing speed compared to other schemes.

Server ‘ Client ‘

1: Display authenticated IP address

e
o

O

W
/] -]

|
|
u 2. Select transfer
U
|

3. Display secret key [P address and key generate

N

1 —

4. Revtew information

-

f

PE——

A Cénﬁ rm transfer
|
|

Fig 5.3:Sequence Diagram For Rc4 Mechanism
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.4 AUTHENTICATION MODULE

® Message authentication code is used in this system for the authentication
purpose. MAC(M K) is a one-way transformation of the message m and a

secret key k.

eHash message authentication code (HMAC) is a hash transformation

parameterized with a secret key.

Client Server

| 1. Request vernfication |

AP

T 2 Enterthe server IP addressm_

A

el |

"

3. Accept IP address

4. |P verlflcation successful

ez

Fig 5.4:Sequence Diagram For Authentication Module
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5.5 KEY RECOVERY MODULE

o At the client side, the key is recovered using the inverse method of the RC4 key
generation i.e. the user needs to enter the same key as used in the server side to
receive the file.

e Though the file has been received, the data cannot be extracted without entering

the exact key.

Server Client

1. Specify path !

2. Request secret key

e

3: Enter secret key |

N

4. Key [§COvery process
PR

.IJ

5. File S\ijed successfully

PR

Fig 5.5:Sequence Diagram For Key Recovery Module
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CHAPTER 6

SYSTEM IMPLEMENTAION

.1 NETWORKING MODULE

This snapshot shows the system main interface of the system. Provides the
1ethod to generate the key using the secret key value input by the user. We establish a
onnection between the server and the client, by selecting the appropriate one from the
vorkgroup specified.

“ODING:

lass ServerCode

{

IPEndPoint ipEnd;
Socket sock;
string locsysip;
public ServerCode()
{

[PHostEntry ipEntry = Dns.GetHostEntry(Environment. MachineName);

1PAddress IpAddr = ipEntry.AddressList{0];

locsysip = IpAddr. ToString();

ipEnd = new IPEndPoint(IpAddr, 55);

sock = new Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.IP);

sock.Bind(ipEnd);
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public static string receivedPath;

— .

public static string curMsg ;

",

public static string reply = "";
public static int res;

public void StartServer()

{

try

sock.Listen(100);

Socket clientSock = sock. Accept();

byte[] clientData = new byte[1024 * 5000];

int receivedBytesLen = clientSock Receive(clientData);

string replymsg = Encoding. ASCILGetString(clientData, 0, receivedBytesLen);

if (replymsg =— "Yes")

{

MessageBox.Show("Client Accepted.”, "Message”, MessageBoxButtons.OK,
viessageBoxIcon.Information);

}

else if (replymsg == "No™")

26



MessageBox.Show("Client Denied.", "Message”, MessageBoxButtons.OK,
lessageBoxIcon.Information);

}

clientSock.Close();

StartServer();

}
catch (Exception ex)
{
curMsg = "File Receving error.";
}
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SNAPSHOT

e

- Open

j ‘ Generate Key

Request

Tranfer

Fig 6.1: Snapshot Of System Main Page
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Virtual Energy Based Encrypiion And Keying

FF

|| Use

Generate Key

Request

Tranfer

Fig 6.2:Snapshot Of System After Key Generation

.2 STREAM CHIRPING MODULE

This snapshot shows the user input for group name to obtain IP address .At the

-ansmitting end, the key stream is XORed with the plaintext stream, yielding a cipher
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=xt stream. The receiver, having the same seed key, generates synchronously the same

ey stream.

“ODING

ublic class CryptorEngine
{
H! <summary>
//{ Encrypt a string using dual encryption method. Return a eﬁcrypted cipher Text
/I </fsummary>
[/ <param name="toEncrypt">string to be encrypted</param>
/// <param name="useHashing">use hashing? send to for extra secirity</param>
/l/ <returns></returns>
i
public static string SValuKey="";
public static string Key

{

get
return SValuKey;
set

SValuKey = value;
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public static string Encrypt(string toEncrypt, bool useHashing)
{
byte[] keyArray;

byte[] toEncryptArray = UTF8Encoding. UTF8.GetBytes(toEncrypt);

System.Configuration. AppSettingsReader settingsReader = new AppSettingsReader();

// Get the key from config file

string key = Key. Trim();// (string)settingsReader.GetValue("Syed Moshiur Murshed", typeof(String)),

//System. Windows.Forms.MessageBox.Show(key);

if (useHashing)

{
MD5CryptoServiceProvider hashmd5 = new MD5CryptoServiceProvider();
keyArray = hashmdS.ComputeHash(UTF8Encoding. UTF8.GetBytes(key));
hashmd5.Clear();

}

else

keyArray = UTF8Encoding. UTF8.GetBytes(key),

TripleDESCryptoServiceProvider tdes = new TripleDESCryptoServiceProvider();
tdes.Key = keyArray;
tdes.Mode = CipherMode.ECB;

tdes.Padding = PaddingMode.PKC57;

ICryptoTransform cTransform = tdes.CreateEncryptor();
byte[] resultArray = cTransform.TransformFinalBlock(toEncryptArray, 0, toEncryptArray.Length);

tdes.Clear();
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return Convert. ToBase64String(resultArray, 0, resultArray. Length);
}
/f <summary>
/// DeCrypt a string using dual encryption method. Return a DeCrypted clear string
M </summary>
/i1 <param name="cipherString">encrypted string</param>
/1f <param name="useHashing">Did you use hashing to encrypt this data? pass true is yes</param>
//f <returns></returns>
public static string Decrypt(string cipherString, bool useHashing)
{
byte[] keyArray;

byte[] toEncryptArray = Convert. FromBase64String(cipherString);

System.Configuration.AppSettingsReader settingsReader = new AppSettingsReader();
//Get your key from config file to open the lock!

string key = Key.Trim();// (string)settingsReader.GetValue("Syed Moshiur Murshed", typeof(String));

if (useHashing)

{
MD5CryptoServiceProvider hashmd5 = new MDSCryptoServiceProvider();
keyArray = hashmd5 .ComputeHash(UTF8Encoding. UTF8.GetBytes(key));
hashmd5.Clear();

}

else

keyArray = UTF8Encoding. UTF8.GetBytes(key);
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TripleDESCryptoServiceProvider tdes = new TripleDESCryptoServiceProvider();
tdes.Key = keyAtray;
tdes.Mode = CipherMode.ECB;

tdes.Padding = PaddingMode . PKCS7,

ICryptoTransform ¢Transform = tdes.CreateDecryptor();

byte[] resultArray = cTransform.TransformFinalBlock(toEncryptArray, 0, toEncryptArray.Length);

tdes.Clear();

return UTF8Encoding. UTF8.GetString(resultArray);
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NAPSHOT:

Virlual Energy Based Encryption And Keying

Display IP Addresses

Destination IpAddress :

! Authenticate 1P

Fig 6.3:Snapshot For Group Name Input
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7 Form?

- COMPUTER3 192.168.1.30
 ENGEAVDL-2FE48192.168.1.2

- ENDEAVOU-EDAD1SZ 168,

. ENDEAVOL-D2428192.168.1 2. N s
CEHBEAVOU-PC  1921E81. 0 Pestination [pAddress

Authen

Fig 6.4 :Snapshot For IP List And IP Authentication
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3 RC4 MECHANISM

This snapshot shows the selected IP address and its ready to be transferred to

e client system.RC4 is a software stream cipher and is used in popular protocols

ich as SSL and WEP.It provides a faster processing speed compared to other

‘hemes.

'ODING

iblic partial class IPVerify : Form

{
public IPVerify()

{

InitializeComponent();

}
public string ipaddress;

- private void btnCancel_Click(object sender, EventArgs ¢)

{

private void btnAccept_Click(object sender, EventArgs ¢)

{

}
public void send(byte[] data)

{
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try

IPAddress[] ipAddress = Dns.GetHostAddresses(txtServerlp. Text);
[PEndPoint ipEnd = new IPEndPoint(ipAddress[0], 55);

Socket clientSock = new Socket(AddressFamily.InterNetwork, SocketType.Stream,
rotocol Type.IP);

byte[] replyByte = Encoding. ASCIL.GetBytes("Yes");

clientSock.Connect(ipEnd);
System. Threading. Thread.Sleep(1000);
clientSock.Send(replyByte);

clientSock.Close();

catch (Exception €x)

{

if (ex.Message = "A connection attempt failed because the connected party did not properly
espond after a period of time, or established connection failed because connected host has failed to respond™)

{

MessageBox.Show( "No Such System Available Try other P™y,

else

if (ex.Message == "No connection could be made because the target machine actively refused it")
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MessageBox.Show("File Sending fail. Because server not running.");

else

Messagede.Show("File Sending fail." + ex.Message);

private void [PVerify_Load(object sender, EventArgs e)
{

txtServerlp. Text = ipaddress;

private void btnCancel_Click_1(object sender, EventArgs ¢)

{
byte[] tmpdy = Encoding.ASCIL.GetBytes("No");
send(tmpdy);

Close();

private void btnAccept_Click_1(object sender, EventArgs )

{

Client.accept = "Accepted”;



byte[] tmpac = Encoding. ASCIL.GetBytes("Yes");
send{tmpac);

Close();
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NAPSHOT

Vilual mnergy

192.168.1.22

Fig 6.5: Snapshot For Transfer Operation
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Transter

Fig 6.6: Snapshot For Summary And Transfer Operation
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.4 AUTHENTICATION MODULE

This snapshot shows the client system awaiting for user to verify the IP
ddress of the sender.Message authentication code is used in this system for the
uthentication purpose. MAC(M K) is a one-way transformation of the message m
nd a secret key k.Hash message authentication code (HMAC) is a hash

ransformation parameterized with a secret key.

CODING

yublic partial class Authenticate : Form

{

public Authenticate()

{

InitializeComponent();

}
byte[] senddata;

private void label4_Click(object sender, EventArgs €)

{
}

private void Authenticate_Load(object sender, EventArgs €)

{
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public void send(byte[] data)
{
try

{
[PAddress[] ipAddress = Dns.GetHostAddresses(IbIDestIP. Text );

IPEndPoint ipEnd = new IPEndPoint(ipAddress[0], 56);

Socket clientSock = new Socket(AddressFamily.InterNetwork, SocketType.Stream,
Protocol Type.IP);

// byte[] replyByte = Encoding. ASCIL GetBytes("Request");

clientSock.Connect(ipEnd);
System. Threading. Thread.Sleep(1000);
clientSock.Send(data);

clientSock.Close();

catch (Exception ex)

{

if (ex.Message == "A connection attempt failed because the connected party did not properly
respond after a period of time, or established connection failed because connected host has failed to respond”)

{
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MessageBox.Show("Noe Such System Available Try other IP");

else

if (ex.Message == "No connection could be made because the target machine actively refused it")

{

MessageBox.Show("File Sending fail. Because server not running.");

else

MessageBox.Show("File Sending fail." + ex.Message);

private void btnAuthenticate Click(object sender, EventArgs ¢)

{

senddata = Encoding. ASCII.GetBytes(ipFetcherl.IpAddress);
send(senddata);

this.Close();

private void ipFetcherl_Click(object sender, EventArgs )

{
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private void ipFetcherl _MouseMove(object sender, MouseEventArgs ¢)

{

IbiDestIP.Text = ipFetcherl.IpAddress;

front.Destinationlp = ipFetcherl.IpAddress;

SNAPSHOT

" Tarmi

Fig 6.7: Snapshot For Client Ip Verification
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virtual Energy Bascd Encryplion And Keying

Secret Key Vaiua¥

Secref Key

Fig 6.8: Snapshot For IP Verification Successful

.3 KEY RECOVERY MODULE

This snapshot shows the client system where the user enters the iteration key
umber to recover the key.At the client side, the key is recovered using the inverse
nethod of the RC4 key generation i.e. the user needs to enter the same key as used
n the server side to receive the file.Though the file has been received, the data

-annot be extracted without entering the exact key.
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ODING

ass Hmach
{
string ChiperTxt;
string DecTxt;
public String Encrypt(string EncValue, int IterationValue)
{
for (int i = 0; i <= IterationValue; i++)
{
string clearText = EncValue. Trim();
string cipherText = CryptorEngine.Encrypt(clearText, true);
ChiperTxt = cipherText;

EncValue = ChiperTxt;

b

return EncValue;

}

public string Decrypt(string DecValue, int lterationValue)
{
for (int i = 0; i <= IterationValue; i++)
{
string cipherText = DecValue. Trim();
string decryptedText = CryptorEngine. Decrypt(cipherText, true);
DecTxt = decryptedText;

DecValue = DecTxt;
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return DecValue;

SNAPSHOT

it

Fig 6.9:Snapshot For Iteration Key Number
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CHAPTER 7
SYSTEM TESTING

The purpose of testing is to discover errors. Testing is the process of trying to
liscover every conceivable fault or weakness in a work product. It provides a way to
heck the functionality of components, sub assemblies, assemblies and/or a finished

yroduct It is the process of exercising software with the intent of ensuring that the

Joftware system meets its requitements and user expectations and does not fail in an

macceptable manner. There are various types of test. Each test type addresses a

pecific testing requirement.

7.1 TESTING AND VARIOUS METHODOLOGIES

UNIT TESTING

Unit testing involves the design of test cases that validate that the internal
program logic is functioning properly, and that program inputs produce valid outputs.
A1l decision branches and internal code flow should be validated. It is the testing of
ndividual software units of the application .it is done after the completion of an
ndividual unit before integration. This is a structural testing, that relies on knowledge
»f its construction and is invasive. Unit tests perform basic tests at component level
ind test a specific business process, application, and/or system configuration. Unit tests
nsure that each unique path of a business process performs accurately to the

locumented specifications and contains clearly defined inputs and expected results.
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NTEGRATION TESTING

Integration tests are designed to test integrated software components to
letermine if they actually run as one program. Testing is event driven and is more
.oncerned with the basic outcome of screens or fields. Integration tests demonstrate
hat although the components were individually satisfaction, as shown by successfully
Init testing, the combination of components is correct and consistent. Integration

esting is specifically aimed at exposing the problems that arise from the combination

of components.

FUNCTIONAL TEST

Functional tests provide systematic demonstrations that functions tested are
available as specified by the business and technical requirements, system

documentation, and user manuals.

Functional testing is centered on the following items:

Valid Input . identified classes of valid input must be accepted.

Invalid Input . identified classes of invalid input must be rejected.
Functions - identified functions must be exercised.

Output - identified classes of application outputs must be exercised.

Systems/Procedures: interfacing systems or procedures must be invoked.

Organization and preparation of functional tests is focused on requirements, key
functions, or special test cases. In addition, systematic coverage pertaining to identify

Business process flows; data fields, predefined processes, and successive processes
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Just be considered for testing. Before functional testing is complete, additional tests

re identified and the effective value of current tests is determined.

2 YSTEM TEST

System testing ensures that the entire integrated software system meets
equirements. It tests a configuration to ensure known and predictable results. An
xample of system testing is the configuration oriented system integration test. System
esting is based on process descriptions and flows, emphasizing pre-driven process

inks and integration points.

WHITE BOX TESTING

White Box Testing is a testing in which in which the sofiware tester has knowledge
»f the inner workings, structure and language of the software, or at least its purpose. It

s purpose. It is used to test areas that cannot be reached from a black box level.

BLACK BOX TESTING

Black Box Testing is testing the software without any knowledge of the inner
workings, structure or language of the module being tested. Black box tests, as most
other kinds of tests, must be written from a definitive source document, such as
specification or requirements document, such as specification or requirements
document. It is a testing in which the software under test is treated, as a black box .you
cannot “see” into it. The test provides inputs and responds to outputs without

considering how the software works.
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.2 TEST CASES

“A test case has components that describe an input, action or event and an

xpected response, to determine if a feature of an application is working correctly.”

“"ASE GENERATION REPORT:

Test Type

Case

Expected Result

Observed Result

Operational, | Key [ To generate the key for the] The key is generated

Unit, generation | data to be sent, successfully for the

Functional data to be sent.

Test

Functional Authenticate| To authenticate thel The IP address 1is

Test IP address selected IP address successfully
authenticated.

Functional Encryption |Receive the file to bej The input file is

Test, encrypted and  encrypt| successfully encrypted.

Unit Test according to the key.

Functional Decryption | Receive the file to be| The encrypted file is

Test, decrypted and decrypt with| successfully decrypted.

Unit Test same key.

Stress Test,| IP address To verify the IP address of| The sender’s IP address

Acceptance Verification the sender. is verified successfully.

Test, Load

Test




Functional Retrieve Receives the file and|l The file is retrieved

Test, retrieve the encrypted file. | successfully upon
Acceptance entering the key.
Test,LLoad Test

TABLE 7.1: CASE GENERATION REPORT

All the above validations on buttons have been verified and they are successfully

sxecuted. The flow is tested at different possible conditions by means of this testing.
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CHAPTER 8

FUTURE ENHANCEMENT

Our system use a key called as manual key which serves as an effective and
secure method to facilitate the way being the data is transferred.
Here we use a secret key value in both server and client side to transfer data in a
safe and efficient manner in wireless sensor networks.

Our future work will address insider threats and dynamic paths which are a very
common problem now days in sensor networks.
Also we like to improve security by sending the key file separately on any other

secured way.
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CHAPTER 9

CONCLUSION

We have evaluated our system’s feasibility and performance through both
theoretical analysis and practical operation. Our results show that our system can
provide optimal performance in a variety of network configurations depending largely

on the application of the sensor network.
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