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Computer plays dominant role in  the successtul
functioning of any organizatlon . nowadays personal computers with
minimum ability connected with super power SCIVers have formal
place in science and engineering and also being adapted in increasing

sophisticated application.

The project “Centralized network traffic assessement” 18
dedicated for 2 Mulgnational Mould manufacuters, GPLAST an
highly enginéered company.i The most general form of system
structure is the network. The company has 2 large network of
computet in each department. The project 1s designed in favor to the
design department of Gplast. The client monitors analyzes and
monitors all the incoming and outgoing packets and the details such
as Source 1P address & Port, Destination TP address & pott, packet

size, protocol type, packet type, time of origination, €tC are recorded.

Fach client monitor sends these details to the server momnitor.

Modularity enhances design clarity, which in turn
eases implcmcntation, debugging, testing, documentation and

maintenance of the software ptoduct.
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1. I'NTRODUCTION

INTROD U2 2=

1.1 PROJECT PURPOSE :

» To develop an cffective, flexible, stable and user-friendly

network monitoring and control tool.

» o facilitate ‘he network administratot in managing the

aqetwork under various aspects.

To give out a rebust control and analysis of the netwotk.

To guide the network administrator for the producti\fc

urjhzation of the network.

1.2 PROJECT SCOPE :

The project works in systems that are connected 10

nerwork. The server has control over all the systems conaccted

nerwork. The server looks after the systems packet 1n flow and

outflow of each system connected to ir. The systems under the

control of  server gets message from the server machine when the

size of the packets exceeds the limitation.



Vo achieve e Jbove satd coneepts we need the systen
be nerworked with 2 contralized server because the cndre projc
revolves around the server connected through TOR/IP U nder this
mechanism, the Administrator has entre powet for the npphcaticm

present i the Setvet.

1.3 PROJECT DEFINITION ,ACRONYMS AND
ABBREVIATIONS

ABBREVIA L=

Definitions:

JULSINDEI LI

Client

A client 1s a program chat connects Lo & Server program to
perform some services (A client prograin i run only when the

cervice 18 needed.

Server .

e

A server is a program that provides somc service. 1t runs
continuously waiting for a client to connect O r. Server
programs listen for incoming connectons. When incoming
connection 1s detected the server — program can accept the

connection, after which the i/p, o/p can occur

1~



Port :

el e

Port is the memorLy address to which informatiof: 18 cransferred.
1t 1s the communication that allows devices to be physically
aitached. Logical pott specified by a 106-bit qumber, which i
port of TCP/IP uniquely, identifies the applicarion running on
that computes.

Packet .

Block of data for data fransmission. Contains conrol
information cuch as routlng, data , address.

Libpcap

Libpcap 18 Library functon (hat is used for the purpose ot
packet captute. This product have a collection of nbuilt
functions and interfaces used 1O calculate the packet granster
berween the port 23 (telnet)of the tWO systems.

ACRONYMS &l ABBREVIATIONS:

IPX _ Internet Packet Exchange

FAT _ File Allocation Table

CEl _ Connection Endpoint Identifier
1P - Internct Protocol

CRF _ Connection Related Funcuon
DXI1 _ Data Exchange Interface

1.AN - Local Area Nemwork

UNI _User-Nenwork Interface

toD



1.4 PROJECT RLFERENCES :

] N ORI e

The head of Gplast (p) ltd HRD Mr. Raj Mohan allotied
us the project entitled “Centralized network Traffic assessmeil
system” and directed us to out guide.

Our external guides Mr. Yuvaraj and Mr. A Jayakrishnan
gave Uus lmmense help, wholehearted  support and constant
encouragement throughout the tenure of this project work at their
esteemed organization.

Our internal guide Mg Muthukumar helped as by sharing

his ideas and views of developing 2 networking project using ¢

language

1.5 PROJECT QVERVIEW !

The Project entitled «CENTRALISED NETWORK
TRAFFIC ASSESSMENT SYSTEM »_ deals with monitoring the
network and providing the network administrator, the details about
the nerwork traffic, packets transmission, participation of individual
node in the network, packet types transmitred, bandwidth amount

utilized by individual rodes, protocols used for transmission, cic .



Individual client monitors arc implemcmcd in each node
of the network. The client Monitors analyzes and mMonitors A1 the
incoming and outgoing packets and the details such 23 Source ¥
address & Port, Destination 1P address & port, packet size, protocol
wpe, packet type, time of orig'mation, etc are recorded. Rach client

ils to the server monitot.

monitot sends these deta

The server monitor stores the information gathcrcd
from the client monitors, Nto the MySQL databasc trables. This
storage Occurs in user defined time interval. The dara is flushed out
after generating an sverall summary from i This summary I8 srored
permanenﬂy for report generation and future reference.
Various afre generated repotts i different time inrervals.
cts reveal the information such as current craffic load,

The repo
bandwidth

protocol usage, client cutrrent statas, peak tfime,
summarty, overall aetwork traffic gummary, ctc.

utilization, node vise

erver MONILOL and the client

The user interface for the s

eloped by 2 Linux GUI developing ool —

monitors have _been dev
Trolitech’s QT Designet.
WYSIWYG (What You See Is Wh

This is an effective (ool based on

at You Geb).



2. GENERAL DESCRIPTION

DESCRIL 2 2=

2.1 COMPANY PROFILE :

G PLAST, a concern of G.D.Naidu group
of company was 2 180, 9001 company 1 rool making,
molding and die making. They 2are dedicated toO this
service for the past50 years.

G-Plast 1s a 150 9000 concern of UMS Group having 2
urn over of 750 crotes and an expertise in the field of Plastic
Injection moulds & Die casting die’s for mote than three decades n
India

GPIAST is based at Coimbatore, Tndia. The company
has established 2 strategic relationship with Wipto, Maya appliances
GE-Medical German in order to cater to the mould requirements of

its clients 10 Germany and Australia respectively.

G



2.2 E_XLSTINGSYST}E_M_;

Varlous monitornng tooks arce avatlable, tike Fthereal, TP
Dimp. MOSE of these tools are stand alone monitors. Lhey MOMtoL
only 4 singlc system ©F node in which they ate implemented. These
tools jusf monitors the incoming and outgoing packets of a systan
and the packet detalls are displayed- Jome tools like TCP Duwmp

generates suMIMAries and log files.

DRAWBACKS N THE EXISTING QYSTEM °

The compaity 1ses the above ools, which are free of COst
‘These tools tack many features and facilities that arc essential for an
effective network 2dministration. These tools does 0OT provide ahy
offective way o control Of analyze the necwork and the individual
client nodes in the nerwork.

The network administratot is not furnished with flexible
features and controls. SO he existing system does not play & viral role
in the network management and administration.

The draw backs observed i these existing systems are
summarized as,

No clients-server centralized monitoring:
Using this existing tocl, A1l nodes in the network cannot

be monitored with 4 centmhzed conttrol.

—1



No database StoT48¢: |
Fthereal does not srores the details or the summary to @
e very useful for isrratoy o7

se, which will b
eval, TCP Dump: although genera

the network admin

databa
tes 10@s it lacks

information retrl
database storage.

eports are genemted :

No effective & clear r
¢k traffic and flo
viess network cont

5 about the netwo
inlstrator for flav

w of packets are

rol

Report

very essental tO 2 necrwork ad
sting LOOIS does not gencrates any Fepors
qll not be as

gis. But these exl
TCP Dump ©

and analy
The summary and logs genemted by

effective as the graphi.cal repOrts.

dwidth utilization:

ic load and ban
and

No calculation of traffi
netwotk rraffic load,

ulated 11 this €xis
network adminis

k handwid th

The client vise overall
sage are not calc ang, system. These

¥ helpful for the

bandwidth i
frator in

ation will be wver

inform
ffc and opdmizing the

networt

controlling the  tra

arilizaton.

e



DEVELO (NG SOLUTION STRATEGIES

The pmblems and drawbacks faced in the existing system
are solved with optimal solution strateglies in the proposcd SYSTCI.
The solution strategies  Aarc developed with careful pmccduml
approach to give out effective and optimal solution. The modules
that ate designed and developed 28 the required solution strategies are

as below,
Socket Connection & Packer Monitoring:

Individual client monitors are implemcnted in each node of the
network. The client monitors s'analyzes and monitors all the incoming
and outgoing packets and the details cuch as Source 1P address &
Port, Destjnatibn 1P address & porh packet size, protocol type,
packet type, dme of otigination, €t¢, are recorded. EBach client
monitor sends these details to the serves monitor through the socket
connection between the clients and the server. The sockets arc

created and connected by socket programming. The packets ar¢

monitored DY libpeap’ library functions.

9



Calculation & SIOTAZE

tor StOIes the information gathered from the

The servet mont
e tables. This stora

client che MysQL databa
interval. T he data 18

aser defined time
y from it. This summary 1 stored per

gC OHCCULs

monitors, nto
p generating

in flushed out afte
q overall summat manently tOF
n and futuse reference.

unlization and ne
¢ defined tme, On&

A
report gencratio

ues tor band\\ﬁdth ceaffic toad
an interval of use

oad 1s also calculntcd

The val WOIK

are calculated dynamically in

il be ideal. The ban
y and cecorded 1n the

Jwidth and reaffic

second W
database. This can be

from the stored summar
f the pnetwork.

ased for future analysis 0

Report Generation :

The monitored details and the calculated values are stored 1n
the tables and simultaneously reports are generated. Reports
frequencies are At that time 1epOIts; daily reports, node vise teports,

cummary reports, ¢te.

overall 1epOLTS,
no effective

Since the C language has
graphical report gene
e the 1eporis.

facility for graphical

eration, the effective ration libraty —

report gen
create and manipulat

‘Dislin’ has been selected to

10



the libraries of Dislin, various 2D 3D charts are
es of the networ
h charts, CUrves etc.

that 21l the

Using
d for various valu
bar charts, 31D mes
port generation 18

k.. The reports are

generate

ated as pie charts,

gener
dvantage in this e
g

The notable 2

ed as Portable Network Graphics file format.

report can be sav

11



2.3 PRODUCT PERSPECTIVE :
{ sent Of received packets has tO bhe

o The aumber ©
itbpcap tool.

calculated using 1

ult will be displayed in a graphical form.

e The res

o (alculation for bandwidth atilization.

& Peek network atilization period.

& P connection statistics 1P address, POt

segsion, stc can be done.

% Alert generation during heavy traffic etc can be

provided.

rems that are connected in

ect wotks 1n SYS
3 connected n

ver all the system
acket in flow and

The proj
rver has control ©
¢ the systems P
e systems unde

the size

network. The se
network. The servet looks afte

f each system connected to it. Th
ge from the sexver machine when

r the

outflow ©
f server gets messa

control O
the lirmitation.

of the packets exceeds



2.4 PRODU CcT FUN'C'IION_

This m

onitors the incoming and outgoing packets
m which 18 connected tO che root systein

i e. the taffic of the syste
g). Not only the packets but also the Bandvridth 18 also
uring the heavy

(serve
ge in the geﬁerated d

1t display alest messa
This 1S used to

calculated.

raffic. A gra

phical from of the result is displayed.

ffic of the network in
d 1o the

manage the wra
ch system connecte

rformance of the ea
GUIL bhased

privﬂeges and pe
network. When th

e administrator wishes to s€€ the
output, it 18 also made possible through the gmphical display.



2.5 USER CHARACTERISTICS :
Jeveloped, craining 1

application
stem developet

For any
red to be 2 major activity wherein the sY

elevant inform e system which

conside
ation about th

sed thereby c.onvincing dhe end

will be extzein el

<hould digseminate T

was developed and how it can beu
user’s requirements: A spirit of co-operation
ards

able to the syste
nration and op

m developer and will go 2 long Way [OW

valu
ystem.

essful impleme eration of the s
The system develo end

e well Cquipped

succ
qure that the

pet should en

to put the systemn

aser of the product should b
cowards 13 'mtended use. B ffective mlplementation of the system
e end user 10 implement i at the

depends ON he efficiency of th

right place at the right time.

14



3. SPE CIFL1C REQUIREMENT S

3.1 __UNCTIONAL REQUIREMENTS

3.1.1 INTRODUCTION :

1oad balancing occuts when two of more pﬁths Lo
2 destination exist and can be utilized depending on the
petwork joad. The flow of application data will profile
client-server interaction and 18 crucial fro efficient
resource allocation. The hierarchy allows Autonomous

segment to be internetwork_ed together.

15



314 INTRODUCTION :

s when two OF more paths [0

depending
4 will pro filc

[ oad balancing occurl
exist and can b on e

e atilized

a dcstination
phcation dat

aetwork load. The flow of ap

client-servet interaction and 18 crucial fro efficiemt

resource allocation. The hierarchy allows qutonomous
together.

segment 0 be internetwotked
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PACKET FIL TERING
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siGN CON STRAINTS

3.2 DE
321 SOFTWARE SPECIFICATION :

C,QT Designer 3.0

MySQL 2.0
Red Hat Linux 8.0 or

Front end tool

Back end tool
Higher

Operating System :
Software tools DISLIN Ploting Package

QT Designet:

C  languagec
cCUl — Character Use
and feel. Mor

So 1n this p:oposcd

gives only charactet oriented
¢ Interface. This CUI

interface, 1.C
cover the usct

will not be effective in look
will be a tedious task.

system, the user iaterface for the serve

have be

opemtions
¢ monitor ind the

client monitors en devcloped by a 1, inax Ul
tool — Trolltech’s QT Destgnet. This s oan

d on WY SIW

r 18 bundled with man

developing

cffective tool base YG (What You See s What
You Get). This QT Designe v Display
controls and Viewing components. The components such as



Dial Merer, Progtess Bar , L.inc i, Lume P,
Pixel Map which are Lvailable o this Q1 designet have oo

a cffcctivdy.
multiplatfoxm T GuUl ;1pp’1icm’u_:n

tion developc

use
Qt 15 4

provides applica
d state-of- the-art

rg with A1 the

framework. 1t
graphical aser

functionality needed tO buil
interfaces. QF is fully object—oriented, easily extensible, and
allows true component programming.

90.

Since 18 commercial introduction in eatly 19
asis of raany th

he basis of the

ousands of successful

as formed the b

wide. Qt 18 also t
£, 4 standard component of

populm’

Qt h

applications world

KDE Linux des
ux distributio;ls.

ktop environmen

all major Lin

Qt 13 supported on the following platforms:
o MS/Windows - 95, 98, NT 4.0, ME, and 2000
HP-UX, Compaq

Qqun Solaris,

o Unix/X1t - Linux,
< and a wide rang

Tru64 UNIX, IBM AIX, SGT IRI

e of

others

Mac OS p:¢

Linux platforms

e 'L\{acintosh -
with framec buiter

. Embedded -

Support.



Qt Designet makes it easy o cxuperiment WL
user interface desigh. At any time you cafl generate e code
required to reproduce the uset intesface from ©hC files (ot
Designer produces, changing YOUI design 28 often as you
1ike. 1E vou ased the previous verslon you will find yourse‘x{
immediately produetive in the new version since  rac
inrerface 18 fundamentally unchanged. But you will find new
widgets and new and improved funcrionality which have
ult of yout feedback.

1,

veloped as a €S
¢ interfaces with

bHeen de

Ot Designes helps you build usec
layout cools that move and scale yout widgets (controls n
Windows rerminology) auromarically 2t rupiime.  10C
resulting interfaces arc both funcrional and  atiractive,
comfortably suiting your users operating environments and

Qrt Designe

preferences. r supports Qt's signals and slots
mechanism for type—safe communication between widgets.
Qt Designer includes 2 code editot which you can Usc o
embed your owil custom slo:s inside the generated code.
Those who prefer to separaf€ generated code from hand
arinue to useé the sub classing approach

crafted code can €O
version of Qt Designert.

pioneered in the first

21



MySQL:
MySQL is 2 SQL (Structured Quety [Language) databasc scrver.
SQL is the most wortld. MySQL 18 2
1d

plementation tha
rams/libraries.

language 1t the

popular database
rver daemon iy s

client servet im t consists of a s¢€
and many different client prog
The main goals of MySQL are speed and robustness. The basc
h MySQL is built1s 2 s that have been

crion environmen

set of rouane sed I

upon whic
a highly demanding pr:odu ¢ for many years.

Features .

Multi-threaded.

C,C++, JAVA, Perl, Python and TCL APT's. See section

ls and APT's

MyS QL client toO
unsigned integers 1,253,543

n types Like: signed/
I BLOB.

AT, CHAR, VARCHAR, TEX

5. See gection Colu

Lots of colum

long, 1.0
7 ST and ENUM wvpe

byres

DATI

mn types.

. Join opumizer with one-sweep multi-join (all joins made 1 one

pass).
[ull funcrdon support in the QELECT and W HERIL parts.
t colu1nn1+column’l from table where

Fxample: selec

columnl Jcolumn =~ 0



SQL functions are implemented fhrough a very optimiscd class

1d be as fastas the sually there

library and shou y can get! U
chouldn't be any memory aHocaton at A1 after the query

initialization.
QL GROUP BY and ORDER BY. Suppott

. Full suppott for s
MAX and MIN).

for group functions (SUM,
. A privilege and password system with 1s very flexible and
¢ based verification.

gecure. Allows hos

All password craffic on the net is encrypted.

Very fast B-ree disk tables with key compression.

TFixed and variable length records.

may consist of 1to 15

rable. Bach index
< 127 bytes. A key

16 indexes/
Max key length 1

ns/parts of columns.
 CHAR field.

colum

may be 2 prefix of
ODBC Open-DamBasc-(lonnectivity for Windows92 (with
source). All ODBC 2.5 funcrions and lots of others.
. Inmemory hash tables always ased as temporary rables.
mns have default values. One

databases Al colu

Can handle big
on any subset of co

ways use IN SERT

lumns.

can al

Uges GN U qutocont for portabihty.



. Wrirten in C and CH++. Tested with gee 272
A thread based memory alocation system (very fast and noe

memory shing)-
. No memory leaks. Tested with a commercial memory leakage
detector (purity)-
. A very fast rable check and repatt witlity (isnmchk).
ns for

. All data saved in 1508839_1 format. All compariso
qormal string columns are Case insensive.
finl) support For example Seandinavian
AMmes.

Full 1508859_1 (La

420 18 allowed in table and column n
(the Qwedish way at che moment.

Sotts by 18088591 Latnl
ge this In the soutce bY adding new sOrt

Tt1s possible o chan

order arrays.
Alias on tables and columns 28 in the SQLI2 standard. avg &

count).
as how many rows

[NSERT,UPDATE +nd DELETE retur

.

were affected.
t clash with table ot column names. For

ction names do no
he only restrictio

d column name. T n s

. Hun

example ABS is a vali
that space is not allowed berween 4 function Name and the '(

when using funcuons.



AdL MysSQlL commands have help o 3 for help.
The server currently supports error Messages o clicnts o many

languages.

1 or unix socket when

The clients uses 2 TCP connectiot

e MySQL server

»

connecting to th
User commands as show tables, show keys from table and

show columns {rom table

DISLIN:
DISLIN 15 a high-level plotung library for displaying dara a9
curves, polar plots, bar graphs, pie charts, 3D-color plots, surfaces,

contours and mMaps.
ea powerful and easy to ust 5¢ roevare

DISLIN 1s intended to b
package for scientsts and programmers: There are only 3 few
es with a shost parameter list needed O display the

—~

sraphics roULn
sertng rov nnes

T

output. A large varicty of parameter

eate individuall

desired gt aphical

Je called to €

y customized oraphics.

can then !
able for severar C, Fortran 77 and lortran 00

DISLIN 15 aval
compilers  On the opexat'mg systems UNIY, Linug, Freehsl),
DISLIN progratns are Very

Open\fh"IS, MS-DOS and Windows.
system - independent, they can be ported from one operating systein

(R
[



to another without any chanZes. For some operating systems, the
programming languages Python, Por) and java are also supportcd by
DISLIN.

DISLIN is a high level ]ﬂ;rary of subroutines and functions that
display data gmphically. It is intended toO be a powerful and easy
use software package for programmers and scientists that does not
requite knowledge of hardware featufes. The softwase 18 available for
the programming languages C, Fortran 77, Fortran 90, Perl, Python
and Java.

DISLIN can display graphic information directly on graphic
rerminals or StOLe them in metafiles. The supported display types ar¢
VGA, X W indows, Windows APl and ‘Tekuronix. The supportcd tie
formats are GKSLIN, CGM, HPGL, PostScript, PDF, Presceide.
wME, PNG, BMP and TTFE. DISLIN metafiles can cither be
printed on various devices using the DISLIN  driver progra
DISDRYV or imported into third party pfoducts such as TeX and M

Word, Ihe library contains the following features:
. O sofnware fonts whete each font provides § ﬂlphabcts.

. Hardware fonts for PostScript printers and TrueType fonts tor
Windows 9 /INT /2000 displays and WME files can also be
used. The different alphabets contain Roman, Greek, Russian,
mathematical and special Furopean characters. TeXN

nstructions can be used for plottiﬂg mﬁthcmatical formulas.
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3.2 HARDWARE SPEClFICATION_ :

= =

(2

Minintuin Requirements

Server:
Proc2ssor - Pentium 111 750 MHz
Ram - 128 MB
HDD -45GB
NIC . 10/100 Mbps Eihernet card
Client:
Processor - Pentium 11 350 MHz
Ram - 128 MB
HDD -25GB
NI1C - 10/100 Mbps Ethernet card

3.3.3 NETWORK SPECIFICATION .

A minimum configured Fthernet LAN

3.3.4 DESIGN CONCEPTS:
Fvery intellectua. discipline 18 characterized bY fundamental

pecific techniques. 1 echnl
s they apply O particula

i rechnologies,

ques are the manifcstati(ms

concepts and s
¢ situations Technique

of the concepts 2
inteﬂectual facts

hanges

come and g0 with ¢
By definition,

econoOMmIc conditions and social concerns.
semain the same throughout. They provide

fundamental principles

erlying basis for developm

cnt and evaluation of techaiques.

the und



¢ sofrware design include abstraction,

Fundamental concepts O
concurrency,

structure, information hiding, modularity, verificatton

and aesthetcs.

Seructure -

Structure is fu

ndamental characte1istics of computet sofnwarce.
The use of structuring permits decomposition of a large systeit into

able units with we nships 1O the

Il-defined relatio

smaller, mote manage

ystem.
kS

units 111 the s
petwork.

other
The most gcncral form of system srructure is the
tng network can be reprcsented a5 a directed gmph, consistng

The nodes can represe

cormpu

of nodes and arcs. nt procc—:ss'mg elements that
ranstorm data and the arcs can e used tO represent data Links
n nodes. Alternatively, fhe nodes can represent data stores and

benwee

the arcs data txansformation.

Modularity_:
well defined, manageable anits with

\lodular systems consist of
well defined interfaces among fhe units. Desirable properﬂcs of 2

modular syvstem include:
e [iach processing abstraction a well-defined sub-systeid
that s potentiaﬂy useful in other applications.
e Each" function in cach abstraction has a single, aell -

defined purposes.



tes noO MOre dhan one maj

or Gatd

¢ Fach function mauipula

structurc.
e [uncuons share glob-al Jdata selccti\fcly Tp o1s casy O
identfy all coutines that share a major datd srructurc.

that manipulate instances of abstract data tpes

e Functions
are cncapsulated wth the data sgructure e
manipulated_

Modularity enhances design clarity, which jn turn Cases
implementation, debugging, testing, documentation and malntenance
of the software product. .

Concurrency :
ategotized as sequential Of

ystems Can be ¢

Software S
ly one portion of

ential system, OO

the sysem 15

concurrent. 1n aseqt
t systems have independent

Concurren

e activated simultaneously if multiple

T, COﬂCIlIl’CI'l'E pIOC

active at any given tme.
ocesses that can b processors

On a single processo

pr

are available. esses can be
interleaved 10 execunion tme. This permits implementation of dame-
shared, multiﬂprogmmmed and real-time systeins:

3
—
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Verification :
design.

Verification neept in sofoware

is A fundﬂmcnml co

Design is  the bridge henwecen customer rcquixcment and  an
A design 15

ntaton  that satisfies those requirements.

nstrated that the i an

impleme
cerifiable if 1t can be demo design will result
implementation that satisfies the customer’s requirements. This 18

t*_\_-'pically done in two steps:

dion that the software requirem(-:nts definitton
Cothe

e Verifica
catisfies  the CUSLOMEL need (\"Criﬁcation of T

requirements)
o Verification that the design satisfies the requirements

definition (Vetification of the design)



4.3.5 DATABASE DESIGN -

Database design is an important part of the system desten
phasc. In a databasc environment, sevetal users ust the aveilable
Tnstead of cach program managing it own data, authorized

088 apphcations
The primatcy

data.
with the database gOfrwarc

users share data act
managing the data as an enmnty. objectives of the
database design include  fast response tme 1O inquires, O
information at low coet, control of re&undancy, clarity and case of
ase, data and program independence, accutacy and integrity of the

ful and user language:

ability of a powet
is to handle information a3

quick,

systemn, fast recovery and avail
an

e behind a database

The them
g access o inform

integrated whole, thus makin ation easy,

inexpensive and flexible for the users.

ol
2
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SOURCEIP
DESTINATIONIP
SOURCEPORT
DESTINATIONPORT
PACKETSIZE
PROTOCOLTYPE
PACKETTYPE
TMEOFOCCURANCE

11 Summary

UDPPKIIS
TOMPPERILS
OTHERPKT S
TOTALBY IES

o e

v ARCHAR(5)
VARCHAR(S)
VARCHAR()
v ARCHAR()
INT(5)
v ARCHAR(10)
VARCHAR(L0)
TIME

VARCHAR(15)

VARCHAR(15)

INT(10)
INT(10)
INT(10)
INT(10)



DEVELOPMENT APPROACH :

DEVELOPMENT ALEEEE

Development Approach WAS initated with “Tables
Creation” 28 proposed prior 1n the Design phase. Complete Key
definitions and constraints wWere irr\posed on to respectve cables and
columns. Precise column widths wete supplied to the qeeded data

type for columns.

Modules segregation marked the next stage 10 dhe
development Approach. Appropriate modules for the process were

defined with validation checks and error Warnings were provided.

There arise 2 problem of code repetition in some typical
cases, which lead to inefficient utilization of memory space and large
dme consumpuon. Hence functions Were ased to eradicate cthe
above drawbacks. Punctions form ah cfficient way of modular

programm'mg with reduced coding 10 cach module.

Thus development approach gets OVer after the modular

programming according to the design phase specification.

(o3
i
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Select the IP Address -

Ip Address

1, 192.9.71.1 ".
2. 192.9.80.2
3, 192.9.74.3 |
4, 192.9.80.4 |
5. 192.9.71.5.000/ |



3.3 PERFORMANCE REQUIREMENTS

Seyeral factors determine the quaﬁty of the systetmn.

3.3.1 Reliability

-ect has to be designed 10 cuch a way that ¢ works for all

The pro)
sorts of input from the system envit

onment.

3.3.2 Portability :

h a way that 1t can be ported e

s to be designed 1n SUC

i

The project ba

other system.

3.3.3 Performance :

measured Dy 1ts execution Ume and space

The system performance 1s
formance, the s

e in order to ensuré per YStEITl has 1O

occupied. Henc

be designed efficiently.

3.3.4 Sealability :

can be added to oOf removed from the

aumber of clients
load. The scalabiity can be

Any
ui exceeding the network

network witho

40



cd when fhe system supports any pumber of clients without any

ensur
signiﬂcam decrease n performance.
3.3.5 Aﬁailabﬂitv:
multitasking capability, virtual memory, and po\vcrful
The data

Because Of
system, Lanux works well of Microsoft Windows System:
storage and cetrieval , data manipulation, and data presenmd(m arce

the three-tier client/server.

3.3.6 Responsec Time etc *

own o DE estremely £a8G because the

cs are also kn
as

{inux machin
A is very efficient at managing resources such

op crating systen

CPU po

Memory, wer, and disk space. More of the Web than 01¢
might expect .5 actually powered by old 486 boxes running L and
others bave built very powerful yet jnexpensive supercompuiers by
creating clusters of Linux boxes funning 10 parallel.
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4. TESTING

1hor-—=

System testing forms . nother major part of any system
development tprocess. Care should be given during the whole
process of testing, Inadequate testing Or nOM - testing leads tO €IIOL
that may not appear vntil mon_sths later. Lffective testing early 1n the
process cranslates directly into long-term COSt savings from a reduced
aumbesr of errors.

Another reason for system testing is 1ts utility as a user -
oriented vehicle before implementation. The perfdrmance of the

system 15 measured in this phase.

411 TESTING METHODS :

LR

System testing begins by testing program modules
separately, followed by tesung «undled” modules as 2 STSSIONAY
program module may function perfectly in isolation but fall when
interfaced with other modules. The approach is to test each enticy
with successively large ones.

System testing consists of the following steps:
& Code testing and Debugging
& Tntcgration testing

. o :
& Dara validagon testng



Code Testing and Debugging *

rocess of exec

Testing 18 2 P utng @ program with e
ingerest Of finding an crot A good test s one that has & high
probabﬂity of finding the yet andiscovered error The testing should
systemadcall‘g ancover different class of erroLs in a minimum amount

of time with minmmum amount of effort.
ovided to fhe test process:

Two classes of inputs are pt

They are:
% A software conﬁgumtion that includes a softwarc
requirements speciﬁcation, Design speciﬁcation and

a source code.

¢ includes a test plan and

% A test configuration tha
procedure, any testing tool that 1s O be used and
ed result.

test cases and their eXp‘ect

Testing 18 divided into 3 distinct operation viz Modular
testing, Integration testing and data validation testing. In the series of
testing the following tests are implemented.



.

Integration Testing

Though cach proggam works ndividually, they should
work after linking them togetber. This 18 also ceferred 1o @8
Dara may he lost across interfaces and one module can

1nterfacing.
f. Subroutines aftet

verse effect on anothe linking may not do

have ad
the desired functon expected by the main routine. Integmtion
rogram gtructure

e for constructng p
t errors assoc’mted

d

resting 18 2 systematic techniqu
while at the same tune, conducting test to ancove
with the nterface. In this testing, the programs are constructed an

rested 10 all segments.

Data Validation Testing :

Data validation is done to sec whether the correspondmg
entries made 10 the tibles are correct. Proper validation checks arc
Duplication of data

done in case of inseruon and updating of tables.

has to be avolded to the maximum extend.

1f any such casc¢ arises, th

be displayed. A double confirmaton 18 mad

en Droper error messages Or 4 warning
has to e before deleting

any speciﬁc entries.
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sign method that uses

o ig a test casc de

White box testin
als designs 1O divid

e of othet procedur

e the test

the control structur

cases. The different test cases are
% (Guarantee hat all indepe

module have been exercised at least once.

cal decision O their true/ false side.

a

ndent parts within

> Fxercise all logt

all loops at their boundaries and within

3 Fxecute
their operational bounds.

a1 data structutt to ensure thelr

» Exercise intern
validity.

Each module was tested

and the tested modules were

linked and integrated.

42 QUALITY ASSURANCE :

of sofrware produced today

The amount and complexity
tegies have not

frware development stra

the imagination. So
a fall short of meetng

er and softwatre applicatio
controls must be deve

ance defines the

stagget
kept pace, howev
jectives. Consequently

Basically, quality assuf
e overall activities SO

application ob 1oped £o

re a quality product.
objectves of the project and reviews th
he development Process:

e noO errors in the final

ensu
that

ce corrected early in € Steps are

errors 4
o ensure that there ar

taken n cach phase t

software.



421 GENERIC RiSK:

are 2 potential threat 1O every software

(Generic risks
cally with the clear

d be identified systemati
gy. When risks ar

£ uncertainty and the
different categories of

mplish this,
more intelligent S

¢ Genetic risk shoul
nding of che technolo
to quantify the level ©
ith each risk. To acco

dered. A coné;iderabiy

projec
e analyzed, it 1s

understa
impottant degree of loss

associated W
ategy for

risks are const

handling risk is tO
Potential 11

be proactive.

sks are \dentified, their probabﬂity and impact

importance. Then the

¢isk. The primary

be avoided, the

y are prioritized by
plan for managing the

ecause not all risk can

e assessed and the

are team established a

ar

softw

objective 18 1O avoid risk, but b
(o develop contingency plan that will enable it to 1&SP ond

team works

n a controlled and effective mannet

4.2.2 QECURITY :

Bvery system

must provide built-in features for security
feguards against unauthorized access,

grity of data without s2
a system could be vulnet

and inte
able as tO

fraud, fire and natural disasters,
threaten the survival of the organization.
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The sccutlty conceLns,

Opcrational Securlty :

()pcmtional security 18 inbuilt in the system in the form of
Usernamc and Password and without dhis no user can access th
Network 1nformarion System. Only the nenwork administrator of the
organization is given user access. rofr security reasons, the networs
administrator may change the Username and Password at frequent
inrervals of tme. The textual name and password given by the user is
Grst encrypted and tagen to the database, decrypted there, compuarcd
with the stored data in the database and the resul of the

authentication Process is returned to the uses For encrypton, the

RSA algorithm is used.

I
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4.3 S_XMM—E—L—E_M_@IAEQ—E:

Implementation is the stagt of the project where
rfheotetical design 18 turned into a working system. At this stage, the
main work load, the greatest upheaval and the major impact on the
existing system shifts to the uset department. 1f the implementation
is not carefully planned and controlled, it can cause chaos and
confusion. Thus it can be considered to be the most crucial stage n
achieving a successful new system and giving the uses ~onfidence that
the new system will work efficienty and effectively. 1t nvolves
careful planning, investigaion of current settings and its constraints
on implementation, design of methods to achieve the change OVEL
The mote complex the system being implemented, the more involved
will be the system analysis and the design effort required just for
implementation.

Proper implementation 18 eesential to provide 2 reliable
system (O meet  the organization requirements. Successtul

implementation may not guamntee improvement in the orgﬂmmtion

using new systein, but propet installation will prevent it.

48



The implementation stage involves the following task. -
% Careful planning
% Investgation of system and constraints
% Design of methods tO achieve the change Over
$ Training of <taff in the change OVEr phasc

Ve Evaluation of the change over method.

The method of implementation and tmescale O be
adopted are found initially. Next the system is tested propeﬂy and at

the same time users are rrained 10 the new proceduxes.
4.3.1 IMPLEMENTA. 10N PROCEDURE :

Implementation s a stage n the project where the
theoretical design is turned Into a worlk system. It is one of the most
crucial stages 10 achieving 2 successful system and gives confidence
about the new system for the users, that it will work efficienty and

effectively thereby satisfying the end user requirements.
hnplernenmrion is a process chat includes all rhose

activities that take place t© convert from the old system tO the new

system. Proper implemeﬂtation of the system 18 cssennal tO nrovide A
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celiable system 1O mees? oxganimtion rcquirements. Tt invokes caretul
plarm'mg,_uwcstigation of the existng system and its copstraints on
implemcnmtlon, designing of methods tO achieve the change OVCT

implementation stage demo  was

During the
n front of the The end users

end users.

undertaken and made \
carried out aesthetic and functional checks. All the modules weL
found to be working fine. The project was then implemented.



5. FIWARE MAINTENAN CE

SO

Provision must be made for environment changes, which
may affect either, the computet O other parts of computer based
systems, cuch activity 18 called maintenance. Maintenance 18 the
enigma of system development. 1f the system developed very
carefully, with attention paid to external influence over a reasonable

lifetime, less malnfenance will be required.

Maintenance covers 2 wide range of activities, including
correcting code and design €rrors, updating documentation and £est
data, and upgrading uset support. Software maintenance is a labour
intensive job because the softwate testing process will not uncover all
latent errofs 1n 2 Jarge software systern. During the use of any large

programs, ergors will occur and have to be reported to the developer.

& Cortrectve maintenance ~means changing  the

program function.

&  Perfective maintenance means ephancing the
performance OT modifying the programs to respond

to the user’s .dditional or changing needs.
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> The process that includes the diagnosis and correction of one
or mote errors is called Corrective maintenance. Errors are prone to
occur if incorrect data is entered in the database, which may alrer the

existing relationship between the tables.

%» The second activity that conttibutes to 2 definition of
maintenance occurs because of the rapid change that is encountered
in every aspects of distributing computing Adaptive‘maintenance 13
an activity that modifies software to properly interface with 2

changing environment.

%  The third activity that may be applied to 2 definition of
maintenance occurs when a software packages is successful. At the
software 18 used; recommendations for new capabﬂities,
modifications to existing functions and general enhancement will be
received from users. To satisfy requests i the category, perfecuve
maintenance 18 performed. This activity accounts for the majority of

all effort cxpanded on software maintenance.

SR
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6. CONCLUSION

This project ‘CENTRALIZED NETWORK TRAFFIC
ASSESSMENT” has been designed and developed with the objective
of providing 2 cool and stable networlk analyzing tool for the netwotk
'adminiétrator. The way it has been designed ensures the quality and
efficiency. This will emerge as a vital gadget and tweaking tool for

today’s network administragon.



7. FUTURE ENHANCEMENTS

This project ‘CENTRALIZED NETWORK TRAFTLC
ASSESSMENT has been developed using four tools, Q1 Designer
for GUI, C for base funcaons, MySQL for information storage and
DISLIN for report generation. In future the whole system cab be
developed using the powerful QT programming and MySQI. for
storage.

The area of network control has not been focused in this
project. SO this control module can be added for further easc of
usage.

Currendy this project s platform reliant to Linux OS
oniy. But when it is converted into fully ()1 oriented then this flaw
goes off, This is because the QT 18 available for both Linux and

Windows.



8. BIBLIDGRAPHY

Books Referred:

C ODESSEYY

3

By CLARKE, ARTHUR CHARLES 1% Edition

INTERNETWORKING WITH TCP / IP

By DOUGLAS COMER 4* Bdition
Publisher : PRENTICE HALL PTR

UNIX NETWORK PROGRAMMING

By RICHARD STEVENS.W 2°¢ Edition
Publisher : PRENTICE HALL PTR

Sites Referred:

www.troltech.com

www linux.org
www.dislin.com
www.mysqgl.com
www.linuxdatabases.com
www.netfilter.com
www.qtwidgets.com



