Reg-No:| [ [ [T TT1[T]
P 1280
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Information Technology

IF 452 — NETWORK DESIGN SECURITY AND MANAGEMENT

Time : Three hours Maximum : 100 marks

10.

11.

Answer ALL questions.
PART A — (10 x 2 = 20 marks)

Mention any one design objective of campus network design.
What is meant by a backbone?
What are the drawbacks of ﬂat. addressing?
Mention the applications of class A and B types of IP addresses.
Is traffic analysis an active attack? Justify your answer.
What is the principle of hash functions?
What is a packet filter? What are its drawbacks?
What is the tunnel mode functionality of AH?
What are the steps in fault management?

Why should the notwork manager track the use of network resources by users?

PART B — (5 x 16 = 80 marks)

(a)  What are the design goals and objectives of networks? How can the goals
be achieved? What are meant by fundamental design principles?

Or

{b) Discuss the steps in designing a campus LAN and its topology. Also
tlustrate the features of hierarchical design.
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12.

13.

14.

(a)

(b)

(a}

(b)

(a)

(b}
{a)

Hlustrate the principles of designing IP over frame relay and ISDN
design issues, briefly.

Or
Write short notes on :
(i)  Categorising IP routing protocol.
(ii) WAN design parameters.

Perform encryption and decryption using the RSA algorithm for the
following :

(i) p=1l,q=13,e=11,M =38
(i) p=17,q=31,e=7, M =13.

Or
Tllustrate the SDES key generation and encryption process.

What are the PGP cryptographic functions, algorithms and their
description?

Or
What are the sequence of events in a secure clectronic transaction?

Ilustrate SNMP configuration and the various components and their
roles, with necessary diagrams.

Or

(i)  What is a performance indicator? What are the issues in selection
and use of appropriate indicators? (8)

Gi)  Define availability, response time, throughput and utilisation.  (8)
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