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Answer ALL guesiions.

PART A -~ (102 2 = 20 marks)
1. What are the types of security attacks”
2. What are the strengths of DES algorithm?
3. List out the ing”re(iients of Public key encryption scheme.

4.  Write down the difference beiween conventional encryption and public key
encryption. -

5. What is Message Authentication Code (MAC)?
6. What are fhe requirements of Hash functions?
7. What is SSMIME?
8. What are the applications of IP Security?
9. DefinevHoneypots.
10. List out the types of Viruses.
PART B —- (5 X 16 = 80 marks)

11. (a) With the help of the block diagram, explain the AES encryption and
decryption processes in detail.

Or




1.

14.

(b

(1)

{h)

(a)

(b)

(a)

(b)

@

(b)

Write about the
() Triple DES and its applications

i1y Placement of Eneryption Function.

What is public key cryptography and when is it oveferred? Denevibe 1
detail the REA algorithm with computational napocis. ‘

Or

Discuss the importance of key managemeni? Describe in detail the
| ‘ £ e

Diffie-Hellman key exchange algorithm snd the Man-in-the-middle
attack.

Where Hash funections are used? What .characteristics arve needed in
secure hash function? Write about the Security of Hash Funections and

MACs.

O
What are the basic arithmetic and logical functions used in SHA. Discuss
in detail. '

Explain the functions of Kerberos authentication server and differentiate
Kerberos version 4 and Kerberos version 5.

Or

What is Secure Electronic Transaction? List and briefly define the
categories of SET participants,

What is the role of Intrusion Detection System? What are the three
benefits that can be provided by the Intrusion Detection System? What
are the differences between the statistical anomaly detection and rule
based intrusion detection system?

Or

What are the demerits of not using Firewall? List the design goals of
firewall. Explain the types of the firewalls with design principles.
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