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10.

Answer all the Questions:-
PART A (10x 1=10Marks)
Criteria for equipment in the double tier apmtogesults in the following except:
a) Quick to learn b) Totally Reliable
c) Robust and Durable d) Legally Operable
The objective of Computer Forensics is to recoaealyze, and present computer-based material

in such a way that it is

Establishing a corporate Internet security poliwolves the following, except

a) High-level management policy b) Systematic analysis of organization’s assets
statement

c) Examination of risks d) Low-level managementqyostatement

Preserving a chain of custody for electroniclentce includes copying process

Documentary evidence has become the keystoreses involving

a) Burglary b) Sexual discrimination
c) Murder d) Stock options
Ambient data is stored in Windows

Information peace keeping is

a) Media Manipulation b) psychological operations
c) IT for military peace keeping d) IT for natidmmolicy objectives
The battle space of information warfare is dafiby the , and of

interactions between the players.
helps us to convert thoughts into eagercommands.

a) Human Computer Interaction b) Web Browser
c) BioFusion d) Smart dust

can be a tiny bundle of electronimisfdaser communications system, power supply,
sensors, and even a propulsion system that caim $pg war field.
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PART B (10x 2 = 20 Marks)

(Answer not mor e than 40 wor ds)

List 4 important responsibilities of a computaensics specialist.

“Protection of evidence in computer systenritical”. How can this be ensured?

“Denial of service attacks occur in larger oigations”. Is it true? Defend your answer

Examine the usefulness of corporate information

Examine the order of volatility of information

If a company wants to tap an employee, isrinitéeed? Evaluate your decision with the relevant

cyber law.

Distinguish between conventional and informati@rfare.

What is command and control warfare?

What is a packet sniffer?

Interpret decoy network as a useful tool.

PART C (5x 14 =70 Marks)
(Answer not mor e than 400 wor ds)

Q.No. 21 is Compulsory

21.

22.

(@)

(b)

(i)
(ii)

(i)

(ii)

(i)

lllustrate computer evidence processirarpdures with suitable examples.

XYZ enters a bank branch in the CBE area degosits a check. The bank vide@)
camera captures an image of XYZ entering the bramchmatches it against its
database of customers. The image is time and dateped. Later that day,
XYZ's savings account is accessed via Internet imgnkrom an IP address
located in Italy. During a routine correlation atd, the apparent discrepancy is
detected by the bank’s forensics system. How wopdd as a Computer
Forensics specialist, go about investigating thisdent?

What is the need for backup? Enumettatecomponents of backup techniqué8)
followed. Review the procedures followed and ssggeprovements

Read the following passage and formulateadatovery solution and justify it. (6)
One and a half hours before take-off, a businessespvoman's laptop was

returned to her after a routine maintenance checlkdr IT department. It
contained her PowerPoint presentation, cruciahéomeeting she was meant to
be attending. While rebooting for a final run-thgbuin the departure lounge,
“boot sector corrupt” message appears.

(OR)

An adult roommate was accused of usingtlas computer to make(7)
unauthorized purchases on a popular Internet shgppite. What did the
computer forensics Specialist do after he conduatethvestigation?
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23.

24,

25.

(@)

(b)

(@)

(b)

@)

(b)

(ii)

(i)

(ii)

(i)

(ii)

When downloading software, the customersl findifficult to trust the software (7)
which is devoid of assurance of integrity and pshmir's identity. Formulate a
technique to ensure content source and integrity Mustrations.

How can past events be analysed aednstructed to extract and present (7)
evidence? Demonstrate by considering the folloveiasge:
Offensive jokes were being posted in various lacetiin the offices of a large
corporation. Management had identified four poss#lspects but each denied
involvement. The company’s IT department could fiotd out whether the
documents had been created on any computer irffibe.A CFS team (CFST)
was called to consult on the matter. Using foreasialysis, how did the CFST
analyse and reconstruct the events to provide re&® solve the problem?
“The use of SOPs is fundamental to both Eviorcement and forensic science’w/)
Defend by giving suitable arguments.

(OR)
A CFST needs to ascertain the authentiatya critical piece of electronic(8)
evidence sent as an email. The senders’ emailatiquote contract terms, while
the recipient’s email explicitly confirmed the coatdt terms. A network security
system has been retaining all network packet in&ion for the past six
months. High volume of data is involved. What tegbes and tools can be used
to identify suspect communications? Suggest thevorét forensic tool that can
be used and describe its components.
What is the purpose of incident reportingrfs? What are its elements?

List out the macro threats used for sajtp in information warfare.
Demonstrate how it is used by governments to sgbdtee enemy countries.
(OR)

List out the tactics of terrorist and roguBaggest methods to counter such
tactics. lllustrate how hackers control tanks, piaand warships with an
example.

Discuss in detail the principle, technglofjelectromagnetic bombs, defense
mechanisms against these bombs and their limitation
(OR)

Discuss in detail about cyber tools for imiation warfare.
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