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SYNOPSIS

The proposed encryption system is & simulation of a One-time <oy nad
cipher. The process involves basically the mixing ol computer data wits & mscudo-
random noise sequence also referred to technical’y as PN sequence. so tha: = becomes
unassuagable by an unauthorised interceptor.

The sequence, though a collection ol bits. when generated ai o ey higl
speed, takes on the form of noise non- decrvptable into the actual PC V1 lais oy,
This technique can be used to the benefit of the end user as the probahiliv es =7 e
source are totally eliminated in the encrypted output.

Added security is provided by the means of programming the process o
a chip using VHDL software there by making it virtually impossibie to recons i
the PN generating circuit. The medium of communication mav be either oo cvicn,

fiber or coaxial cable link between the computers to transmit and receis o vt



INTRODUCTION

Secure communication 1n a hostile environment is a challengimg s s
important that any message originating from a source in a clandest ne oneration
reaches only the right ears. Not only does this pose the usual job o siiesiing
communication, but also compels proper recoverable deformation o™ the original
information before its journey towards its destination. We have just entercd (e world
of cryptography - the art of changing a message that onlv the intended receis o car

comprehend. Classical cryptanalysis involves an interesting combinatior ¢ s e,

reasoning, application of mathematical tools, pattern finding. raiicnee and
determination.
There are many approaches 1o encrypl messages right {rorn vl o

methods like letter to [etter substitution to the more modern kev approac,
Two means of implementation are

. Using software and

[R]

Using hardware.
The hardware option is more appropriate in the sense that only possessiop o
the hardware key gives anybody the authority to access the original infennaion,

Moreover given the present developments in the VI.SI field. impiementatiors iy

hardware becomes that much simpler and effective.



HISTORY OF CRYPTOGRAPHY

The story begins:

When Julius Caesar sent messages to his trusted acquaintanceas. he did rot
trust the messengers. So he replaced every A" by a "7, cvery "B bv a7 =ad o
on through the alphabet. Only someone who knew the “Shift by Threo™ riie could

decipher his messages.

A Crypto System or Cipher System is a method of disguising tiessages
so that only certain people can see through the disguise. The origingl SNTUSEICIEE
called a plain text. The enciphered message is called a Cipher text. The toc2igue
by which the enciphered message is manipulated to get back the plain wexi '« culled
a deciphering system. The crypto system is usually labeled. These lale’s ume it

are known as “Keys™ .

ENCIPHERING TECHNIQUES :

BLOCK ENCRYPTION:

The plain text is partitioned into blocks of data. Fach block is then individualiv
coded using the same key for all the blocks. This method is prone o attichs and
hacking as even if starting or ending of one block is found oul. the above vessace

can be easily obtained.
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STREAM ENCRYPTION:

This algorithm works on a word to word {or) character-to - character cas's
so that similar plain text symbols have a different cipher text symbols. This can be
either a synchronous cipher or asynchronous cipher. In a synchronous cinner. the
encryption occurs according to the position of the data and 1s independent of preceding

orsucceeding information. The major disadvantage is that it an error occurs. (t woulc

affect the entire stream cipher. In asynchronous cipher some memory s nrovided.

§ -~y e

Also the coding 1s not made in terms of position and the memory 1s used ‘or 2ol

elimination.

ENCRYPTION ALGORITHMS:

TRANSPOSITION CIPHERS

Thisis a primitive algorithm which changes the position of or sequerce of
the characters of the input blocks. To encipher, plain text is broken into "N’ svntbols
and the key specifies (N-1)! Permutations. Deciphering invelves a reverse nrecess.

This maintains single letter frequency distribution but destroys the diagran:.

SUBSTITUTION CIPHER:

Substitution ciphers substitute one set of characters by anciher, A

monoalphabetical substitution cipher occurs where there is a one “o oae

correspondence between the symbols and the substitutes. Homophonic substituion



mvolves each plain text symbol to be replaced by another form ol cipher text svinno.
fibrary. More important is the ‘One key pad cipher’ because the key is random. non-

Ilin.

repeating and used only once.

TYPES OF CRYPTANALYTICAL ATTACKS

Cryptanalytical attacks are of three types:
I. The cipher only attack
2. Known plain text attack

3. Chosen text attack

The chosen text attack is the most powerful, as the cryptanalyst has Hoth
the plain and the cipher text. It is assumed that he also knows the enciphering algorithm

altogether. Hence the question of cryptosecurity comes in.

Ciphers are either unconditionally or computationzliv sce.¢

G O N

Unconditional ciphers are impossible to break. as the information contaired ' ihe

cipher text is not enough to solve them. An example is the one time kevpad wiere

the keyvs required are as long as the text as messages.

Current security techniques involve subjecting the cipher in the worst

possible attack in order to determine the applicability and robustness of the algorithm.



PICTORIAL REPRESENTATION OF A CRYPTOSYSTEM
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DESCRIPTION OF OUR CRYPTO SYSTEM

TERMINAL:

Any Equipment, from which plain text. which is to be encrynted, is
obtained. If the data that is obtained is in parallel form then a suitable interfuce is
used to convert it to a serial form and is then fed to the Encoder moedule. Some

examples of terminal are Computer, Serial Printers etc..

ENCODER:

This Block consists of both an Encrvptor and a Frequency Translator and
takes care of manipulating bits to obtain the Cipher text. A pseudo rancom: kev
generator 1s used to encrypt the message obtained from the Terminal and to ner-orm
Frequency Translation. The encrypted message. which is in the form of PN scauence

when accessed by an unauthorised interceptor. vields unassuagable informatic.

COMMUNICATION LINK:

It 1s the Communication media through which the encoded datu is
wransmitted. It serves as a Bridge between Encoder and Decoder. The link can wake
the form of Coaxial cable, Optical fiber or air. The medium is chosen based on

performance, cost and application. Naturally our choice of the Communicating

medium based on the above said criteria is the coaxial cable.
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DECODER:
It is the receiver end unit, where in the Decipherment of the Cipher ext s
accomplished to get back the original Plain text. In our Design the Decoder resembles

the Encoder, but for the additional Circuitry to get back the original messcge.

ENCRYPTION:

In our System the input is ted to the encoder which comprises of « shift
register, Modulo-2 adder and a clock. The PN sequence is generated using Shift
register , clock and a combinational circuit. The combinational circuit s used to
deform the linearity of the sequence. The various building biocks ol our encrvplor
module have been developed using VHDL programming to effectively mumtun

utmost security.

ENCRYPTION ALGORITHM
1} Detine the inputs Clk, P, Sel
1) Define output pin E
111)  Check for clock
v} Check for clock low to high transtion Check for Sel = high
V) Ateach transition
E=(P xorq,(5))

Vi) goto step il
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DECRYPTION:

The Decryptor circuit, which is kept at the receiving end does the process
of extracting the original message from the random and the unintelligible ercryvated
form. This module consists of a 8-bit Serial In Parallel Out Shift register, manipu.ator
module pertaining to a Boolean expression and a couple of modulo-Z adders. Thev
are designed in such a manner that the original message is received correciiy and

etficiently.

Our system ensures complete security in terms of data mancgemenr: and

has the flexibility to be adopted to any kind of system.

DECRYPTION ALGORITHM
1) Define inputs c¢lk, P,sel
1) Detine output pin D
1) Check tor clock
1v) Check tor clock low to high, check for sel = low
v) At each transition
D= (P xor 1)

vil)  Go to step 111
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A DETAILED STUDY
SUMMARY:

The project deals with semi-one-time pad enciphering in the form of
pseudorandom noise encryption. Data 1s got into the chip in the form o PCM signals
and 1s modulo-2 added with the PN sequence generated by shift register according

to the input given and also according to the clock.

Mode selection as to whether the chip works in encrypt or deerynt state in

done via a select pin, which has an appropriate input.

Decryption in done on the basis of the shift register output that was used

mitially to encrypt the data by performing a second modulo -2 addition.

Since the advent of the idea of communication between compurers. there

has been a mad rush to improve speed, accuracy and expandability of the fin..

Somewhere down the line the attention was shifted to the actual security
and secrecy in the data network. The long journey that crvptography has urder iaken
from the times of Julius Caesar to the present day algorithms has indzed been ore
{illed with technological advancements and breakthroughs. The chip presented here

boasts to be one small step in the giant path that is cryptography.
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SPECIFICATION: -

The 1C used for programming 1s the PALC-22V10 [C which has been

programmed in the 1164/VHDIL mode.

The vartous inputs to the chip are CLOCK (CLK), SELECT {Sel), PCM 1/
p (P), Vee (=5V) and GROUND (Gnd).

The outputs are ENCRYPT (E) and DECRYPT (D) pin

DESCRIPTION OF FUNCTION

The various pins defined and their respective specificaticns «nc ranwves

are as follows

CLK : This 1s the clock-input pin to which the D FaRE
! MHz (square wave) is given via the m »4;;_/‘;'
crystal. The range is from 800Kz to any

upper limit

P : This is where the PCM Input is given to the
chip. The input is of square nature and s
taken from the TXD pin of the computer.

This s the signal, which is to be cnerypted.



[

0 :  This is an output pin and it is where the PN
Sequence 1s modulo-2 added with the signal
at P. There is no definite structure for the
output at this pin and is predominantly

noise.

D This 1s the decrypt pin from where. on giving
the E pin signal to the P pin, the original
PCM signal is taken and fed to a computer.

The signal here is of square nature.

SEL :  The SEL or select pin is responsible for the
chip working in encrypt or decrypt mode. On
giving high, the chip works in Encrypt mode
with decrypt pin disabled and on low it
works as Decrypting chip with encrypt pin

disabled.

SYSTEM DESCRIPTION: -
In this project the operation and construction of a digital security sysiein
is described. The block diagram is shown in appendix. The system has a puise code

input. PN sequence generator with encryptor / decryptor and pulse cede ot
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Modulo - 2 adder is used to obtain the enciphered signal oy accing the

PCM signal with the output of pseudorandom number generator.

When the switch S is low, the output of the modulo-2 acder wii ne the

deciphered PCM signal. If the switch S is high, the output will be just roise,

CIRCUIT DESCRIPTION: -

CLOCK: -

A 1 MHz TTL compatible clock is generated using

Invertor gates in crystal stabilized astable mode. As the crystal has properties of
stability and accuracy, the IMHz clock output is highly accurate and stable. 14 is (o

be noted that the clock to PCM rate ratio has to be a minimum of 1:36 {or sroper

encrvption of data.

PN SEQUENCE

This system uses a six stage PN (pseudorandom number: seauence
generator as noise generator. The need is for a serial in parailel out shift register. 1o
generate a truly pseudorandom sequence, there has to be feedback connec:ions from
at [east two outputs of the shift register through an EX-OR gate. But if at the starting

instant, all the six stages of the shift register are filled with zeroes. then “he PN

sequence generator output will be all zeroes and therefore of no use.
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To avoid this problem, we have to set the first stage output ¢ tie siif:
register Lo one, when the contents of all the six stages are zeroes. This is aciicvac
automatically by using combinational logic circuits. Using these we geta PN sequence

at the "1 pin of the encryptor / decryptor circuit.

ENCRYPTOR /DECRYPTOR: -
The PN sequence and the digitized serial PCM information are subjected
to modulo - 2 addition, using xor gates. The buffered output of the gate is the enervpted

PCM output.

Atter giving a signal of low at the pin “Sel”. the same encrypted s‘gnal can
be given as the input at the PCM pin and so the decryptor will, through the sccond

EX-OR gate decrypt the input. Under this condition. we recover the original ¢igital

PCM signal.

MODULAR ALGORITHM

a) SHIFT REGISTER MODULE

i) Define the inputs Clk, Sel, P, (, (Oto7).

i) Define the outputs d,c.

i1i) - Check for the signal at the Clk pin.

tv)  Ifthe Clk transition from low to high is sensed. then continte Process eise

g0 to step iil.



v) Begin process.

v1) Start the shift right operation using the technique of back shiitis

1)

q,(7)=q,(6)
q,(6) = q,(5)
q,(5) =q,(4)
q,(4)=q,(3)
q,(3) =q,(2)
a,(2)=q,(1)
q,(1)=q,(0)
q,(0)=d_in

at each transition.

vii) d_in to the shift register in defined as
diin:(q!(i)xorqi(O)) or( not(((((q,(0)or q,(2)) orq.(3))orq4))orc(3y)
viil) Shift q,(3) once right and move it to | as the PN sequence

1X) goto step vi



NONLINEAR COMBINATION OF LINEAR SHIFT
REGISTER SEQUENCES:

As the running key generators in stream ciphers, pseudo - random secuence
generator from shift-registers combined by some non-linear function Fave been
proposed by several cryptologists for crypto-applications. PN sequences ovbibi
cenahwstaﬁsﬁcalproperhesanclMnearcornplexhy:11u3nun1bcrofrnenxm} celisand
lhcfbcdbackconnccﬁonsintheshHTreghﬂcrkngehfgovcrnLhcseywoy@rﬂcs.\hun
proposed kev stream generators consist of'a number ofmaximum-length shif® recisters
conﬁﬁnedbynon—HnemﬁhncﬁonsﬂThenon-hnemdhncﬁonshoukhﬁsnoylheﬁnzmiu'
in such a manner that it gives the output sequernce a large linear comp exi‘y. Man
crypuﬂogknshavesuéventofhuinon—ﬁnearconﬂﬁnaﬁontechnhquesofshiﬁregﬁta‘
sequence that will produce the output sequence with both good pscudc-random
properties and high linear complexity. The implementation of this techricue s the
main 1dea of our project. The purpose of the non-linear combinations s ‘o srecuge
an equal system, which can withstand any cryptanalytic attack. In order ‘o 2+ 0id
correlation attacks the combining function must be correlation-immune anc i » Copus
sequence from the non-linear combiner should also be statistically indeperdent o

the Input sequences.



“RANDOMNESS” IN CRYPTOGRAPHY

Cryptographic applications demand much out ¢f pseudoranden aumber
generators than most applications. For a source ot'bits to be cryptographicaliv rasdom.
it must be computationally impossible to predict what the N*random bi: w'll be.
given the complete knowledge of the algorithm or hardware generatirg the s-cam
and the sequence of 0" through N-1 bits, for all N, unto the lifetime of the souce.

The software generator {also known as pseudorandom) has the functisn of
expanding a truly random seed to a longer string of apparently randcn: ois. This
seed must be large enough not to be guessed by the opponent. Ideally 2 shouid also

be truly random (perhaps generated by a hardware random number source

PSEUDORANDOM NUMBER AS KEY STREAM

Chaotic equations and fractals produce an apparent randomness {rom relativel
compact generators. Perhaps the simplest example is a linear congruentia: scauence,
one of the most popular types of random number generators, where thers is nc ok ous
dependence between the seeds and outputs. Unfortunately the graph of anv such
sequence will, 1in a high enough dimension. show up as a regular latice.
Mathematically this lattice corresponds to a structure, which is notoriousis simple
for cryptanalysts to exploit. More complicated generators have morza zomolicatec
structures, which is why they make interesting pictures. A cr.yptographicali;.- Rirong
sequence will have no computable structure at all. Also a computer bused

pseudorandom generator is in close proximity to a one-time keypad excent - is

deterministic properties.



COMPUTER - COMPUTER COMMUNICATION

The ability of the computer to service many input - outpu: devices
simultaneously have made data communication essential. It was the abil'tv 12 aondie
multiple tasks and numerous remote terminals, which promoted the rise of the date
transmission industry. Initially standardization was sought for the interzonec.ions

needed between the computer and the various peripheral devices. Starndard ziiox

took the form of standard connectors, signaling formats and signal levels. s these

the transmission media used for medium and Jong - hau! transmissior. of de oz,

The need for transmission standards became really acute when computer
facilities began to use the telephone system for their transmission requiremerts. The
pervasiveness of the telephone system made it ideal for the interconreciio of
computers with remote sites. As the need for data transmission increased, it seczme
advantageous for data uses to be accommodated over standard voice grace channe.s,
Data communication now has its own language, equipment and standads. i+ s ar

industry in itself and is certainly an integral part of the current computerized SOCIety.

CHARACTERISTICS OF DATA TRANSMISSION CIRCUITS

similar to a square wave signal with rapid transmissions from one votege v (o

another, with a repetition rate depending on the binary representation 57t ¢ d1i



word. For instance if an 8-bit word has a value 01010101, the resulting voltage
graph would appear as a series of four square waves with each negative halicvele. &t
can be seen that data circuits must provide a bandwidth for the date trans missiors
that they carry. This will be governed by the pulse rate variations and 2ver a snole

=

square wave occuples a frequency range because of harmonics presen:.

When data is sent over telephone channels, the speed must se limized 1o
ensure that the bandwidth required by the data transmission will not excecd the
telephone channel bandwidth. The faster the data transmitted, the greater the

bandwidth will need to be accommodating it.

DATA TRANSMISSION SPEEDS

The rate of data transfer depends on several aspects of the transmission
channel of which signaling speed is very important. Transmission Enginecrs ofien
refer to the transmission speed of a communication channel as the channe! boud rate.
The baud is an important unit of signaling speed. In a system in which a plises
have equal duration, the speed in bauds is equal to the maximum rate at which signo
pulses are transmitted. This should be recognized as different from the informatior
bit rate. In a system which uses only one information bit per signalirg pulse "2z
bmary system, the baud rate and the bit rate happen to be the same. In systens whics
cnicode the data in such a way that more than one information bit car ke paced on
cach signaling pulse, the information bit rate will exceed the baud rate. 7 oot

baud rate to bandwidth, the observations of Nvquist are used. Nyquist determzad
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that one cycle of a transmission could contain a maximum of two baucs. Tae restit

] P

1s that maximum signaling speed in bauds 1s egual te twice the bandwicih ¢! the
channel. This is theoretical however, and could be achieved only inar idea. channe..
which has no noise or distortion.

As mdicated above the baud isa unit of'signaling speed, but information wronsfer

can occur at a rate equal to or different from the baud rate. Encoded data ciements

can be used to provide information transfer rates at speeds greater than the baud mate.

REQUIREMENTS OF COMMUNICATION SYSTEMS
LINKING COMPUTER

The essential requirements of a complete data Communication system are as o' ows.

The physical connector that holds wires and mates with other wires and zhassis must

be compatible.

The voltages or currents used must be the same, so that the circuitry can hand’e taem
without damage and what values represent binary 0 and binary | shouid be known.
The format or code used to represent each character must be agreed, since the svstem
has been using just binary or digital values. Usually ASCII codes (American Sta~darc
Code for Information Interchange) is used. It represents each symbol or charzcier
by a field of 7 or 8 letters. The less commonly used code is EBCDIC ( Exte-cec

Binary Coded Decimal Interchange Code). It uses 8 bits o represent a characior,
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Serial communications are of two types -synchronous and asvneireous.
The synchronous serial data communication scheme has the characteristics o sing.c
data path, moderate to high performance. It has a cost variation of moderate w0 1igh.
[t Is mainly used in computer to computer, telephone and centrai 0" ce “nter

communication.

Serial asynchronous communication is characterized by single catz patn
with low performance and low cost. Uses are computer printer and compuier o

tetephone line communication.

SERIAL DATA COMMUNICATION

Communication plays a vital role in computer systems while excaange of
information takes place between various modules. This information exchange could
take place either serially or parallely. In serial communication, inlormation ‘s

transmitted bit by bit and in parallel, it is transmitted byte(s) by byte(s. “or ‘ong

distance communication, cost considerations vote for serial mode of datz [ransmission.

REASONS FOR PREFERENCE

When data has to be transmitted over long distances it is not practica: to use bit
- parallel transmission because too many wires would be needed whicl will “nerease
the cost and complexity of transmission. The following attributes above ol say e

reasons for preferring serial communication



-

For Jong-distance communication we prefer to use bit-serial trarsmission,
For distances over 30 feet, the cost of running multiple data lines become proai=itive,
The extra logic required to convert paraliel data to seria: data for transmissic - over
a single data line, and then to reconstitute the parallel byte at the destination. s less
expensive than the hardware required to effect a parallel transier over long <istances.
It may be noted that in high-speed parallel communication bits transmities a: cqual
mtervals may not reach the receiver with the same equal spacing on each [l1e <ue 10
the presence of noise. This can cause synchronizing problems, which Implies that i
might not always be possible to faithfully reproduce the transmitted sioa! ot the
receiving end. Therefore, when the distance between two points ina conmunication
link is more than roughly 50 feet one would prefer to use bit - serial trarsm ssion

mstead ot bit - parallel transmission.

Due to presence of slow devices we use bit serial transmissio=. = -
paraliel transmission all the bits, are transmitted at the same time throagn muliiple
wires, hence the transmission takes place at a much faster rate. But we cannot increase
the speed of transmission arbitrarily. When we are using low speed devices, it s not
possible to use bit-parallel transmission and we are bound to usc Cit-serial

transmission.

When telephone network is considered to be a communication chaans . hic
- serlal transmission should be used. Bit-Parallel transmission cannot be :igac secause
that requires § wires or more than § wires, but the telephone network uss oniv o i

of wires,
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The main problem that must be solved for two devices to successitiiv
communicate over a serial link is mutual synchronization. The transmitter and recaives
must coordinate their operation well enough to ensure that bits sent are sampled ond

read as bits received.

T'YPICAL INTERFACE BETWEEN DTE AND RS 232C LINE

RS - 232C like data transfers are usually asynchronous with & sart bit
(SPACE) and one or two stop bits (MARK). Microprocessor controllers called UART
(Universal Asynchronous Receiver Transmitter) serialize the information. Thev work
between O and +5V; interface circuits which inverts the electrical levels create “he
RS-232C +12V and -12V. MC 1488 is used to convert TTL signal to RS - 232

signal and MC 1489 is used to convert RS-232 signal to TTL signal.

The two data transfer lines are called TXD (Transmit Data) and RXD
(Receive Data). There is an inconsistency associated with the mnemonic names of
these two lines: since the data bit values on the lines are inverted (logical 0 iy -12
V), these mnemonics should be inverted and an inverting circle shown on the side of

the line. Due to the fact that the stop bitis a [ level. and the start bit is a low state, “he

line looks like an active high line with a steady state at “Zero™.
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The start bit is usually considered as an active signal and nothinz i~ “he

notation shows that the data bits are inverted on the line. We will be more nrecise i
our documentation and write TXD’, RXD’ to show that the data signals cn the Sne
are considered as non-inverted signals, but transfer inverted data infornation. Jr
the serial mtertace chip, the data is called. as all manufacturers do, TXL> ore RN

The control signals RTS and CTS generally use correct naming convertions: then

are inverted on the UART pins (active low) and usually shown as much,

PROTOCOL

Two types of protocols should be considered in a data commuricaiion

environment: terminal protocols and data link protocols.

TERMINAL PROTOCOL

A protocol is an agreed set of rules, required between a DTE and a1 DC ™ in
order to transmit digital data synchronously or asynchronously.

The protocol between a DTE and a DCE is known as terminal 2rotoco..
Handshake signals or control signals are required to maintain termina nretocol.

Some commonly used hand shake signals are as follows: -

DTR (Data Terminal Ready):
After the terminal is turned on and terminal runs anv seif-checks. th:s SIgna. 1y

asserted to tell the modem it is ready.



NULL MODEM CONNECTING TWO RS —232C DTE
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N

]

DSR (Data Set Ready):

[t 1s asserted when the modem is ready to transmit or receive data.

RTS (Request To Send):

Asserted by the terminal when it is ready to send a character.

DCD (Data Carrier Detected):

Asserted by modem to indicate that it has established contact with computer,

CTS (Clear To Send):

Indication of the DCE to the DTE that DCE is ready (Clear) to send da-a 1o 1Y/=.

RI (Ring Indicator):
Indication of the DCE (Modem) to the DTE terminal that a ring, indicator signa!

1S received.



SERIAL COMMUNICATION ALGORITHM: -

ALGORITHM FOR TRANSMITTING DATA SERIALLY: -

l. Start

2. Create a transmitting end file text file.

3. Open the text_file.

4. Accept the message to be sent character - by -
character and store that in the text_file.

5. After the EOF character is encountered the file 1s
closed.

6. When the message is to be transmitted, the file text Tile
is again opened.

7. Take a character from the file text_file.

8. If the character is the EOF character, go to 11,

9. Otherwise, send the character to the serial port oF

the computer.
10. Go to step 7.

11. Close the text file and stop the operation.



ALGORITHM FOR RECEIVING SERIAL DATA

1. Start.

2. Create a receive file RX_file.

3. Receive a character from the serial port of the computer.
4. If the character is EOF character go to step 7

5. Otherwise open the RX_file .
6. Store the character in it.
7. Close the RX_file.

g. Stop.



VHDL - An Overview

A new possibility, which has changed the world of electronic designers, is
the way in which several thousand gates and tlip-tlops can be programmed o5 o0 1C
circuitin just a few minutes on a single PC without the need for expensive equiprmen:.
This means that it is possible to generate a file automatically from VIID. ‘or
programming circuits. This method is called rapid prototyping. At present ihere are
circuits with up to 1,00,000 gates in a single circuit. Rapid prototyping car alsc be
used tor small production series. Two important reasons for using VHDL instead of
traditional schematic design are shorter development times for electronic daesign and

simple maintenance,

The code fora VHDL component can be verified functionally in a simuator,
The simulator Simulates (“executes”) the VHDL code with input signals and ProGuces
asignal diagram and error messages on the basis of the components. The inpu: signais
are defined either in VHDL or in the simulator’s language. When the VF DI code is
simulated, functional verification takes place. At a later stage, time verificatio= o

the design is also possible.

VHDL supports the development environment for digital design. VIiDL

also supports various development methods, top-down. bottom-up or anv N, VHDL
is an acronym of VHSIC Hardware Description Language and VHSIC is ar acrosaon

of Very High Speed Integrated Circuit.



SYNTHESIS

Using synthesis software means that the designer avoids having to wrars ate,
minimize and meet time constraints from VHDL code. Synthesis is de ined {or the

following different classes.

Logic Synthesis - Translates and minimizes Boolean functions only o gates.
RTL Svnthesis - Same as logic synthesis but also translates sequential language

Behavioral Synthesis - Can reuse one hardware component for more than cne parclic!

sequential language construction.

SIMULATION
Simulating models is an effective way of verifving the design. The model

in the computer is only a time-discrete model, however while reality Is continuous.

The computer model is more or less like reality. It is least like ree itv at a

high abstraction level (behavioral) and most like it at the iowest level (lavou: ).

ABSTRACTION LEVELS

A computer model has several refinements which are better than a phvscal
prototype. Setting the worst case for process parameters and temperaturs range
provides better verification than building a prototype. With 2 prototyye. oniv the

prototyvpe 1s veritied.



12
ol

The development flow from specification is a prototype aa¢ can 2e

divided up as follows.

The ANALYSIS PHASE consists of writing a specificaticn. The
specification can be written in VHDL. or ordinary fanguage. This can be described 'n

VHDL and then verified in a VHDL simularor,

The DESIGN PHASE means transtorming the specification .0 an
architecture and VHDL code. It is not vet possible to do this automaticailv. e
phase starts with defining an architecture (block diagram). When the achiteciure is
ready. the VHDL code is written for the various components (blocks) or ready-
made components copied from a library. Now the function of the desi'gn 15 verttied

In a simulator.,

The next stage is TECHNOLOGY MAPPING. It i< parameters
such as price, performance and supply etc., that determine which technclogy will be
selected. An approved synthesis produces a technology-dependent ro: st ¢

Schematic) which is an input file for other tools.

A prototype is then built and compared with the spectitcation. i'the
RESULT is same as the SPECIFICATION the circuit is readyv. This compasison is

called VALIDATION.



DESIGN ENTITY

The term design entity may intuitiveiy be perceived as «
modcl for the chip. Associated with each design entity s a unigue
entity  declaration  that  establishes  the  design  entity s
communication links to the outside world. These interface nks arc
referred to as ports in VHDL.

Though symbolized as a digital chip, the design entily
may in fact represent any device that possesses some iorm ©f
intercommunication characteristic. It could model a single ga.ze, ©
Central Processing Unit (CPU),a board populated by discretes, ¢
theoretical protocol format, or even a complete system. In the latter
case, the entity declaration might possibly not even have zny
interfaces at all. Instead, the design entity will merely represent ¢

top level self- contained system that can b¢ stmulated without ans

interactions to other design entity models.



ARCHITECTURE BODY

Associated with each design enlity is an architecturc
body that describes the behavior and/or the structure of a modeiec
device. The behavior denotes the simulatable functionality of tne
design entity and structure indicates the decomposition of a design

entity into subcomponents.

DEVELOPMENT FLOW:-

The development phase for the product is ore of th:
firsts in the product lifecycle. During this phase the produc. s
specified, designed and verified. One common development mode.
is called the WATERFALL model. It starts with specificat.on anc
leads in defined stages to a functioning prototype. The warerfal.

model is ideal for well written specifications.



--SECRET KEY ENCRYPTION AND DECRYPTION
OF DATA

library ieee;
use ieee.std_logic_1164.all;
use work.numeric_std.all;

- SHIFT REGISTER MODULE
entity shift is
port(
clk,p,sel in std_logic;
d in, : buffer std_logic:
d : out std_logic;
e : out std_logic
);
end;

—-ARCHITECTURE DEFENITION

architecture rtl of shift is
signal ql: std_logic_vector(7 downto 0);

begin
process(clk p)
begin

—~LOAD DATA AT RISING EDGE

if
clk'event and clk="1"
then



q1(0)<=d_in;
ql(7)<=q1(6);
ql(6)<=q1(5);
ql{5)y<=q1(4);
1o=<=ql{(5);
ql(4)<=ql(3);
ql(3)<=ql(2);
ql(2)<=q1(1);
q1(1)<=q1(0);

--SHIFT REGISTER INPUT

d_in<=(q1(5) xor q1(0)) or (not ((((({ q1(0) or q1(1) )or q1(2)) or q1(3}
yor q1(4)) or q1(5))));

- ENCRYPTION MODE SELECT

if sel =']" then

--ENCRYPT DATA

e<=(p xor gl (3));



- DECRYPTION MODE SELECT

elsif sel ='0' then

-- DECRYPT DATA

d<=(p xor 1},
end if;
end if;
end process;

end rtl;



ADVANTAGES OF VHDL PROGRAMMING

VHDL has the following advantages with regarcs

discrete circuit synthesis.

]. Tt is a standard medium for inter changing digita!

design information.

2. Itis a standard pathway for reimplementing

electronics parts.

It is a standard approach to determine which

(2

commercial off the shelf parts to use.

4. It has reusable hardware description language (HDIL

Software Components .

5. It provides an electronic communication medium 1 the

procurement cycle.

6. It has portable simulation models for digital systems.



7. Itis an efficient technique to replace obsoiete

electronic components.

In a static limiting analyzer or simulator, it is possibiz
to verify / simulate different timing cases such as WORST CASE,

TYPICAL CASE and BEST CASE.



SYSTEM ENHANCEMENT

No system is complete unless it is has the power of

compatibility with many different media.  Qur  project s

consummate with the power to alter all the different modules to su

the needs of the end user.

The transmission media can be chosen to be either of
optical nature, which provides an even higher level of security. oo
if the prohibitive nature of the various components with regare
optical communication are to be taken into consideration. the users
can go in for a coaxial cable which is much more feasdie

economically than the optical fiber.

Last but nor least, the chip encryption itself can be wod:ifiec
on the basis of the modulo-2 addition input. Changing the 2N
sequence shift input to the modulo-2 adder can charge ibe
encrypted output using which a specified amount of bits car be
made to be received as they are for the purpose of synchronizaor

between end uscrs.



ADVANTAGES OF OUR SYSTEM: -

L. Decoding of the circuit from tire chip s impossible

as it was programmed using VHDL.

2. Our system comprises of a PN generator key, which
gives an encrypted output which resembles noise
making it difficult to be deciphered.

3. Our hardware key comprises of a complex encryption,
decryption model in a compact form.

4, As we are going for hardware implementation of the
Crypto circuit, only those who have the key can
access the original information.

5. Deciphering the actual message transmitted [rom a¢

cipher-text is very difficuit as encrypted output is vory

random and is time varying.

6. Our system is based on a self-improvised non-



Standardized expression making it a very reliable

approach.

Possible use of optical communication makes our

system immune to channel tapping.

One of the major advantages of our system is that 1:
has been designed for PC-PC communication but
does not required much of an effort to standardize

for networks.

Our hardware enabler is in close proximity to "one time

pad" which itself portrays its high efficiency level.
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APPLICATIONS: -

I.Military applications: -
In defense applications, as strategic Information

regarding defense operations are invaluable. this compels the usage

of crypto-system.

2. Business applications: -
Important information regarding business ventures

should be communicated secretively.

3.Networking environment: -
In a networking environment, communicating oetwer
two terminals secretly, together with other benefits of a networs

makes crypto-system a necessity.

4. Government applications: -
All government level (ransactions require @ high lever of

secrecy.



5.Applications in banking sector: -

Possible use of cryptography in credit cards reduces

embezzlement of funds using duplicate cards.

6. Applications in printing media:-
On-the-spot receivers of sensational events shouid reacn

the publishing house before any other dailies can interpret it

7. Applications in investigating business: -
Passing secret information regarding a highly influentia:
culprit mode!l in criminal activities from one branch to anotner.

requires utmost security.

8. Application in marketing field: -
Proper conveyance of marketing concepts Herweern
advertising agencies and industries necessitates implementatie:s oo

crypto-systems,

9. Key propagation: -
Can be used for propagation of encryption keys o.

existing algorithms.



CONCLUSION: -

Data encryption is a technique, no longer the exciusive
preserve of the Military for use in their cloak and cagger
op;:rations. Nowadays any information 1f improperly used can ieac
to disastrous consequences. Hence cncryption has become &
integral part of any data transmission process. Lncryption has 1o
boons but can create problem with overhead times and memors
management. Different techniques are involved in the process of
encryption but they all dependant on system considerztion anc
speed of nodal transmission required when concerned wiin

networks.

As far as cryptography is concerned, pscudorandon
noise has been glorified as the ultimate 1n encryption techniques os
it is very close to the perfect model - the one time keypac. Cur Py
sequence encryption technique successiully eliminates key hoiding.

memory and concession time over head. It provides a very g

[

degree of encryption secrecy 1o mect the requircments of mod



security needs. This, when reinforced with the programmirg power
of VHDL Language impacts another facet to secrecy of the systern.
Both these techniques when combined with appropﬁate digitel date
communication systems can provide enhanced encryption quelitics

with lesser constraints on key holding and memory consideratiomns.



/#PROGRAM TO SEND THROUGH PORT#/
#include <stdio.h>
#include <dos.h>
#include <10.h>
main( )
{
FILE *fp;
1nt cc;
fp = fopen("adc.c","");
clrscr();
while(feof(fp)==0)
{
ce = fgete(fp);
printf("%c",cc);
outportb(0x3f8,cc);
/* steep(1);*/
!

fclose(fp);

R—



/*PROGRAM TO RECEIVE THROUGH PORT*/
#include <stdio.h>
#include <dos.h>
main()
{
FILE *f;
nt ¢,count=0;
f = fopen("rec.c","w");
clrser();
while('kbhit())
{
c=mnportb(0x3{8);
tprintf(f,"%c",¢);
count++;
if (count ==75)
{
fprintf(f,"\n");
count=0;
b
printf("%c",c);
sleep(1);
}
fclose(f);

1
]



REPORT AND SPECIFICATIONS

RRRRER

- Warp VHDL Synthesis Compiler: Version 4 [R x66
|- Copyright (C) 1991, 1992, 1993,
J | 1994, 1995, 1996 Cypress Semiconductor

i

Compiling: encrypt.vhd
Options:  -q -e10 -w10 -02 -ygs -iP -v10 -yb -yp -dc22v10 -pPALC22V (-
20PC/PI encrypt.vhd

CAWARPBIN'WWHDLFE.EXE V4 IR x66: VHDL parser
Thu Mar 04 09:10:08 1999

Library '‘work' == directory "l¢22v10'

Library 'ieee’ => directory 'C:\warp:liblicee'work'
Using 'C:\warpilibiieee\workistdlogic.vif'.

Using 'C:\warp\lib\common'stdlogicimod genu.vif'.

CAWARP\BIN\WWHDLFE.EXE: No errors.

CAWARP\BIN\TOVIF.EXE V4 IR x66: High-level synthesis
Thu Mar 04 09:10:12 1999

CAWARPBINVTOVIF EXE: No errors.



CAWARP\BINATOPLD.EXE V4 IR x66: Synthesis and optimizatiorn
Thu Mar 04 09:10:16 1999

User names
ql 7
ql 6

Deleted 2 User equations/components.
Deleted 2 Synthesized equations/components.

Cireuit simplification results:

Expanded 0 signals.
Turned 0 signals into soft nodes.
Maximum expansion cost was set at 10.

Created 27 PLD nodes.

CAWARPABINVTOPLD.EXE: No errors.



PLD Optimizer Software: DSGNOPT.EXE 17/JUL/S6  [v3.2Z -4 IR
x66

DESIGN HEADER INFORMATION (09:10:19)

Input File(s): encrypt.pla

Device : C22V10

Package :PALC22VI10-20PC/PI
ReportFile :encrypt.rpt

Program Controls:
None.

Signal Requests:
GROUP USEPOL ALL

Completed Successfully

PLD Optimizer Software: DSGNOPT.EXE 17/JUL/MS6 [v3.22]4 IR
x66

OPTIMIZATION OPTIONS (09:10:19)

Messages:
Information: Process virtual 'eD' ... expanded.
Information: Process virtual 'dD' ... expanded.
Information: Process virtual 'd inDD' ... expanded.
Information: Process virtual 'ql _1' ... converted to NODE.
Information: Process virtual 'ql_2' ... converted to NODE.
Information: Process virtual 'ql 3" ... converted to NODE.
Information: Process virtual 'ql_4' ... converted to NODE.
Information: Process virtual 'ql 35" ... converted to NODE.
Information: Process virtual 'ql_0" ... converted to NODE.
Information: Optimizing logic using best output polarty for sigrais:

eDdDd inD

Information: Selected logic optimization OFF for signals:
gl 1.Dgl 1.Cql 2.Dqgl 2.Cql 3.Dqgl 3.Cql 4Dql 4C«¢l =D
ql 5.C
gl 0.Dgl 0.CeCdCi1D1.Cd inC



Summary:
Error Count=10

Completed Successfully

PLD Optimizer Software:
x66

LOGIC MINIMIZATION

Messages:

Summary:
Error Count =0

Completed Successfully

PLD Optimizer Software:

x66

OPTIMIZATION OPTIONS

Messages:

Warning Count = 0

MINOPT.EXE  17JUL96  [v3.22 14K

(09:10:20)

Warning Count =0

(09:10:20)

Information: Optimizing Banked Preset/Reset requirements.

Summary:
Error Count = 0

Completed Successtfully

A ekt 8 7 e e e e e B

PLD Compiler Software:
x66

DESIGN EQUATIONS

Warning Count = (

PLAZJED.EXE

17/JULG6  [v3.2

I~
2
| p—

IR
e

(09:10:21)



ql 5.Q

LAR =
GND

1.SP =
GND
clk

ql 0.D=
d in.Q

ql 0.AR=
GND

ql 0.SP=
GND

ql 0.C=
clk

ql 5.D=
ql 4.Q

ql 5.AR=
GND

ql 5.8P=
GND

ql 5.C=

ql 4.D =
ql 3.Q



ql 2.AR=
GND

ql 2.5P=
GND

ql 2.C=
ql 1.D=
gl 0.Q

ql_ 1.LAR=
GND

ql 1.8P=



GND

ql 1.C=
clk

d inD=
/ql 5.Q*/ql_4.Q*/ql 3.Q*/ql 2.Q* fqi 1.0
+/ql 0.Q*ql 5.0
+ql 0.Q*/ql 5.Q

d mnAR =
GND

d in.SP=
GND

d in.C=
clk

d.D=
p * /sel * /1.Q
+/p ¥ /sel ¥ 1.Q
+sel # d.Q

d.AR =
GND

d.SP =
GND

e.D=
ql 5.Q */p * sel
+/ql 5.Q * p * sel
+ /sel ¥ e.QQ

e AR =
GND



e.SP =
GND

e.C=
clk

Completed Successfully

PLD Compiler Software: PLA2JED.EXE 17/JUL/S6 [v3.22]41IR
x66

DESIGN RULE CHECK (09:10:21)

Messages:
None.

Summary:
Error Count =0  Warning Count = 0

Completed Successfully

PLD Compiler Software: PLA2JED.EXE 17/JULMS6 [vZZ2:141%
x66

DESIGN SIGNAL PLACEMENT  (09:10:22)
Messages:

Information: Checking for duplicate NODE logic.
None.



C22V1i0

clk = 1| 124* not used
sel ={ 2| |231=d
p=|3| 221=q_i
not used *| 4| 21=ql 3
not used *| 5| 20=ql_5
not used *| 6| 119]=1
not used *| 7| 118]=ql O
not used *| §| 117]=qgl 4
not used *| 9| 16|=ql 2
not used *{10)| 15~ d in
not used *{11| Hd=e
not used *|12| 113]* not used
Summary:

Error Count =0  Warning Count = 0

Completed Successfully

PLD Compiler Software: PLA2JED.EXE 17/JUL/9G  [v5.
X66

RESOURCE ALLOCATION (09:10:22)
Information: Macrocell Utilization.

Description Used Max

| Dedicated Inputs | 2 | 11
| Clock/Inputs R
| I/O Macrocells | 10 ' 10

137 22 =359 %



Information: Output Logic Product Term Utilization.

Node# Output Signal Name Used Max

|14 | e 31 8|

|15 | d_in | 3110
116 | ql_2 | 1112
17 | ql_4 | 1] 14 ]
18 | ql_0 | L] 16|
19 | ERCE

120 | g1_5 P14
|21 | q1_3 | 112 ]
122 | qt_1 | 1] 10|
|23 ] d | 31 8]

125 | Unused 01T

PLD Compiler Software: PLA2IEDEXE 17/JUL/M96 [v3Z2]41IR
x66

JEDEC ASSEMBLE (09:10:22)
Messages:

Information: Output file 'encrypt.jed’ created.
Summary:

Error Count=0  Warning Count =0

Completed Successfully at 09:10:22



Cypress C22V10 Jedec Fuse File: encrypt.jed

This file was created on 03/04/99 at 17:55:48
by PLA2JED.EXE 17/JUL/96 [v3.22 |4 IR x66

22V10*

QP24* Number of Pins*

QF5828* Number of Fuses™

FO* Note: Default fuse setting 0*

GO* Note: Security bit Unprogrammed*

NOTE DEVICE C22V]0*

NOTE PACKAGE PALC22V10-20PC/PI*

NOTE PINS clk:1sel:2 p:3 e:14d in:15ql 2:16 ql 4:17 ¢l ©:18 19
ql 5:20 %

NOTE PINS ¢l 3:21ql 1:22d:23 %

NOTE NODES *

L.0O000

00000000000000000000000000600000000000000000
* Node clk[1]=> BANK : 1 *

100044
JITTITT0TTI0T11 I I I ITTII1TI11111111111
11111011011111111101111 1113 11111113111111111
111110111011111111101 11111 11111111111111111]
1110011111111 11 111E1 11131111111 111111111131]
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
* Node d[23] => OF : 1 ,LOGIC : 8 *

L00440

00000000000000000000000000000000000000000000
IT1I13 LI 0 L e LI I tot It I e I il irtl
00000000000000000000000000000000000000000000
0000000000000000000000000000000000G000000000
000000000000000000000000000000000000000000G0



00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000600000000000000
00000000000000000000000000000000000000000000
* Node q1_1[22] => OF : 1 ,LOGIC : 10 *

100924
00000000000000000000000000000000000000000000
RIS NARARRNARERRRNARARTIRRRERERERE
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
* Node q1_3[21]=>OE: 1,LOGIC : 12 *

1.01496

00000000000000000000000000000000000000000000
TIITLEILIEIT I eI I t0LI I III11T1T1T1]
00000000000000000000000000000000000000000000
000000000000000000000000000000006000000000000
00000000000000000000000000000000000000000000
00000000000000000000060000000000000000000000
000000000000000000000000000000060000000000000
000000000000006000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000G000G0000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000300000000



* Node ql_5[20]=>OE : 1 ,LOGIC : 14*

L02156

SRR EEEETRREERRNEEARINRNARERDERRIRRRERY
17111111111 111103 11111113 ¢1 T LTIt il1TiITinl
00000000000000000000000000000000000000000000
000000000000000000000000000000006000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000006000
00000000000000000000000000000000000000000000
* Node i[19]=>OE : 1 ,LOGIC: [6 ¥

L02904

00000000000000000000000000000000000000000000
{1111111¢1111113112281120113 111811108 1T111111]
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000600000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000



* Node q1_0[18] => OE : 1 .LOGIC : 16 *

L03652
00000000000000000000000000000000000000000000
(1111111111011 1 1111111811111 T1T11111111111
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
* Node q1_4[17]=> OE : 1 ,LOGIC : 14 *

104312
00000000000000000000000000000000000000000000
1111110111111 1111111118 111L1311118111111111
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
* Node ql_2[16] => OE: | .LOGIC : 12 %

L04884

PITTLEI I b et it intd
11111011101 11081 ITI I L1101 0T
PILITILITI I I i IO It 1on et ettt

[V VN
—_—— —

NP
—_—



TTILTIT3 LI IO I 1o T it ceriintll
0000000000000000000000000G000000000000000000
00000000000000000000000000000600000000000000
000000000000000000000000000000000060000000000
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000
00000000000000000000000000006000000000000000
00000000000000000000000000000000000000000000
*Noded in[15]=>0E:1,LOGIC : {0 ¥

LO5368
1]ll1111111111111111111[111 [11113311111]
1110111101111101111111111 IURRERRERRRED
11011101111101111]11111111111111Hllilllli
[11101 1L e et inttiililtar]nl
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00000000000000000000000000000000000000000000
000000000000000000000000000000000000000006060
000000000000000000000000000000000000006000000
0000000000000000000000000000000000G0000000000
* Node ¢[14]=>OFE : 1 ,LOGIC : § *

L05764
00000000000000000000000000000000000000000000
* Node sel[2] => BANK : [ *

L0580
10* Note: 23 *

LO3810
10* Note: 22 *

L0512
10* Note: 21 *

LO5814
10* Note: 20 *

LO3816
10* Note: 19 *



LO5818

10* Note:

L05820

10* Note:

L05822

10* Note:

105824

10* Note:

L05826

10* Note:

CoA13*
95

18 *

17 *

16 *

Note:; Fuse Checksum™
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ql 0 streg
181

N

ql 1

9999 11

N

ql I streg
221

N

ql 2

9999 11

N
ql_2_streg
16 |

N

ql 3

9999 11

N

ql 3 streg
211

N

ql 4
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gl 4 streg
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N

ql 5
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ql_5 streg
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sel
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PINS ONLY

1941

clkdd ineipql 0900] ql_1 9003 gl 290605 gl 39007 gl 4 960¢
ql 39011 sel

\Y

PINS and REGS

1941

clkdd_imeipql 09001 gl | Q003 1 29005 gl 39007 q1 4 6ood
gl 59011 sel

v ,

e
541

clk d e p sel
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256000000000000000

l

clk
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0000000000000000000000000000000000000000000G0000000000COGL 000
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0000000000000000

0000000000000000

0000000000000000
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ql 0
000000000000000000000000000000000000000000000000000000000000¢
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00000000000000000000000000000:0000000000000000000000000000000C
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0000000000000000

0000000000000000

0000000000000000
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FFFFFFFFF

0000000000000000

0000000000000000

0000000000000000C
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gl 3
0000000000000000000000000000000000000000000000000000000600C(.0
000
0000000000000000000000000000000000000600000000000000000000CL 0
000

0000000000000000

0000000000000000
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0000000000000000000000000000600000000GHOO0O00O0D000000DCOOCN0
000
00000000000000000000000000000000C0000GV000000000GO0O000GGOC GO
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0000000000000000
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000
00000000000000000000000000000000000000.)000000000000000000004)
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