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1. ABSTRACT

In today’s world of extreme competition on the business front, information
and effici ion are the need of the day. This need for
information exchange brings in another need to make this information selectively
visible, and its visibility to be changed on the fly. Web Services in the business
world, in the most simplistic fashion, provides a ism of icati
between two remote sy gh the network of the Web
Services. This paper deals with a mechanism for providing security to documents
of an enterprise whose applications are web services, by using the principle of
Role Based access control — RBAC and XML specification language. With role-
based access control, access decisions are based on the roles that individual
users take as part of an organization. We need some mechanism to model these
RBAC el and their ps. For this purpose we use XML to write the
specifications. So XML based apeeiﬁea‘ﬂon Earlguage models the RBAC elements
and incorp the functional sf 15 g to some RBAC standard.
In this paper a framework is going to be used whose primary components are
based on XML specification language. The primary aim of the framework is
dissemination of secure documents for a single enterprise web service enabled
application. The frame work consists of a policy base which contains XML

specification files which rep ts the ision making principles of the
organization. The user requests are p d by the and the access
ts controlled according to the privilege of the user. The proposed framework is
under test with a primary set of of a distributed systam.
The future work involves developing the f rk for multiph izath

o ]

2. INTRODUCTION

2.1. WEB SERVICES

The revolution of computerizing services of companies gave rise 1o
d comp ‘ Each company had soft developed and
customized to its specific needs. However, mergers, acquisitions, and business
growths saw the need to share information stored in these isolated computer

systems.

The Intemnet did solve this problem to some extent. However, the Intemet
also opened many loopholes in security, making the owners of this information
uneasy about the scope of their information’s availability.

Hence, it became imperative that, for better B2B (Business-to-Business)

ication, these sy must have the ability to link up to each other,

grant permissions through a system other than the Internet, and which would
make all the systems network with each other like an Intranet.

Web Services is probably not the first solution to such a problem. RMI,
COM, CORBA, EDI, and ebXML also address the same problem space.
Web Services is based on the already existing and well-known HTTP protocol,
and uses XML as the base language. This makes it a very developer-friendly
service system. However, most of the above 1 technol such as
RMI, COM, and CORBA involve a whole leaming curve. New technologies and
languages have to be learnt to implement these services.

MAlso, Web Services is based on a set of standardized rules and
specifications, making it more portable. This was not the case with the
technologies mentioned earlier.
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In a scenario, in which we need to locate a particular pharmacy store in
our area, we would not go out on the road and ask every person we met the way
to the store. We might, instead, refer the Web site of the pharmacy on the
Internet.

If we knew the pharmacy's Web site, we would look it up directly and find
the location through the store locator link. If not, we would go to a search engine
and type out the name of the pharmacy in the language that the search engine
was meant to recognize. After getting the location, we would find the directions to
the store, and then go to the store.

The structure of Web Services s also very similar. Web Services provide
for each of these previously described activiti If we y look at the
preceding example, we will see that there is a requestor or a consumer. There is
also a service, the pharmacy store. The central database of information is the
Internet, through which you find the location of the p y. In the ph
when we fire a search in the search engine, our request is wrapped in a

cture, whose language is p i and localized, and then passed onto
the server running the search engine. In Web Services, SOAP, UDDI, and WSDL
P the roles i d in these steps.

SOAP (Simple Object Access Protocol) is the method by which we can
send messages across different modules.
This is similar to how we communicate with the search engine that contains an
index with the Web sites reg d in the index with the keywords.
uDDI (Uniy | Dy iption, Di y, and Integration) is the global look up
base for locating the services. In the example mentioned earlier, this is
analogous to the index service for the search engine, in which all the Web sites
register i iated with their keywords. [t maintains a record of all
the pharmacy store locations throughout the country.




WSDL (Web Services Definition L is the d through which
different services are described in the UDDI. This maps to the actual search
engine in our example.

The following Figure fllustrates this concept.
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Web Services in the business world, in the most simplistic fashion,
provides a mex of b 1 two remote systems,
connected through the network of the Web Services. For example, in case of a
merger or an acquisition, companies don't have to invest large sums of money
developing software to bring the systems of the different companies together. By

ding the applis as Web Services, the information systems of
different companies can be linked. These business systems then can be
accessed by using simple SOAP messages over the normal HTTP Web protocol.
For example, a manufacturing company requires some raw materials to be
supplied the | in stock the threshold levels. These
Jevels can be constantly monitored by the business system of a trusted supplier,
and promptly replenished, without having to wait for a supervisor to notice it and
generate a work order.

3. LITERATURE SURVEY

1. Rafae Bhatti, Elisa Bertino, Arif Ghafoor, James B.D.Joshi. “XML Based
specification for web services document security”, IEEE Computer, April 2004,

Document secunty in XML based Web services has become increasingly
imp for secure busi transactions over the web. The authors
propose an XML based access control specification lang to add this
security challenge. The paper inf ion access based on
context and content related to the access requests. It also deals with the subject
and object heterogeneity which makes the access decision process more
complex.

The secure documents that XML based Web service disseminates
encompass diverse subjects and objects related to the applications. Object
heterogeneity can exist sither as abstract concepts or as knowledge embodied in
the ion  that  requi p i So this work address these
heterogeneity and proposes that the Role base access control model will be the
suitable one to handle this. The paper says about the primary elements of RBAC
model users, roles, permissions, operations and objects. Thz paper also
introduces the XML specification language which models the RBAC elements
and the framework proposed above.

2, David Ferraiolo and Richard Kuhn,” Role-Based Access Controls™
15th Y O (1992), National Institute of Standards and
Technology.

In many organizations in industry and civilian government, the end users
do not “own” the information for which they are allowed access.

2.2. THE PROBLEM DOMAIN

When an prise application is p blished in the net as a web service, it
is intended to be accessed by various kinds of users for different purposes. To
contral the visibility and usage of the data a security system is required which

comprises of a set of c ts for auth di

Information access may require restrictions based on the content and
context related to the access requests. For example a digital library can contain
some information inappropriate for children, and a web service that provides
access to such a resource should deny access to users in a certain age group.
Similarly for web services in the healthcare industry, relevant parties, including
physicians should have access to selective content based patient information.

The access control model should also capture security relevant

| context and incory Hlnllsawassoomldecim»ﬂdgnal

library service may permit only of a particul i y

intranet. Here the decision making is based on the context, in this case which is
an authorized IP address.

Thus, the problem taken in this project work can be defined as “Providing
rity to d ts of an prise whose applications are web ices, by

using the principle of Role Based access control — RBAC and XML specification
language”.

For these organizations, the corp or agency is the actual “owner" of
system objects, and discretionary access control may not be appropriate. Role-
Based Access Control (RBAC) is a nondiscretionary access control mechanism
which allows and promotes the central ion of an I
specific security policy.

Access control decisions are often based on the roles individual users
take on as part of an organization. A role specifies a set of transactions that a
user or set of users can perform within the context of an organization. RBAC
provide a means of naming and ing relationship individuals and
rights, providing a method of meeting the secure processing needs of many
commercial and civilian government organizations.

various forms of role based access control have been described and
some are used in commercial systems today, but there Is no commonly accepted
definition or formal standards encompassing RBAC. As such, evaluation and
testing programs for these systems have not been established as they have for
systems conforming to the Trusted Computer Security Evaluation Criteria. This
paper proposed a definition of The requirements and access control rules for
RBAC proposed in this paper could be used as the basis for a common definition
of access controls based on user roles.

3. “An Introduction to Fole Based Access Control’, NIST/ITL Bulletin, December
1995,

This article provides background information on Role-Based Access
Control (RBAC), a technical means for controlling access to computer resources.
While still largely in the ion and prototype stages of development,

RBAC appears to be a promising method for controlling what information
computer users can utilize the programs that they can run, and the modifications




that they can make. Only a few off-the-shelf systems that implement RBAC are

ially ilable; ganizations may want to start investigating
RBAC for future application in their multi-user sy RBAC is appropriate for

consideration in systems that process L ified but itive inft ion, as
well as those that p « i f {

The article also explains the primary kinds of access controls which are
Discreticnary access control, mandatory access control and the evolution of
RBAC from those methodologies. Then it starts explaining users and roles. It

P under RBAC how users are granted membership into roles
based on their P ies and resp lities in the organization. Then it
gives a brief introduction of roles and role hierarchies. Role hierarchies are a
natural way of organizing roles to reflect authority, responsibility and

competency.

The paper proceeds with roles and operations, and then it ends with
stating advantages of RBAC model and current status of RBAC activities.

Further, it is possible to iate the pt of an RBAC operation with
the concept of "method® in Object Technology. This association leads to
approaches where Object Technology can be used in applications and operating

to imp an RBAC operati
8

* Studying different models of RBAC
« D ion of the appropriate model for the chosen application The

core access policies of the system have to be defined.
+ Implementation of the defined policies

5, DETAILS OF THE METHODOLOGY

The proposed soluti ists of three important components.
5.1. RBAC- ROLE BASED ACCESS CONTROL

With role-based access control, access decisions are based on the roles
that individual users have as part of an organization. Users take on assigned
roles (such as doctor, nurse, teller, manager). The process of defining roles
should be based on a thorough analysis of how an organization operates and
should include input from a wide spectrum of users in an organization.

Access rights are grouped by role name, and the use of resources is

d to individuals authorized to the iated role.
For example, within a hospital system the role of doctor can include operations to
perform diagnosis, prescribe ication, and order y tests; and the role
of researcher can be limited to gathering clinical ion for
studies.

The use of roles to control access can be an effective means for
ping  and ing P pecifi ity policies, and for
fining the &

A properly-administered RBAC system enables users to carry out a broad
range of authorized operations, and provides great flexibility and breadth of
application.

4. LINE OF ATTACK

The project intends to apply the solution methodology to a simulated
environment and test its capability. The line of attack starts from developing a
web service for a real time problem and applying the proposed for
that environment.

The real time problem chosen here is a distributed healthcare system. A
system of medical practitioners, pt ists, lab 18 and admini
people working on health related tasks in a medical center. The primary data
center is available as web services.

Then a framework will be modeled which ists of various P
to enforce the access control of documents, For example the XML policy base
and Access control module.

Users are allowed through the framework by proper authentication
information and the details trigger the access control module to make the user to
browse only the approp inf jon. This particular job is done with the help
of RBAC — Role based access control system and XML specification language.

So in a consolidated manner we can list down the operations as following.

+ Studying the fundamentals of RBAC models

+ Learning the Creation of XML documents

+ Learning the tools to develop and deploy a web service
+ Analysis of application domain

* Developing a Distributed h system

System administrators can control access at a level of abstraction that is

natural o the way that ises typically conduct busi This is achieved by
statically and dynamically regulating users' actions through the establisnment
and definition of roles, role hi hi ionships, and i Thus, once

an RBAC framework is established for an organization, the principal
administrative actions are the granting and revoking of users into and out of
roles.

The important component of the proposed solution s a specification
language to draft the access control decisions which is based on xmil.

5.2. XM BASED SPECIFICATION LANGUAGE

The RBAC model has five primary elements users, roles, permissions,
operations and objects. These elements are related through set relations and
functions. Permissions are composed of an object to operations mapping.

We need some mechanism to model these RBAC elements and their
relationships. We use XML to write the specifications. So XML based
specification language models the RBAC elements and incorporates the
functional specificati ing to some RBAC standard.

In this project work a framework is going to be used whose primary components
are based on XML specification language. The primary aim of the framework is
ination of secure d for a single P web service enabled

application.

The frame work consists of a policy base which contains XML specification files
which rep the ision making principles of the organization. The
framework in its entirety is given below with access control module, XML policy
base and all other components.




5.3. THE WEB SERVICES APPLICATION

5.3.1. The background

The simulated system is a Distributed Healthcare system. A system of
medical practitioners, p i fab t 15 and i ive people
working on health related tasks in a medical center. The primary data center is
avallable as web services.

The several kind of users of this environment are group of clinicians,
nurses, doctors, accountants, administrative people of various grades, a Dean
and a chief administrator and patients.

When it comes to operations we can consider the following to be
undergone in the system.

5.3.2. Operations

Under Resource Administration,

Fi P I, Materials and support services, assett and facility
management.

Under evaluation and planning

Activiti dical care, clinical quality

Logistics of care delivery

Patient identification, Admission, Discharge, Transfer, app duling
service scheduling

Under Records Management

Medical records, and legal ion, clinical audit.

The constraint is a limitation when a particular role tries to access some
specific part of a document. For example when a dental surgeon tries to browse
the documents related with patient payments the system may not allow him to do
s0. It is a constraint here. In our system hierarchy and constraints are common
aspects. That is why we have decided to choose RBAC model 3 for our system.

5.3.4. The XML Documents.

XURM XPRM
User ——— Roles ———— Permissions

XUS xRS XPS

Fig 5.3.2. The Document structure
The above diagram depicts the XML documents used in the system and
the nature of them.
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5.3.3. Choosing RBAC model

When we decide to deploy the concept of Role based access control
model in our system, we have four options to choose from.

The options and their details are given below.
RBAC - 0 Basic .

RBAC - 1 Basic + Hierarchy

RBAC - 2 Basic + Constraints

RBAC — 3 Basic + Hierarchy + Constraints
Selected one: RBAC - 3

We have selected the mode! RBAC 3. Since we have hierarchy of roles
and some constraint based access in our system. The hierarchical arrangement
of roles in our system is depicted in the figure below.

Dean
7 - 1
Chief doctor Chief Admin
i i
Physician Specialist Manager
— |
Staff nurse Junior nurse Admin.asst.
Technician

Fig.5.3.1. Hierarchy of roles

XUS — XML User Sheet provides the details about the users and their
credentials.

XRS — XML Role sheet describes the roles involved in the system and defines
the users whao are all takes that role.

XPS — XML Permission sheet explains the nature of permissions. That means
the kind of objects which are allowed to read, write and modify by some
permission ids are described here.

XURM - XML User Role Mapping is a document describes the association
between users and roles of the system.

KPRM — XML Permission Role Mapping is a document provides the association
between permission and roles, that is, which roles are allowed to do specific

5.3.5. The functioning of the system.

The Functioning of the system is based on the policy base created by the
administrator. Policy base is a collecti of xmi listed above.
Collectively the documents define the access control policies of the system. Here
we describe the nature of every user, the role he can play, and the access
permissions of the user.

So whenever a user login the system, based on his usemame and
password we classify him to a role. The description of the user is available in
XUS. The coresponding role played by the user is available in the XRS. We
have the document XURM to map the user to a role. Every role has pre defined
p which is di ined by the d nt XPRM.




We deploy a module for access control that determines the content and
context inf ion. For ple a I ist of the health care system will not
be allowed to access the details of payment done by the patients. Similarly a
clerical staff is not allowed to access the blood test results of any patient.

5.4. THE PROGRAMMING ENVIRONMENT

The dot net development environment has been chosen to develop the
imaginary health care system. While have few more choices like java, we prefer
dot net because of the availability of numerous tutorials and the user friendliness
of the software.

The .NET Framework is a development and execution environment that

allows different prog ing lar & libraries to work tog lessly

to create Windows-based applications that are easier to build, manage, deploy,
and integrate with other networked systems.

The .NET Framework consisis of:

* The Common Language Runtime (CLR)
A language-neutral development & execution environment that provides
services to help ® " ication ion

« The Framework Class Libraries (FCL)
A consistent, object-oriented library of prepackaged functionality

+ The .NETF rk provi the basic infi ture that Windows-
based applications need to make Microsoft's .NET vision of connecting
information, people, systems, and devices a reality:

* Support for standard ing protocols & specification:

The .NET F rk uses d Internet protocols and specifications
like TCP/IP, SOAP, XML, & HTTP to allow a broad range of information,
people, systems, and devices to be co d

6. RESULTS

After developing the fi ork appropriate for a simulated environment
the interface is developed. The following figure shows the primary interface to the
system, developed as an ASP page in dot net environment.

» Support for ditferent programming languages
The NET Framework supports a variety of different programming
languages so developers can pick the language of their choice

+  Support for programming libraries developed in different languages
The .NET Framework provides a consistent programming model for using
prepackaged units of functionality (ibraries) which makes application
development faster, easier & cheaper

+ Support for different platforms
The .NET Framework is available for a variety of Windows platforms,
which allows people, systems, and devices to be connected using different
computing platforms. E.g. People using desktop platforms like Windows
XP or device plattorms like Windows CE can connect to server systems
using Windows Server 2003.

The next page provides a model for the page that provides navigation to
the information pool according the role played by a user in the environment. In
the following snapshot the user is Dean of the health care system. The
information that he is authorized to access is listed in the left side of the page in

the form of links.

Similarly, whenever a user login the system, the role played by him is
identified and the information he can access is shown in the form of links in the
left side.



The appearance of the navigation screen for a neuro physician will appear like

Here we can see, the information he can access are limited and only the
details relevant to his expertise and nature of work are available.

The next screen shots shows the description of a developed web services for
lllustration purpose. Here we see the list of web methods created for a web

sernvice.

or a formal definition, pleate revies the Service Bescantien

= Batiente list

* Yiew policy
» Aci Betails
= spdify policy

This veeh service is using hitp: / ftempuri.org/ as its default namespace. o
Recommendation: Change the dofault namespace before the XML Web service is made public

ed by & namaspace Bt you conbrol
ah L

This screen shot shows the information retumed by a web service on a

request by a cardiologist.

Here we provide the details of the patients on individual basis, as well as
the entire data. For that purpose we show a combo bex. So the user can select
the details of all the patients of any particular user.

When a web service is developed, the details about the web methods, the
web service intended to execute are displayed as below. This example screen
shows the details of a web method patients list in a web service called dean

service.

- Mucrosalt Inte

ek fupee far a complate bt of operatent

Pmnls_m-
Test

To test the e

RO |

SOAP

Th fellowing i & sample SOAP recumst and reszonse, The placehalders shomn need

POST /selve/serone/Deanser.asmx HTTP/1.1

Howt: mslld

[ ype: text/xml:

Contanc-Lenguh:

SOAPActien: “BEtp:i//tespuri_org/Patients liscr

<7xml versions71.0" escoding=tutf-8°7»

<soap:Emvelope xmlnmixsi="hBropi//www.wd.ocg/ 2001/ XMLSchems- inatance” xmins:wad="htepi//wwv.vl
cacap:Body>

_ <Patienta ligt xmloa="htcp://cempic

org/® [2




7. CONCLUSION

This project work deals with a means to provide security to documents of
an enterprise whose documents are available as web services. Here | have taken
a modern approach which uses an effective access control mechanism and the
implementation is on NET platiorm. While web services are getting much
attention, so many access control mechanisms are in market to protect the web
documents. The first part of the project analyses an access control mechanism
called RBAC- Role Based Access Control which is efficient and effective to
pratect web documents. To represent RBAC we need a mechanism. Here we
use XML Specification Language for that purpose. We restrict every user based
on the role played by him. The nature of the user, the role taken by him, the
access permissions of the role are clearly defined by following any one of RBAC
standard. Then they are represented in XML. The collections of these XML
documents are known as XML policy base which plays the central role in
restricting access to the documents. To validate the functioning of this idea, we
build a imaginary health care system whose users are from Dean to Lab
technician. RBAC 3 model is chosen to represent the policies of the system.
Then the xml policy base is constructed. A web interface is created and
whenever a user enters into the system the role played by him is identified and

the approp portions of the d ts are available for him to access. Thus
the proposed mechanism Is tested and functioning well. This mechanism is found
comparatively simple and effective then other mechanisms in the market today. It

is because of the advantages in RBAC and the power of the XML language.
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8. SCOPE FOR FUTURE WORK

This project work deals with a means to provide security to documents of
an enterprise whose documents are available as web services. At the end of the
project work, it has a good scope for future work. When it comes to access
control the project handles only read access control of documents. The write and
modify access controls have not been done. But it requires a much less
modification in the work. We need to change the xml pelicy base to incorporate
few more access specifications like write and modify. Then the web service has
to provide web methods appropriate for write and modification. The major scope
for enhancement for the project lies in its size. The done work is meant for
documents of a single organization. We have the scope to modify it to service
multiple organizations. While we have documents of multiple organizations in one
side and users of those organizations in other side, the intermediate policy base
and access control mechanism becomes so complex and huge. The similarity
between users of different organization has to be found, and the documents have
to be organized with utmost care.

10. APPENDIX

9.1 More snapshots.

9.1.1 Blood test report of the patients.




9.1.2 Medical history of the patients

9,1.3 The screen for a physician

=

9.2 Code samples

The following XML specification document shows how the credential of an user in
a Health Care Organization could be defined.

<credentials>

<credential>
<cred type cred_type_id="c100'>
MNurse
<fcred type>
<cred_expr>
<att_value_list>
<att_value_pair=>
<aft_name:>
user_id
<fatt_name:
<att_value>
John
</att_value>

<fatt_value_pair>
<att_value_pair>
<att_name>
age
</att_name:
<att_value>
30
<fatt_value>
<fatt_value_pair>
<att_value_pair>
<atl_name>

30

level
<fatt_name:=
<att_value=
5
</att_value>
<fatt_value_pair>
</att_value_list>
</cred_expr>
</credential>
</credentials>

This document shows the credential of a user whose user identification is
Nurse. The attribute value pair is an XML element which provides the name, age
and level of access given to that particular user. Collectively it is known as
credential expression which is (Nurse, {{user_id, John),(age,30), (level,5)})

So the above document is known as XML user sheet - XUS which contains the
details about the user.

Similarty the roles of an organization can be defined by the XML role sheet which
is given below.

<roles>
<fole>
<role_name=Doctor
<frole_name>
<duty_role_id>dri 1
<duty_role_id>
<frole=
<froles>
<dutysets=
<dutyset ds id="dri 1'>



<priv>prescribe

<[priv>

</dutyset>
<fdutysets>

The above XML specification document denotes the authorization of a role
Doctor in terms of his privileges. So each role will be assigned to some specific
privileges or p And each permission is igned for some objects to
which the access is permitted.

<permissionss
<permission>
<perm_id=
pl
<fperm_id>
<obj_type>
med_report
<fobj_type>
<operation>
read
<foperation>
<perm_id>
p2
</perm_id=>
<obj_type=
prescription
</obj_type>
<operations
all
<foperation=
<fpermission>
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p2
</perm_id>
<[permissions>
<fprm=
<Xprme

This permission role mapping shows what are all the permissions of
assigned for a role. Already we would have defined what users will take what
roles by another mapping known as user role mapping- XURM. Along with that
specification the above XPRM resoives permissions are allowed to users of
various kinds. All these XML specification documents forms the XML policy base,
the major component of the framework.

—

The above is the XML permission sheet which defines permissions for
objects and associated operations in a given system. The permission component
usually ists of system dependent operations such as read write, delete or
modify.

Those above documents forms the base for the decision making process. They

are used in ad\ d XML specification d which provides the mapping.
The code given below il the mapping of permi to roles. XPRM
stands for XML specification for F jon Role M;
<Xprm:
<prm prm_id="prm1">
<role_name:
Eye_Doctor
<frole_name:
<permissions>
<perm_id>
p2
</perm_id>
</permissions>
</prmz

<prm prm_id="prm2’>
<role_name=DBA
</role_name:>
<permissions>
<perm_ld>

pl

</perm_id>
<perm_id>
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The created XML specification documents appear like this. This document is
known as XUS. XML User sheet.
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9.3 Abbreviations

The XML document that defines the roles associated with users is known as
XRS. XML Role sheet. The appearance of an XRS is shows below. RBAC - Role Based Access Control

SOAP - Simple Object Access Protocol

uDDI - Une 1 D iption, Di y, and Integration
Fle Edt Vew Foeorbes Toc  Heb .
O @ HEG Lo srvewm @ O 35 WSDL - Web Services Definition Language
Adcress @YK laebvalprometion, pryiar osl v B e
<t versions"i 1> 2 XUS — XML User Sheet

e_ramexPhysican</ioe_names
<gracesjunior</grade> - XRS - XML Role sheet
<cardnabty>20</carcinakty>
</role>
= <rolex
<rohe_namesspecialist</roke_name> i
st ik XPS — XML Permission Sheet
<cardnabty>10</cardnality>
</role>
- <roles
<roie_namesPlvsiclan</roie_names XURM — XML User Role Mapping
<gradessenioregrade s
<cardnalty>10e/candnaiity>
</role> Py
s s XPRM — XML Permission Role Mapping
<role_name>specialist</roke_names
cgratessenior/grades
«cargnabty>S</cardnality>
< frole>
- <roles
<role,

inistratore,role_names
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