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ABSTRACT

Data mining techniques have been widely used in various applications. However,
the misuse of these techniques may lead to the disclosure of sensitive information.

Researchers have recently made efforts at hiding sensitive association rules.

The Hiding of Sensitive Rules is done by using Modification Schemes.
Nevertheless, undesired side effects, e.g., non sensitive rules falsely hidden and spurious

rules falsely generated may be produced in the rule hiding process.

In this system, our approach strategically modifies a few transactions in the
transaction database to decrease the supports or confidences of sensitive rules without
producing the side effects. Since the correlation among rules can make it impossible to
achieve this goal, we propose heuristic methods for increasing the number of hidden

sensitive rules and reducing the number of modified entries.

The experimental results show the effectiveness of our approach, i.e., undesired side
effects are avoided in the rule hiding process. The results also report that in most cases, all
the sensitive rules are hidden without spurious rules falsely generated. Moreover, the good
scalability of our approach in terms of database size and the influence of the correlation

among rules on rule hiding are observed.
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CHAPTER 1

INTRODUCTION

1.1 ORGANIZATION PROFILE

The idea of providing quality software products at a competitive price gave birth to
MEZOBLANCA SOLUTIONS India (Pvt) Ltd. MEZOBLANCA works as a part of any
organization seeking cost-effective solutions. MEZOBLANCA is blessed with a team of
software professionals in order to achieve its mission. MEZOBLANCANS work towards

managing successful software delivery.

MEZOBLANCA SOLUTIONS India (Pvt) Ltd is a leading solution provider for
software based applications established in 2003. The Company has been promoted by some

highly experienced professionals dedicated to provide total IT solutions under one roof,

Mezoblanca team provides top quality software solutions with an innovative view.
Our highly spirited Mezoblancans focus on meeting the complications of the present

business with prodigious ease.

Mission
To help individuals enhance their creativity and build Knowledge that creates
opportunities, thus deliver a result that maximizes customer's return on their existing

investments, Affordable cost, High quality products, Effective marketing time.

Vision
To evolve as a product company by optimally using the resource thus to provide

competitive products that are affordable.



Products

CRM

Trading, Accounts, Production process softwares
Networking Products

Medical Imaging Solutions

Web Based Training Tools

YV V.V V V VY

Project for Hospitality Industry, Gear Industry, Bearing Industry, Textile
Industry

Services

o Software Development

e Web Designing

e Software Training

e Software development consulting

e Research and Development

Company Background

Business Since: 2003
No. of Employees: 1-15
Entity Type: Corporation

Contact Information

Company Address

204,PSG STEP Software ParklI,

Peelamedu, Coimbatore-4, Tamilnadu, India.
Company Phone: +914224363316

Sales Phone: +914224363318

Company Web Site: http://www.mezoblanca.com

Company email: info@mezoblanca.com




1.2 ABSTRACT

This project is aimed at improving the privacy preserving features of the
DataMining results sharing and we utilize approach that strategically modifies a few
transactions in the transaction database to decrease the supports or confidences of sensitive
rules without producing the side effects. Since the correlation among rules can make it
impossible to achieve this goal.

All the sensitive rules are hidden without spurious rules falsely generated.
Moreover, the good scalability of our approach in terms of database size and the influence

of the correlation among rules on rule hiding are observed.
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CHAPTER 2

SYSTEM ANALYSIS

2.1 EXISTING SYSTEM

There are frequent instances that we need to share our transaction database with 3™
parties for varieties of reason like to study the consumer’s behavior, to have better layout of
the products in the sales shelves/counter, accounting and product promotion. So, there is a
growing demand for these types of transaction databases for Super stores, large trading

corporations, Banks and other financials services and trading organizations.

The existing methodology of sharing the database after hiding the sensitive rules is
widely followed. Very simple and unconventional methods are followed by the IT
managers to hide the few sensitive data or data patterns before it is available for the

sharing.

Though many organizations follow more robust and proven algorithms like Apriori,
FP (Frequent Pattern) algorithms, there is no provisions or checks that are followed to

ensure no undesired side effects are raised in the process of hiding the sensitive rules.

Some of the undesired Side Effects may be 1) Weak Rules (Rules which are not
sensitive to the organization) may be falsely hidden. 2) Spurious Rules that may have been

raised etc.

2.1.1 Disadvantages of the existing system

e The sampling approach used in the existing system suffers from the following
drawbacks

o An effective approach is not used



o Constraints are not checked

o Leads to side effects

* A method that affects the least number of transactions and helps to hide the most
number of sensitive rule is not given the priority.
e Lacks in performance , particularly in a large database

e Uncertainty would be large if correlation among rules are not considered.

2.2 PROPOSED SYSTEM

In order to safeguard the genuineness of the transaction database that are to be
studied and analyzed , we need to make sure the undesired side effect — 1) Weak Rules
(Rules which are not sensitive to the organization) may be falsely hidden. 2) Spurious

Rules that may have been raised etc., does not happen.

In order to avoid the side effects of the association rule hiding, we follow the
constraint checking process before we confirm any hiding of sensitive association rule. It
can be interesting to discover the full set of rules that will be falsely hidden or generated as

the side effects after rule hiding.

Efficient mechanisms are required to speed up the rule hiding process for large
databases. Another issue is the fast recognition of sensitive rules that cannot be hidden
according to the user-specified constraint. An ideal goal is to build a system that can aid the

database administrator to find the sensitive rules for hiding.

The other issue is to remove the threshold assumption. A rule hiding approach
should be robust no matter how the adversary looks into the modified database, e.g., using a
lower MCT to reveal the hidden sensitive rules. The challenge is to take into account both

the above attacks and the undesired side effects.



2.2.1 Advantages of proposed system

The modifying approach used in the proposed system contains the following

advantages

e An effective approach is used

e Constraints such as
* Not to hide a strong rule
* Not to generate another strong rule
+ fail to hide a strong rule

are checked.

e Undesired side effects such as
*  Weak rules that may be falsely hidden
* Rules that may be generated falsely

are not created.

e Performance is good even in a large database

2.3 USER INTERFACE REQUIREMENTS

Modules are

> Mining of Strong Association Rules in Database.

»> Evaluation of Modification Schemes for Rule Hiding.

> Index Construction and Template Generation

> Implementation of Properties of Sensitive Rule Hiding



1) Mining of Strong Association Rules in Database:

Association rule mining is a process of finding the set of strong association rules in
a transaction database. An itemset is a set of elements recorded in a database recordset.
The Support and Confidence of all the itemsets in the transaction database is calculated

using Apriori Algorithm.

The Strong Rules are filtered out by using the predetermined Minimum Support
Threshold and Minimum Confidence Threshold values. The Rules (set of itemsets) which
have the Support and Confidence levels above the minimum Threshold levels are filtered
out as Strong Rules by implementing the Apriori Algorithm. The Sensitive Rules among
the Strong Association Rule are selected based on the Business interest and are separated

aside to be targeted for Rule Hiding,

2) Evaluation of Modification Schemes for Rule Hiding :

The different modification schemes are evaluated for Efficient Rule hiding process.
The schemes like Deletion, Insertion and swapping (both deletion and insertion together)

are studied. The selection of the exact Modification scheme is done based on the factors

1) The modification scheme must affect minimum number of transaction
itemsets to hide the rule
2) No Side Effects - Weak Rules Hiding and new spurious generation have

to arise.

It can be seen that a modification schemes consists of three elements, including the
modification scheme (either deletion or insertion), the item, and the transactions to be
modified. The effects of a modification can be different if one of its elements is changed. It

may increase or decrease both Support and Confidence.



A modification is said to be valid if it will not produce any side effect in the
modified database. Since a number of valid modifications can be applied to hide a sensitive
rule, the goal of this module is to select a proper subset of valid modifications to hide the
sensitive rules. Specifically, the modification that affects the least number of transactions

and helps to hide the most number of sensitive rules has priority over the others.

3) Index Construction and Template Generation:

We apply to the an algorithm for association rule mining with MST 20% and MCT
60% and obtain the frequent itemsets and the strong rules..We encode each item as a unique
prime number such that all the transactions and rules are converted into products of prime

numbers.

The frequent items are sorted by their counts and mapped to the prime numbers in
reverse order. In this way, the product of prime numbers stored in the index and tables will
not be too large. Not only the transactions but also the rules are represented in the form of

prime numbers or products of prime numbers.

The strong rules are distributed into two tables. Since the number of sensitive rules
is often much less than the number of non-sensitive rules, we do not keep the sensitive rules
in the transaction-rule index. With this index, the transactions and non sensitive rules
satisfying a logical form can be quickly identified. . The efficiency of template generation
depends on both the numbers of sensitive rules and items in the individual sensitive rules. If

there are common items among the sensitive rules, the costs in this stage can be reduced.

4) Implementation of Properties of Sensitive Rule Hiding Based on Constraints:

The Constraints to be considered while implementing of Properties of Sensitive Rule
1) The Rule which is Not to be Hidden denoted by N-T-H.
2) The Rule which is Not to be Generated denoted by N-T-G.



The constraints are carefully checked iteratively step by step and the properties of
Sensitive Rule Hiding are selected from the listing which satisfies the above said

Constraints.

In this module, we adopt Scheme 3 i.e. addition and deletion together to modify the
database, and use the constraints N-T-H and N-T-G as the guides to avoid the side effects.
To consider both the numbers of hidden sensitive rules and modified entries, we include the

correlation among rules in our modification scheme.
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CHAPTER 3
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DEVELOPMENT ENVIRONMENT

3.1 H/W ENVIRONMENT

Processor
Speed '
RAM capacity
Floppy disk drive
Hard disk drive
Key Board
Mouse
CD Writer
Printer

| Motherboard
Cabinet

Monitor

3.2 S/W ENVIRONMENT

Operating System
Front end used
Back end used

Pentium IV
Above 500 MHz
128 MB

1.44 MB

20 GB

Samsung 108 keys
Logitech Optical Mouse
52x LG

DeskJet HP

Intel

ATX

17” Samsung

Windows 2000 and above

SQL Server 2000
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3.3 SOFTWARE OVERVIEW f': /‘\ é\\(‘g
Hg (L&BRARY iif,;
“:l{‘;»?é ," -
3.3.1 VB.NET Nglere D _2:m8

VB.NET is the new version of Visual Basic. Visual Studio.NET is an Integrated
Development Environment that hosts VB.NET, C#, and C++NET. Underlying all this is

the .NET Framework and its core execution engine, the Common Language Runtime.

When we compile the code from any language that supports the NET Framework,
it compiles into something called MSIL, or Microsoft Intermediate Language. This MSIL
file is binary, but it is not machine code instead, it is a format that is platform independent
and can be placed on any machine running the NET Framework. Within the .NET
Framework is a compiler called the Just-In-Time, or JIT, compiler. It compiles the MSIL

down to machine code specific to that hardware and operating system.

3.3.2 .Net Framework

The .NET Framework is a collection of services and classes. It exists as a layer
between the applications we write and the underlying operating system. This is a powerful
concept: The .NET Framework need not be a Windows-only solution. The NET
Framework could be moved to any operating system, meaning our .NET applications could
be run on any operating system hosting the .NET Framework. This means that we could
achieve true cross-platform capabilities simply by creating VB.NET applications, provided
the .NET Framework was available for other platforms. Although this promise of cross-
platform capability is a strong selling point to .NET, there has not yet been any official

announcement about .NET being moved to other operating systems.

The Common Language Runtime

One of the major components of the .NET Framework is the Common Language
Runtime, or CLR. The CLR provides a number of benefits to the developer, such as

exception handling, security, debugging, and versioning and these benefits are available to
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any language built for the CLR. This means that the CLR can host a variety of languages,
and can offer a common set of tools across those languages. Microsoft has made VB, C++,
and C# “premier” languages for the CLR, which means that these three languages fully
support the CLR. In addition, other vendors have signed up to provide implementations of

other languages, such as Perl, Python, and even COBOL.

Microsoft Intermediate Language (MSIL)

One of the more interesting aspects of .NET is that when we compile our code, we do not
compile to native code. Before we VB developers panic and fear that we are returning to the days of
interpreted code, realize that the compilation process translates our code into something called
Microsoft intermediate language, which is also called MSIL or just IL. The compiler also creates
the necessary metadata and compiles it into the component. This IL is CPU independent. After the
IL and metadata are in a file, this compiled file is called the PE, which stands for either portable
executable or physical executable, depending on whom we ask. Because the PE contains our IL and
metadata, it is therefore self-describing, eliminating the need for a type library or interfaces

specified with the Interface Definition Language (IDL).

The Just-In-Time Compiler

Our code does not stay IL for long, however. It is the PE file, containing the IL that
can be distributed and placed with the CLR running on the .NET Framework on any
operating system for which the .NET framework exists, because the IL is platform
independent. When we run the IL, however, it is compiled to native code for that platform.
Therefore, we are still running native code; we are not going back to the days of interpreted
code at all. The compilation to native code occurs via another tool of the .NET Framework:
the Just-In-Time (JIT) compiler. With the code compiled, it can run within the Framework

and take advantage of low level features such as memory management and security.
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The NET Framework Class Library

The .NET Framework provides a number of types that are already created and ready
for use in any language that targets the Common Language Runtime. These types include
such items as the primitive data types, I/O functions, data access, and .NET Framework
security. Perhaps one of the biggest changes in the way developers will work with VB.NET
is the entire area of namespaces. .NET Framework provides a host of utility classes and
members, organized within a hierarchy called a namespace. At the root of the hierarchy is
the System namespace. A namespace groups classes and members into logical nodes. This
way, you can have the same name for a method in more than one namespace. The Left()
method could therefore exist in the System.Windows.Forms namespace and the

Microsoft. VisualBasic namespace.
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CHAPTER 4
SYSTEM DESIGN
4.1 DATA MODEL
4.1.1 Table Relationship
Items
Primeno
name
counts pno
y
Bit vector
y v
Slno Main Encoding
Apple
P tid Item
Orange <
. titem nocount
Pineapple .
Grapes primeno
mango
v v
Converted Transactions
tid bucketno
[2] ™ Product
[3] counts

[5]

[7]

(11]
product
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4.2 PROCESS MODEL

4.2.1 Use Case Diagram

A use case diagram is a type of behavioral diagram defined by the Unified
Modeling Language. Its purpose is to present a graphical overview of the functionality
provided by a system in terms of actors, their goals represented as use cases and any

dependencies between those use cases.

4.2.1.1 Main Use Case Diagram

Mining strong rules

% Aiﬁcation scheme selection %
User /
Check constraints database

Modify database

|

|
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4.2.1.2 Mining Rules Uusecase diagram

Insert mct & mst values

/

—_— I
User Apply apriori algorithm Database
Generate strong rules

4.2.1.3 Selecting Modification Scheme Usecase

Select sensitive rules

Choose modification scheme
User \
Check constraints

\
/ Database

Modify database



4.2.1.4 Indexing Usecase Diagram

Select the itemset

User

Calculate the product

Generate Bucket no

P
D r——

Database

17
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4.2.2 Sequence Diagram

A sequence diagram depicts the sequence of actions that occur in a system. It
represents the dynamic behavior of the system. It is two dimensional in nature. On the
horizontal axis it shows the life of the object while on the vertical axis, it shows the creation

or invocation of the objects. A sequence diagram is made up of objects and messages.

4.2.1.2 Mining Rules Sequence diagram

1 : login to the system()

2 : validates user()

[r 3 : permits user to access()

4 : Enter nmct & mst values()

5 : Apply apriori algorithm()

[r 6 : Generateistrong rules()

i




4.2.1.3 Selecting Modification Scheme Sequence Diagram

1 : Selects the sensitive rules()

|:|< 2 : Provides solution()

3 : Choose modification Scheme(L|:

|

4 : Check constraints()

Database

i

|:|< 5 : Displays Modificat|

6 : Modifies ¢

on is possible or not()

latabase()

19



4.2.1.4 Indexing Sequence Diagram

|
oy
D
i

System Database

1: Logins to the system()

i

2 : Validates user()

[T 3 : Permits user to access()

4 : selects the itemset()

L

I 5 : Get the product()

6 : Calculates the product()

[T 7 : Generate bucket no()

20
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4.2.3 Activity Diagram

Activity diagram provides a way to model the workflow of a business process.
Activity diagram are similar to flow chart and it is basically a special case of a state

machine.

@ser inputs of data baseD

@ser defined mct, mst value9

¥

Qvlining of strong association rule9

Q\lon sensitive rules are not considered for hidi@

Get the sensttive rules to be hiddeb

Gelect a modofication schen‘e>

Modification scheme is not in‘plementeD

CSelected modification scheme is implementeD

CSensitive rules hidden database is obtainecD




4.3 DATABASE DESIGN

The system database contains the following table

NAME: main
PURPOSE: stores the transaction details
Table 4.3.1
FIELD NAME | DATA TYPE DESCRIPTION
Tid Int Transaction
Titem varchar Transaction items
NAME: items
PURPOSE: stores the items and their counts
Table 4.3.2
FIELD NAME DATA TYPE DESCRIPTION
Name Varchar Name of the item
counts Int No. of counts of item

NAME: bit_vector
PURPOSE: converts the items into 1°s & 0’s

Table 4.3.3
FIELD NAME DATA TYPE DESCRIPTION
Slno Int Serial no.
Apple Bit Item
Orange Bit Item
Pineapple Bit Item
Grapes Bit Item
Mango Bit Item

22



NAME: primeno

PURPOSE: stores the prime number

Table 4.3.4
FIELD NAME DATA TYPE DESCRIPTION
Pno Int Prime number

NAME: encoding
PURPOSE: encodes the item with prime no.

Table 4.3.5
FIELD NAME DATA TYPE DESCRIPTION
Item Varchar Name of the item
noount Int No. of counts of item
Primeno Int Prime no. for the item

NAME: converted

PURPOSE: converts the transaction into products

Table 4.3.6

FIELD NAME DATA TYPE DESCRIPTION
Tid Int Transaction id
[2] Int Prime no.
[3] Int Prime no.
[5] Int Prime no.
[7] Int Prime no.
Product Int Product of prime no.

NAME: transactions

PURPOSE: stores the product counts of transaction

Table 4.3.7
FIELD NAME DATA TYPE DESCRIPTION
Bucketno Int Bucket number
Product Int Product of prime no.
counts Int No. of counts of product

23
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CHAPTER 5

TESTING

5.1 SYSTEM TESTING

It is the stage of implementation, which ensures that system works accurately and
effectively before the live operation Commences. It is a confirmation that all are correct
and opportunity to show the users that the system must be tested with text data and show
that the system will operate successfully and produce expected results under expected

conditions.

Before implementation, the proposed system must be tested with raw data to ensure
that the modules of the system work correctly and satisfactorily. The system must be tested

with valid data to achieve its objective.

The purpose of system testing is to identify and correct errors in the candidate
system. As important as this phase is, it is one that is frequently compromised. Typically,
the project the schedule or the user is eager to go directly to conversion. Actually, testing is
done to achieve the system goal. Testing is vital to the parts of the system are correct; the

goal will be successfully achieved.

Inadequate testing or non-testing leads to errors that may not appear until months

later. This creates two problems:

> The time lag between the cause and appearance of the prbblem.

> The effect of system errors on files and records within the system. A small system
error can conceivably exploded into much larger problem. Effectively early in the
process translates directly into long term cost savings from a reduced number of

CITors.
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5.2 UNIT TESTING

A program represents the logical elements of a system. For a program to run
satisfactorily, it must compile and test data correctly and tie in properly with other
programs. Achieving an error free program is the responsibility of the programmer.
Program testing checks for two types of errors: syntax and logical. Syntax error is a
program statement that violates one or more rules of the language in which it is written. An
improperly defined field dimension or error messages generated by the computer. Logic
error deals with incorrect data fields, out-of range items, and invalid combinations. Since
diagnostics do not determine logic errors the programmer must examine the output

carefully.

When a program is tested, the actual output is compared with the expected output.
When there is a discrepancy the sequence of instructions must be traced to determine the
problem the process is facilitated by breaking the program down into self-contained
portions, each of which can be checked at certain key points. The idea is to compare

program values against desk-calculated values to isolate the problem.

Unit testing has been performed on all the form modules. The syntax and logical
errors have been corrected then and there. All the syntax errors have been rectified during

compilation. The output has been tested with the manual.

5.3 INTEGRATION TESTING

Programs are invariably related to one another and interact in the total system. Each
program is tested to see whether it conforms to related programs in the systems. Each
portion of the system is tested against the entire module with both the test data and the live

data before the entire system is tested as a whole.
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Integration testing is systematic techniques for conducting the program structure.

While at the same time conducting tests to uncover errors associated with the interfacing.

The objectives are to take unit tested modules and to built a program that has been
dedicated by design.
There are two types of Integration steps,
e Top down Integration

e Bottom up Integration

5.4 VALIDATION TESTING

The validation testing is performed for all the data in the system. The data are
completely validated according to the companies requested and requirement.

Validation testing

In these testing, software is completely assembled as package, interfacing errors
have been uncovered and correction testing begins after each one of the two possible

conditions exists. They are,

The function or performance characteristic’s is confirm specification and are

accepted. A deviation from the specification is uncovered and efficiency list is created.
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CHAPTER 6

PERFORMANCE AND LIMITATIONS

6.1 CONCLUSION

With the methods proposed in this system, we can modify the transactions in an
order so that both the numbers of hidden sensitive rules and modified entries are

considered. The results show that our approach is scalable in terms of database size.

Moreover, our approach to the avoidance of undesired side effects in rule hiding is
effective in two well-designed experiments. In most cases, all the sensitive rules are hidden
without false rules generated. In addition, it is observed that the common items and the
overlapping degrees among sensitive rules have a great impact on the performance of rule

hiding.

6.2 LIMITATION OF PROPOSED SYSTEM

> The procedure of hiding the sensitive rules will cause sometimes alteration of the
actual essence of the project. These undesired side effects will alter the genuinuity
of the transaction database and will not benefit truly anyone who uses this database
for their study

» The computational cost of the project will be high in case of large database which
will hamper the progress of the data mining.

> The selection of the most optimized modification scheme will be tricky and time

consuming in most cases.
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6.3 FUTURE ENHANCEMENTS

» The 100% elimination of the side effects for the hiding the sensitive rules have to be
achieved.

» The selection of the most optimized modification scheme has to be more simple and
straight forward.

> Efficient mechanisms are required to speed up the rule hiding process for large
databases

» The number of itemsets in the database (n) has to be increased from the proposed
system.

> The Template creation and indexing done for modification of the database for
hiding the Sensitive Rules are made more efficiently and with less computional cost
than the present proposed system.

» An ideal goal is to build a system that can aid the database administrator to find the

sensitive rules for hiding.
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7.1 SAMPLE SCREENS
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GENERATING STRONG RULES
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