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ABSTRACT

One of the methods introduced for establishing hidden
communication is steganography. Steganography refers to a practice of hiding
secret messages in communication over a public channel so that an eavesdropper
cannot even tell that a secret messages is being sent. In contrast to the active
literature proposing new concrete steganographic protocols and analyzing the
existing protocols, there has been very little work on formalizing steganographic
notions of security, and there ar¢ no complete rigorous proofs of security in a
satisfying model. One of the problems in these methods is the security of
transferring password key used for steganography between sender and receiver of
secure data. In this project a new method is proposed for solving this problem
using CAPTCHA method. In this method the password key is drawn into the
CAPTCHA image. And this image is hidden in the cover image. Then the data are
hidden in the image by this password key. The human receiver has to extract
CAPTCHA image and recognize the password from the image and get the data
from the cover image using this password. By this method the user need not
memorize any password for extracting the data and also the password and the data

are sent securely.
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CHAPTER 1

INTRODUCTION

1.1 Problem Definition

One of the methods introduced for establishing hidden
communication is steganography. The problems in these methods are the security
of transferring password key used for steganography between sender and receiver
of secure data. Here a new method called CAPTCHA is used for transferring the
password key. CAPTCHA (Completely Automatic Public Turing Test to Tell
Computer Human Apart) are the systems which are used to identify human beings
and machines automatically. The password key is hidden in the image and data are
hidden in the image using this password key. So the human receiver can recognize
the password from the image and extract the data from the image using this

password key.

1.2 Overview

Steganography is widely used for hidden exchange of
information. Most Steganography jobs have been done on images. video clips,
text, music and sound. Among the methods of steganography, the most common
one is image steganography. In some image steganography methods, the data are
hidden in the image using a password key and the receiver should know the
password key for extracting data from the stego-image (the image which is
contained the hidden data). One of the major problems is how to send the
password for the receiver, because there is possibility of disclosure of password.
For solving this problem, a new method for sending the stego-key (the password
key which is used for hiding data in the image) to the receiver by using

CAPTCHA method. CAPTCHA (Completely Automatic Public Turing Test to



Tell Computer and Human Apart) are systems which are used to identify human
beings and machines automatically. These systems are based on Artificial
Intelligence (AI) . They are similar to Turing test, but they differ in that the judge
is a computer. The goal of these systems is to ask questions which human users
can easily answer, while current computer programs cannot. In our method, the
password key is hidden in image which is deformed to some extent. Then the data
are hidden in the image by this key and the image is sent to the receiver. The
receiver should recognize and type the displayed password to extract the data from
the image. Since the present OCR programs cannot recognize the word, only a

human user can recognize and type the displayed password.

1.2.1 Steganography

Although all digital file formats can be used for steganography, but the formats
that are more suitable are those with with a high degree of redundancy.
Redundancy can be defined as the bits of an object that provide accuracy far
greater than necessary for the object’s use and display. The redundant bits of an
object are those bits that can be altered without the alteration being detected easily.
Images comply with these requirements. And also the most cover media used for
steganography is image. Since there is a large redundancy in the images and the
possibility of hiding information in the images without attracting attention to
human visual system. In these methods, the pixels of image are changed in order
to hide the information so as not to be identifiable by human users and the changes
are not tangible. Two major kinds of image steganography are: temporal and

spatial domain methods.

Temporal Method: In this method, the data in question is added to quantities of
luminosity of pixels in the image. This technique embeds messages in the intensity

of the pixel directly. One of the common temporal methods is the least significant



bit (LSB). LSB insertion is a common, simple approach to embedding information
in a cover image. The least significant bit (in other words, 8" bit) of some or all of

the bytes inside an image is changed to a bit of the secret message.

Spatial Domain Method: Another method is the calculation of conversion of
frequency of the image and adding information in the frequency domain. A well-
known method is to use the Discrete Fourier Transform (DFT) or the Discrete
Cosine Transform (DCT) . Considering the use of exchange of cosine transform in

JPEG image format, this method is good for the JPEG format.

1.2.2 CAPTCHA

CAPTCHA methods can be generally divided into two groups: OCR-based and
Non-OCR-Based. In OCR-based methods, the image of a word is shown to user
with distortion and various pictorial effects and the user must type that word. Due
to the presence of various pictorial effects, the computer will encounter problems
in the recognition of these words and only human users will be able to recognize
the word. Examples of these methods include Scatter Type and Gimpy. But these
methods usually result in dissatisfaction of users. In contrast, the Non-OCR-based
methods which are easier to work with than OCR-based ones. Examples of these
methods include Collage CAPTCHA and PIX .For example, in Collage
CAPTCHA method image of some objects is shown with distortion and the user is

asked to click on a certain object.
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CHAPTER 2
LITERATURE REVIEW

2.1 EXISTING SYSTEM

Informally, steganography refers to the practice of hiding secret messages
in communications over a public channel so that an eavesdropper who listens to all
communications cannot even tell that a secret message is being sent. In contrast to
the active literature proposing new concrete Steganographic protocols and
analyzing as in existing protocols, there has been very little work on formalizing
Steganographic notions of security, and none giving complete, rigorous proofs of
security in a satisfying model. In this method, the main purpose is to hide data in a
cover media so that other persons will not notice the presence of such data. Most
steganography jobs have been done on images, video clips, text, music and sound.

In practice, there are basically three types of steganographic protocols used.

They are Pure Steganography, Secret Key Steganography and Public Key
Steganography. Pure Steganography is defined as a steganographic system that
does not require the exchange of a cipher such as a stego-key. This method of
Steganography is the least secure means by which to communicate secretly
because the sender and receiver can rely only upon the presumption that no other

parties are aware of this secret message.

Secret Key Steganography is defined as a steganographic system that
requires the exchange of a secret key (stego-key) prior to communication. Secret
Key Steganography takes a cover message and embeds the secret message inside
of it by using a secret key (stego-key). Only the parties who know the secret key
can reverse the process and read the secret message. Unlike Pure Steganography

where a perceived invisible communication channel is present, Secret Key



Steganography exchanges a stego-key, which makes it more susceptible to
interception. The benefit to Secret Key Steganography is even if it is intercepted;

only parties who know the secret key can extract the secret message.

Public Key Steganography takes the concepts from Public Key
Cryptography as explained below. Public Key Steganography is defined as a
steganographic system that uses a public key and a private key to secure the
communication between the parties wanting to communicate secretly. The sender
will use the public key during the encoding process and only the private key,
which has a direct mathematical relationship with the public key, can decipher the

secret message.

One of the problems in these methods is the security of transferring
password key used for steganography between sender and receiver of secure data
and how to send the password for the receiver, because there is possibility of
disclosure of password. In the existing method, the user has to memorize the key
and there is a need for a trusted channel to send the password to the receiver.
Hence it will not be a secured one, since the hackers may hack the key. This may

down the usage of stegnography.

In order to overcome these disadvantages, a new method is proposed for

sending the password key securely to the receiver by using CAPTCHA method.



2.2 PROPOSED SYSTEM

In existing method there is no trusted channel for sending the password
key to receiver. In this project a new method is proposed for sending the key to the
receiver by using CAPTCHA method.

CAPTCHA methods can be generally divided into two groups: OCR-based
and Non-OCR-Based. In OCR-based methods, the image of a word is shown to
user with distortion and various pictorial effects and the user must type that word.
Due to the presence of various pictorial effects, the computer will encounter
problems in the recognition of these words and only human users will be able to
recognize the word. Examples of these methods include Scatter Type and Gimpy.
In Non-OCR-based methods which are easier to work with than OCR-based ones.
Examples of these methods include Collage CAPTCHA and PIX .For example, in
Collage CAPTCHA method image of some objects is shown with distortion and

the user is asked to click on a certain object.

Since our focus is on the transferring of the password key, therefore we are
using a simple LSB (Least Significant Bits) method for steganography, and
invisible water marking algorithm for hiding CAPTCHA image. In LSB method
each byte of information is hidden in two pixels. Before hiding the data in the
image, first the password key is selected. Then the password key is converted to an

image. Two methods are used for using a password as CAPTCHA image.

» Random CAPTCHA generation.
» User key to CAPTCHA image.

In random CAPTCHA generation method, the CAPTCHA image is

generated randomly every time it is used. The sender can use this image as the



password key. In this, the sender itself came to know the password at the moment
of sending. And hence there is no way of guessing the password of the sender.
Based on the sender convenience, the difficulty level can also set to the

CAPTCHA generation.

In user key to CAPTCHA image method, the sender can convert his own
password key into a CAPTCHA image. For this the password key is drawn in a
crooked shape. For preparing this image, each character of the password key is

written with a random font and a random degree of skew in the image.

Then this CAPTCHA image is hidden using the invisible water marking
algorithm. Now the data are hidden in the cover image by using the password key
and sent to the receiver. The receiver has to extract this CAPTCHA image and
recognize the password from the image. By entering the extracted password the

user can get hidden data from the cover image.

In this project, the cover media used for hiding data is image - image
stenography. Since there isa large redundancy in the images and the possibility
of hiding information in the images without attracting attention to human visual
system. In these methods, the pixels of image are changed in order to hide the
information so as not to be identifiable by human users and the changes are not

tangible.

The cover image used must be in BMP  format. Hence When
embedding a message in a “raw” image, that has not been changed with
compression, such as a BMP, there exits a trade-off between the invisibility of the
message  and the amount  of information that can be embedded. BMP is

capable of hiding quite a large message.
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CHAPTER 3

SYSTEM REQUIREMENTS

3.1 HARDWARE SPECIFICATIONS

Processor : Intel Pentium IV 3.0 GHz
RAM : 512 MB RAM

Hard Disk : 80 GB Hard Disk

CD Drive : 52 * CD Drive

Key Board : 114 Keys Keyboard
Monitor : 15> CRT/TFT

Mouse : Optical Mouse

3.2 SOFTWARE SPECIFICATIONS

Operating System : Windows XP
Front End . Microsoft Visual Studio .NET 2008
Coding Language : Visual C# NET

3.3 SYSTEM ENVIRONMENT
3.3.1 Introduction to .NET

Visual Studio .NET is a complete set of development tools for
building ASP Web applications, XML Web services, desktop applications, and
mobile applications. Visual Basic NET, Visual C++ NET, and Visual C# .NET.
All use the same integrated development environment (IDE), which allows them

to share tools and facilitates in the creation of mixed-language solutions. In



addition, these languages leverage the functionality of the .NET Framework,

which provides access to key technologies that simplify the development of ASP
Web applications and XML Web services.

Clients Applications

The Internal

.NET Third-Party .NET Enterprise
Web Service Foundation Web Services Servers
Web

Figure 3.3.1a Components of visual studio NET

Visual Studio .NET Highlights

This section contains information about some of the latest features available

in this release of Visual Studio.

Language Enhancements

Microsoft Visual Basic, Microsoft C++, and Microsoft JScript have all been
updated to meet the development needs. Additionally, a new language, Microsoft

C#, has been introduced. These languages leverage the functionality of the NET



Framework, which provides access to key technologies that simplify the

development of ASP Web applications and XML Web services.

Visual Basic

Visual Basic has been updated to include many new and improved
language features that make it a powerful object-oriented programming language.
These features include inheritance, interfaces, and overloading, among others.
Visual Basic also now supports structured exception handling, and custom

attributes.

C#

Visual C#, pronounced C sharp, is a new object-oriented programming
language that is an evolution of C and C++, providing a simple and type-safe

language for developing applications.

C++

Managed Extensions for C++ and attributed programming are just some of
the enhancements made to the C++ language. Managed Extensions simplify the
task of migrating existing C++ applications to the new NET Framework.
Attributes, like C++ keywords, are used in the source files and interpreted by the

compiler.

Jscript

JScript has been updated to be a class-based, object-oriented scripting

language that maintains full backwards compatibility. JScript now provides class-

10



based objects, typed variables, true compiled code, and cross-language support
through Common Language Specification (CLS) compliance. The primary role of
JScript is development of Web sites with ASP.NET and customization of
applications with Script for the NET Framework.

Web Forms

Web Forms are an ASP.NET technology that are use to create
programmable Web pages. Web Forms render themselves as browser-compatible
HTML and script, which allows any browser on any platform to view the pages.
Using Web Forms, we can create Web pages by dragging and dropping controls
onto the designer and then adding code, similar to the way that we create Visual

Basic forms.

Windows Forms

Windows Forms is the new platform for Microsoft Windows application
development, based on the .NET Framework. This framework provides a clear,
object-oriented, extensible set of classes that enables to develop rich Windows

applications.

XML Web Services

XML Web services are applications that can receive requests and data using
XML over HTTP. XML Web services are not tied to a particular component
technology or object-calling convention and can therefore be accessed by any

language, component model, or operating system. In Visual Studio .NET, we can

quickly create and include XML Web services using Visual Bagi

WM,

JScript, Managed Extensions for C++, or ATL Server.
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XML Support

Extensible Markup Language (XML) provides a method for describing
structured data. XML is a subset of SGML that is optimized for delivery over the
Web. The World Wide Web Consortium (W3C) defines XML standards so that
structured data will be uniform and independent of applications. Visual Studio
NET fully supports XML, providing the XML Designer to make it easier to edit
XML and create XML schemas.

3.3.2 The .NET Framework

The NET Framework is a multi-language environment for building,

deploying, and running XML Web services and applications. It consists of three

main parts:
VB C++ C# JScript
Common Language Specification Visual
ASP.NET, Web Services Windows
And Web Forms Forms Studio

ADO.NET: Data and XML NET

.NET Framework Base Classes

Common Language Runtime

Figure 3.3.2a The .NET framework
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Common Language Runtime

Despite its name, the runtime actually has a role in both a component's
runtime and development time experiences. While the component is running, the
runtime is responsible for managing memory allocation, starting up and stopping
threads and processes, and enforcing security policy, as well as satisfying any

dependencies that the component might have on other components.

Source Code

— ﬁ Assem bly

C++, C#, for any. NET

language Compile DLL or EXE

Csc.exe or vhc.exe

figure 3.3.2b Common Language Runtime Compilation

Unified programming classes

The framework provides developers with a unified, object-oriented,
hierarchical, and extensible set of class libraries (APIs). Currently, C++
developers use the Microsoft Foundation Classes and Java developers use the
Windows Foundation Classes. The framework unifies these disparate models and

gives Visual Basic and JScript programmers access to class libraries as well.



ASP.NET

ASP.NET builds on the programming classes of the .NET Framework,
providing a Web application model with a set of controls and infrastructure that
make it simple to build ASP Web applications. ASP.NET includes a set of
controls that encapsulate common HTML user interface elements, such as text
boxes and drop-down menus. These controls run on the Web server, however, and

push their user interface as HTML to the browser.

ADO.NET
To move data between a data store and the application, we must first have a
connection to the data store. In ADO.NET it is able create and manage a

connection using one of two connection objects:

14
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CHAPTER 4
SYSTEM ANALYSIS

4.1 USE CASE DIAGRAM

SENDER USE CASE DIAGRAM

Hides Secret To Image

Generates Captcha
Image For the key

RN
AN
Sends Captcha
SENDER Stegolmage

Figure 4.1a Sender use case diagram

The sender first generates the CAPTCHA image , and

hides the secret text by CAPTCHA image in the original image.Sender sends the

stegoimage to the receiver.

15



RECEIVER USE CASE DIAGRAM

Unhides The Secret
Capthca

Gives The Retrived
Key

Finally Decodes The
Secret Text

Receiver

Figure 4.1b Receiver use case diagram

Receiver unhides the password key(CAPTCHA image)
and then extract the secret text by using the CAPTCHA image.

16



4.2 System Design

Over All Encoding:
Text Image
Stego
Encoding
Captha Stego
Key Image Image
Captcha Resulting
Encoding Image

Figure 4.2a Over all encoding

First the text is embedded in the image and the resulting image is stego-image.
Then the password key is converted into a CAPTCHA image. The CAPTCHA
image is hidden in the stego-image.

17



Over All Decoding :

Resulting
Image
Captcha
Decoding
Captcha Stego
Image Image
Key Stego
Decoding Text

Figure 4.2b Over all decoding

In the receiver end, the CAPTCHA image and the stego-image will be
separated by CAPTCHA decoding process. From the CAPTCHA image the
receiver can extract the password key. On entering this key, the secret text
can be retrieved.

18



4.3 Modules

Stego Encoding:
Encoder
Text
»/ Stego
encoding » Stego Image
Image -

Figure 4.3a Stego encoding

Stego encoding is the process of hiding the secret text in the image.this embedded

image is called as stegoimage.

CAPTCHA Encoding:
Encoder
Stegoimage
g 8 »/ Captcha
encoding >Resulting Image
Captchaimage

Figure 4.3b CAPTCHA encoding

The CAPTCHA encoding is the process of hiding the CAPTCHA image into the
stegoimage.

19



CAPTCHA Decoding:

decode

Captcha Image

Captcha

Resulting Image decoding

3 Stego Image

v

Figure 4.3c CAPTCHA Decoding Key

CAPTCHA decoding is the process of segregating the CAPTCHA image(key),

stego image from the resulting image.

Stego Decoding:
dQQQer
Captcha image
Key > i::i%(;e Secret Text
Stego Image Stego Decoding

Figure 4.3d Stego Decoding

Stego decoding is the process of extracting the secret text from the stegoimage by

giving the CAPTCHA image as input.

20



4.4 System Implementation

Stego Encoding :

Enter Secret Kay Here :

submil

Captcha Genesator | Disptay | CaptchaEncodng | Capicha Decading

Hide | Extract |

Cagries Fiies

Required Carrier Urilz:. 224 Avaiable Carties Unils, 6163 !
OtgnalNawe, . {NewNamg "' U CawerUnits T Gssatle Canernks | [ addNake ’ . +
C\Documents and Settngs\(p. CA\Documents and Setings\0 480000 3] e

E
i
{
|
i
i

Message
< Fle

Browse,

& Tew

Your Messags Is Encoded Successfully 11

& Hide Message

Figure 4.4a stego encoding

Using the captcha generator, a captcha image is generated.
And key Is given based on that image. Then a given is given as input. The secret
text to be hidden is then given. Then as a result of Stego Encoding , the secret text

is encoded with the input image which is given.
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Captcha Encoding :

Entér Secret Key Here : picha Lncoding

Capicha Generatr |

Hide | Eatract |

Catier Filas v 3 | Avaiable Carer Urits. 6169 ;

Browse...

Captchae Enta.

Figure 4.4b CAPTCHA encoding

After the process of Stego Encoding, Image comparisons are
made.Then During the captcha Encoding phase, the captcha image is watermarked
with the Stego image. Then after that, it is hidden securely so that no interruption

can be made.
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Captcha Decoding :

Capteha Decoding.

Enter Secret

Avalable Caries Units:

Browse.

Figure 4.4c CAPTCHA decoding

In the CAPTCHA encoding phase , CAPTCHA image is watermarked
with the image. In the CAPTCHA decoding phase , the hidden image is unhidden
by the decoder. Now the decoder is ready with the secret Key. He is ready to

retrieve the data.
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Stego Decoding :

W amage Stepanogeaphy

Enter Secrat Key Here :

HFRYZ

somit

. Sepcha Gonersor | Displey | CapichaEncoding | Capichs Decoding

Hide Estiact |
Caries Fies
;:Q!w Neme

e } Cartier Urits
C:\Documents and Settings\Opcion\Desktop\PICS\EE. bmp 480000
i

Message

" Savess |

Browse.
¥ Disley 4TS 7

O Emvact Message

Figure 4.4d Stego decoding

Finally in the stego decoding phase, the secret key is given as

input and the stego image is also given as input. Now the secret text is retrieved

safely.

24



4.5 RESULTS AND DISCUSSIONS

The secret text will be hidden in the original
image by using the password key. This password key can be generated by
Random CAPTCHA image generation method and User key to CAPTCHA
image method. The secret message is either a file or text. Then the secret
message will be embedded in the original image by CAPTCHA image. The
resulting image is known as stego-image. In the random CAPTCHA image
generation method the complexity level of the password key can be varied.
In the receiver side first the CAPTCHA decoding process will be performed
and the password key will be extracted. By giving this password key as an

input the secret message can be extracted.
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CHAPTER 5
CONCLUSION

In this project a new method for secure transferring of password key in
image steganography methods has been introduced. For this purpose the
CAPTCHA method is used. In this method the password key which is used in
steganography is hidden in the image, so there is no need for a trusted channel for
sending the password key and the password is sent along with the image.
Therefore there is no need to memorize the password. This method can also be
used on other devices such as mobile phones and Pocket PCs. In addition to color
images, this method can also be applied for grayscale and binary images. Only a
human can extract the password from the image. Due to high cost of human
employment and low speed in examining the images, the probability of finding the

password key and the text hidden in the images is low.
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APPENDIX

SENDER SIDE

USER INTERFACE

Enter Secret Key Here :
! e
CohaGormalo | ol CpeoDecotg_ |
Hide % Extract |
Carrie Files Required Carriet Units unknown Available Caier Units: unknown
 Diiginal Name .. NewName & Cartier Units i Ussable Carrier Units i dd Moise

Message

Fie Browse.

® Tent
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CAPTCHA GENERATION

Enter Secret Key Here : 4 s
I8 FormCaptcha

-
e % -." -. I N Covglesiy
Hide | Extiact ! H4 Y Lz

Carrier Files Required Carnies Units: urknowrn Availsble Canier Units: unknown

+

" User Defined Capteha

Message
 Fio

& Text
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SETTING COMPLEXITY FOR CAPTCHA

e
WV”
e

Caplcha Generatar

o Lomolexiy
Hide : Extract

Cartier Fies

Ovairul Name '

Message
“ Fle

@ Text

Required Carner Units unknown Available Carrier Units: urkngwn

+

Browse
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ENTERING THE PASSWORD KEY

Enter SecretKey Here :

o . S

Capicha Generator

Display | CaptchaEncodrg | Captcha Decoding
Hide ;’Exllacti
i Requied Carier Units.—— urknown avalable Carrier Unts unknown
it T T e S B
Message
" e ‘ Browse
® Ten

Correct Key.. You Can Proceed Further 1!
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SELECTING THE CARRIER FILE

Enter Secret Key Here :

Captcha Generator ;

Hide | Extact

EXe

Add Carter File

File Name

Create ExtraNoise

7

Display §

My Recent
Documents

Desktop

i

My Documents

(f/
My Computer

Lookin: {5 PICS

= ‘Blue hils
FR3

% Sunset

i Water flies

Fie name:

Files of type:

Twinter

;Imaﬁ; Vxlé‘s ["ibm;, ", ‘.m{ . pﬁg]

&

[]o

% of the file
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SELECTING THE DESTINATION FILE

@ lﬁwge Steéanogr;ph&

Enter Secret Key Here :

{AFKYZ . submit

Caplcha Generator s Display Captcha Encoding Capicha Decoding

Hide | Extiact|

Carrier Fies Redquited Carties Units: 224 Avallable Caner Units; 5163
 Original Name i New Name Caret Units ¢ Useable Canier Urits AddNaise  } ’ e o

C\Documents and Sellings\Op...  C:\Documents and Seltings\D... 480000 6163

Message

“ Fie - S —

T Ted  WATS UPF

'@ Hide Message
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