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ABSTRACT

Structured peer-to-peer overlay networks provide a substrate for the construction of
large-scale, decentralized applications, including distributed storage, group
communication, and content distribution. These overlays are highly restlient; theyv can
route messages correctly even when a large fraction of the nodes crash or the network
partitions. But current overlays are not secure; even a small fraction of malicious
nodes can prevent correct message delivery throughout the overlay. This problem is

particularly serious in open peer-to-peer systems, where many diverse, autonomous

parties without preexisting trust relationships wish to pool their resources.

To studies attacks aimed at preventing correct message delivery in structured peer-to-
peer overlays and presents defenses to these attacks. We describe and evaluate
techniques that allow nodes to join the overlay, to maintain routing state, and to
torward messages securely in the presence of malicious nodes. We consider security
issues in structured p2p overlay networks. We describe attacks that can be mounted
against such overlays and the applications they support, and present the design of
secure techniques that can thwart such attacks. In particular, we 1dentity secure
routing as a key building block that can be combined with existing, appiication-
specific security techniques to construct secure, decentralized applications upon
structured overlays. Secure routing requires (1) a secure assignment of node

identifiers, (2) secure routing table Maintenance and (3) secure message torwarding.

We present techniques for each of these problems, and show how using these
techniques, secure routing can be maintained efficiently despite up to 25% of
malicious participating nodes. Moreover, we show that the overhead of secure routing

is acceptable and proportional to the fraction of malicious nodes.
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1 INTRODUCTION
1.1 INTRODUCTION

In structured P2P systems, peers and keys of content objects are identified using a
set of well defined IDs. Queries are routed towards the target with a certain [D,
When one or more nodes are malicious, they may prevent correct message routing.
Alternate routing paths can be used to circumvent them. As a result, the routing
latency consists of two parts: normal routing latency and extra routing latency
incurred by bypassing malicious nodes. In this paper, we propose tracer routing, an
efficient routing strategy designed to control the routing path while reducing the
normal routing latency. Combined with a peer-ID based signature scheme, it can
offer the initiator of each query to identify malicious nodes. A key feature of our
scheme from other protocols is that alternate routing is constructed only detecting

malicious nodes. Our simulation shows that the routing success rate our scheme

can achieve is better than previous protocols.

We define a secure routing primitive that can be combined with existing
techniques to construct secure applications on structured p2p overlays. Subsequent
sections show how to implement the secure routing primitive under the fault and
network models that we described in the previous section. The routing primitives
implemented by current structured p2p overlays provide a best-effort service to
deliver a message to a replica root associated with a given key. With malicious
overlay nodes, the message may be dropped or corrupted, or it may be delivered to
a malicious node instead of a legitimate replica root. Therefore, these primitives

cannot be used to construct secure applications.



For example, when inserting an object, an application cannot ensure that ihe
replicas are placed on legitimate, diverse replica roots as opposed to lauity nodes
that impersonate replica roots. Even if applications use cryptographic methods to
authenticate objects, malicious nodes may still corrupt, delete, deny access to or
supply stale copies of all replicas of an object Secure routing table maintenance
ensures that the fraction of faulty nodes that appear in the routing tables of correct
nodes does not exceed, on average, the fraction of faulty nodes in the entire
overlay. Without it, an attacker could prevent correct message delivery, given only
a relatively small number of faulty nodes. Finally, secure message forwarding
ensures that at least one copy of a message sent to a key reaches each correct

replica root for the key with high probability.

1.2 RELATED WORK

Previous works on secure message routing concentrated mainly on employing
redundancy to increase the probability of a message being delivered
successfully the target. The goal of message routing is to maximize the
probability of at least one copy of the correct message reach the correct target.

[nitiator sends a query to all of its neighbors in Pastry overlay. Then each
neighbor forwards the query toward the target. If at least one copy of query
arrive target, the query is considered successtully delivered. However, it will
Inevitably cause congestion and burden system, especially in a bandwidth
intensive system. Let ¢ be the bandwidth cost of sending a query from a peer to
one of its neighbors, / be the number of neighbors of cach peer and / be the
average number of hops of each query. Without any message redundancy, the

average bandwidth cost of each query isonly ¢ .. i . O(/). But with message

redundancy, the average bandwidth cost is increased to ¢ .. (/ + 2 + ... .. + (h)
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O(/h). It provides d independent paths between two peers in the P2P system.
However, the routing success rate degrades greatly as 7 1s a big value, where

n denotes the number of nodes in the P2P system.

2 SYSTEM ANALYSIS
2.1 ROUTING IN P2P SYSTEMS:

The routing primitives implemented by current structured p2p overlays provide a
best effort service to deliver a message to a replica root associated with a given
key. As discussed above, a malicious overlay node has ample opportunities to
corrupt overlay level communication. Therefore, these primitives are not sufficient
to construct secure applications. For example, when inserting an object, an
application cannot ensure that the replicas are placed on legitimate, diverse replica
roots as opposed to faulty nodes that impersonate replica roots. Even if
applications use cryptographic methods to authenticate objects, malicious nodes
may still corrupt, delete, deny access to or supply stale copies of ail replicas of an

object.

To address this problem, we must create a secure routing primitive. The
secure routing primitive ensures that when a non-faulty node sends a message to a
key k, the message reaches all non-faulty members in the set of replica roots Rk
with very high probability. Rk is defined as the set of nodes that contains, for each
member of the set of replica keys associated with k. a live root node that is
responsible for that replica key. In Pastry, for instance, Rk is simply a set of live
nodes with nodelds numerically closest to the key. Secure routing ensures that the

message 1s eventually delivered, despite nodes that may corrupt, drop or misroute



the message: and the message 1s delivered to all legitimate replica roots for the key,

despite nodes that may attempt to impersonate a replica roct.

Secure routing can be combined with existing security techniques to safely
maintain state in a structured p2p overlay. For instance, selt-certifying data can be
stored on the replica roots, or a Byzantine-fault-tolerant replication algorithm can
be used to maintain the replicated state. Secure routing guarantees that the replicas
are mnitially placed on legitimate replica roots, and that a lookup message reaches a
replica if one exists. Similarly, secure routing can be used to build other secure
services, such as maintaining file metadata and user quotas in a distributed storage

utility.

[mplementing the secure routing primitive requires the solution of three problems:

securely assigning nodelds to nodes, securely maintaining the routing tables, and
securely forwarding messages. Secure nodeld assignment ensures that an attacker
cannot choose the value of nodelds assigned to the nodes that the attacker controls.
Without it, the attacker could arrange to control all replicas of a given object, or to
mediate all traftic to and from a victim node. Secure routing table maintenance
ensures that the fraction of faulty nodes that appear in the routing tables of correct
nodes does not exceed, on average, the fraction of faulty nodes in the entire
overlay. Without it, an attacker could prevent correct message delivery, given only
a relatively small number of faulty nodes. Finally, secure message forwarding
ensures that at least one copy of a message sent to a key reaches each correct

replica root for the key with high probability.



2.2 SEMATIC APPROACHES

2.2.1 Iterative routing:

[n iterative routing, the initiator can know the whole routing process. In each step,
the initiator asks intermediate peer x to return the IP address ot the next hoep,
instead of letting x forward the query directly. With the returned IP address, the
initiator sends the query to each peer of the routing path on its own, repeating until

the query reaches the target.

Nodes communicate only with the originator. The tick mark denotes the position of
the queried key in the ID space. The square shows the key’s successor node. The
Triangles and arrows show a lookup path. The last node before the tick mark is the

key’s predecessor.

Iterative routing is not efficient, but it gains some benefits due to its manageable
behavior. The intermediate peers reply with the IP address of the next hops to the

initiator, the initiator can send the message to the peer in the next hop directly,
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2.2.2 Recursive routing:

With recursive routing, the initiator issues a query 1o the neacest peer 1o the target
according to its routing table. If the intermedtate peer, say v, is not the farget, x will
forward the query to the peer in the next hop, without making anv
acknowledgement to the initiator. The process repeats until query reaches the
target. The target sends the query result back to the initiator directly. Recursive
routing enable routing queries as quickly as possible, but the initiator has no

control over the routing process.

Kecurine Rorting
G- Node P22-Encrypled Message & Destination 1P address 4- ALK

We consider three kinds of attacks:

In case 1, the intermediate peer x pollutes or forges the content of the query. The
next hop will still receive the original query since initiator sends the query by

itself.

In case 2, peer x drops the query. If no relay from the next hop is received in a

given timeout, initiator will determine that x drops it.

In case 3, peer x returns initiator an incorrect next hop. If the incorrect next hop
colludes, the fact that initiate cannot verity the identity of the next hop makes
determining which peer Sends the incorrect reply impossible. This challenge

causes us to believe that the technique of veritying the ID of remote peer is



necessary. Combined.with Peer-ID based signature scheme, initiator can identify

the malicious node .

2.3 PROPOSED SYSTEM
2.3.1 Tracer routing

To make the routing strategy perform best, we present an efficient routing strategy,
called tracer routing. Tracer routing enables the initiator to trace the whole routing
process. It can reduce normal routing latency from 2/ # ¢ to (4 + 1) * . The basic
principle of the routing strategy is as follows. [n each step, the intermediate peer v
not only forwards the query to the next hop, but also returns the IP address of the
next hop to initiator. With the additional information, the initiator has the
knowledge about the whole routing process. Each intermediate peer directly
forwards the query to the next hop, thus the query can be routed quickly.
Combined with the peer-ID based signature scheme, tracer routing offers a good

tradeoff between routing efficiency and security.

We propose to address routing message attack by combined tracer routing with
Peer-1D based signature scheme. Note that Peer-1D based signature scheme is not
necessary. Any techniques of verifying the Peer-ID of remote peer can work with
tracer routing. In our scheme, the initiator appends a signature to a query. When a

intermediate peer x receives

The message (including query and its signature), x verifies the message and
discards the polluted or forged one using the initiator’s public key. Recall that the
public key is the Peer- ID of initiator. Then x forwards the message it received (o

the next hop. At the same time, x sends an acknowledgement (including the Peer-



tD of the next hop, query and the signature generated using the private key ol v) 1o

initiator. The process is repeated until the query reaches the target.

Iraver Huutimy

O - Node 203747 ACK & Next 1P address
E.2.3-Encrypted Message & Destination 1P address

Message routing: At each routing step, a node seeks to forward the message to a
node in the routing table whose node Id shares with the key a prefix that is at least
one digit {or b bits) longer than the prefix that the key shares with the current
node’s id. If no such node can be found, the message is forwarded to a node whose
node Id shares a prefix with the key as long as the current node, but is numerically
closer to the key than the current node’s id. If no appropriate node exists in either
the routing table or neighbor set, then the current node or its immediate neighbor 1s

the message’s final destination.

P2P systems rely on other peers for message routing, thus each message should be
properly forwarded to the next hop without any modification. Malicious nodes may

attack the message routing in the following ways:

1. alter the message in transit.

2. disrupt the message routing, or take advantage of locality
to control some routes.

3. pretend to be the target



In order to prevent attacks mentioned above, our scheme should contain sutficient
protection against attack manipulating the overlay routing. The authenticity and

integrity of messages can be handled by using signatures. A peer receiving

a message can confirm that the message 1s not altered by verifying the signature.
The signature of initiator allows the attack to be detected, the malicious peer to be
identified. The routing path of a message can be controlled by the initiator. On
detecting that the message 1s forwarded to a wrong place, the initiator will search

an alternate routing path used to circumvent malicious peers.

2.4 SYSTEM SPECIFICATION

2.4.1 HARDWARE REQUIREMENT SPECIFICATIONS:

PROCESSOR X PENTIUM IV
SPEED : ABOVE 500 MHZ
RAM CAPACITY - : 256 MB MIN
HARD DISK DRIVE : 80 GB

MONITOR : 157 COLOR

2.4.2 SOFTWARE REQUIREMENT SPECIFICATIONS:

OPERATING SYSTEM ; WINDOWS 7/XP
ENVIRONMENT : VISUAL STUDIO .NET 2008
DOTNET FRAMEWORK : VERSION 3.5

LANGUAGE ; VB.NET



2.4.3 SOFTWARE DESCRIPTION
2.4.3.1 VB.Net

VB.net, provides the enhanced functionality of the win32 api to mtermediate and
advanced visual basic developers using 'VB Classic'. AH code is provided frec of
charge but, | do have simple reproduction / distribution rules that ask be adhered

to. For more information, please read the VBnes_licensing policy. And remember

that when you're finished at VBnet, there are plenty of other hardcore links both at

here at mvps.org, as well as on the VBner MVP and Best Links pages. N

Visual Basic .NET (VB.NET) is an object-oriented computer procramming

language that can be viewed as an evolution of Microsoft's Visual Basic (VB)

which is generally implemented on the Microsoft NET Framework. Microsoft

currently supplies Visual Basic Express Edition free of charge.
Criticism:

Long-time Visual Basic users have complained ! about Visual Basic NET
because initial versions dropped a large number of language constructs and user
interface features !'* that were available in VB6 (which 1s no longer sold by
Microsott now), and changed the semantics of those that remained; for example, in
VB.NET parameters are (by default) passed by value, not by reference. Detractors
refer pejoratively to VB.NET as Visual Fred or DOTNOT.! On March 8, 2005, a

0]

.- | . - -~ -~ . .
petifion 9 Wwas set up In response to Microsoft's refusal to extend its mainstream

support'' " for VBS.

VB.NET's supporters state that the new language is in most respects more powerful
than the original, incorporating modern object eriented programming paradigms in
a more natural, coherent and complete manner than was possible with earlier

versions. Opponents tend to respond that although VB6 has flaws in its object

10



model, the cost in terms of redevelopment eftort is too high for any benefits that

. . . ~ [ ciaiin, welod
might be gained by converting to VI3.NET [« necded]

It 1s simpler to decompile languages that target Common Intermediate Language

CIL), inctuding VB.NET, compared to languages that compile to machine code.
E & ¥ p o

Tools such as .NET Reflector can provide a close approximation to the original

code due to the large amount of metadata provided in CIL.

Microsoft supplies an automated VB6-to-VB.NET converter with Visual Studio
NET, which has improved over time, but it cannot convert all code, and almost all
non-trivial programs will need some manual effort to compile. Most will need a
significant level of code refactoring to work optimally. Visual Basic programs that
are mainly algorithmic in nature can be migrated with few difficultics: those that
rely heavily on such features as database support, graphics, unmanaged operations

or on implementation details are more troublesome.

Both Visual Basic 6 and Visual Basic .NET will automatically generate the Sub
and End Sub statements when the corresponding button is clicked in design view.
Visual Basic .NET will also generate the necessary Class and End Class
statements. The developer need only add the statement to display the "Hello,

World" messace box.
o

Note that all procedure calls must be made with parentheses in VB.NET, whereas
in VB6 there were different conventions for functions (parenthescs required) and

subs (no parentheses allowed, unless called using the keyword Call).

Also note that the names Command! and Buttonl are not obligatory. However,

these are default names for a command button in VB6 and VB.NET respectively.

In VB.NET, the Handles keyword is used to make the sub Button]_Click a handler

for the Click event of the object Button1. In VB6, event handler subs must have a

11




specific name conststing of the object's name ("Command{”). an underscore (" "),

and the event's name ("Click”, hence "Command!_ Click").

There is a function called MsgBox in the Microsoft. VisualBasic namespace which
can be used similarly to the corresponding function in VB6. There is a controversy
about which function to use as a best practice (not only restricted to showing
message boxes but also regarding other features of the Microsoft. VisualBasic
namespace). Some programmers prefer to do things "the NET way", since the
Framework classes have more features and are less language-specific. Others argue
that using language-specific features makes code more readable (for cxample,

using int (C#) or Integer (VB.NET) instead of System.Int32).

In VB 2008, the inclusion of ByVal sender as Object, ByVal e as EventArgs has

become optional

In addition, the required runtime libraries for VB6 programs are provided with
Windows 98 SE and above, while VB.NET programs require the installation of the
significantly larger NET Framework. The framework is included with Windows 7,
Windows Vista, Windows XP Media Center Edition, Windows XP Tablet PC
Edition, Windows Server 2008 and Windows Server 2003. For other supported
operating systems such as Windows 2000 or Windows XP (Home or Professional

Editions), it must be separately installed.

Microsoft's response to developer dissatisfaction has focused around making it
easier to move new development and shift existing codebases from VB6 to
VB.NET. Their latest offering is the VBRun website, which offers code samples

and articles tor:

« Using VB.NET to complete tasks that were common in VB6, like creating a

print preview

12



» Integrating VB6 and VB.NET solutions (dubbed 'B Fusion)

2.4.4 SECURITY DESCRIPTION
2.4.4.1DES Encryption and decryption

Encryption is a method which allows information to be hidden so that it
cannot be read without special knowledge or tools. Once this is done the
information is enerypted. Decryption is a way to change an encrypted piece of

information back into unencrypted form. This is called the decrypted form.

The System.Security.Cryptographic namespace in the NET Framework
provides a variety of tools to aid in encryption and in decryption. The
CryptoStream class is one of the many classes that is provided. The
CryptoStream class is designed to encrypt or to decrypt content as that content is

streamed out to a file.

2.4.4.2 DES ENCRYPTION TECHNIQUE
To encrypt a file, follow these steps:
I. Run Visual Studio NET or Visual Studio 2005.

2. Create a new console application in Visual Basic .NET or in Visual Basic
2005. A module is created for you, together with an empty Main()

procedure.

3. Use the Imports statement on the System namespace, the
System.Security namespace, the System.Security.Cryptography

namespace, the System.Text namespace, and the System.[1O namespace.

13



You must do this so that you do not have to qualify declarations {rom
these namespaces later in vour code. You must use these statements

before any other declarations.
4. Imports System
5.Imports System 10
6. Imports System.Security
7. Imports System.Security . Crvptography
8. Imports System.Runtime.InteropServices

9.Imports System. Text

10.Generate a secret key to encrypt and to decrypt the data. The
DESCryptoServiceProvider class is based on a symmetric encryption
algorithm. The symmetric encryption requires a kev and an initialization
vector (IV) to encrypt the data. To decrypt the data, vou must have the
same key and the same [V. You must also use the same encryption
algorithm. You can generate the keys by using either of the following

methods:

Method 1 You can prompt the user for a password. Then, use the

password as the key and the I'V.

11.Method 2 When you create a new instance of the symmetric
cryptographic classes, a new key and a new [V are automatically created
for the session. You can use the key and the 1V that are generated by the

managed symmetric cryptographic classes to encrypt and to decrypt file.

14
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16.

19.

For more information about how to generate and to distribute keys, visit
the following Microsoft Web site or sce the NET Framework software
development kit (SDK) documentation:
Add the following function to generate a new key for a session as noted
in Method 2:

' Call this function to remove the key from memory after it is used for
security,

Private Declare Sub ZeroMemory Lib "kernel32.dI[" Alias

"RtlZeroMemory" _

(ByVal Destination As String, ByVal Length As Integer)

' Function to generate a key.

Function GenerateKey() As String

' Create an instance of Symmetric Algorithm. The key and the IV are

generated automatically.

Dim desCrypto As DESCryptoServiceProvider =
DESCryptoServiceProvider.Create()

20.

" Use the automatically generated key for encryption.
Return ASClIEncoding. ASCH.GetString(desCrypto.Key)

End Function

15



23.Create a method in your class that 1s named EnervptFile. The

EncryptFile method must have threc parameters:
sinputFile
sQutputFile

o sKey (This is the secret key that is used to encrypt and to decrypt

the file.)
24, Sub EncryptFile(ByVal sinputFilename As String,
25. ByVal sOutputFilename As String,
26. ByVal sKey As String)
27, End Sub

28.1n the EncryptFile procedure, create an input FileStream object and an
output FileStream object. These objects can be read from and written to

the target files.

29. Dim fsInput As New FileStream(slnputFilename,

30. FileMode.Open, FileAccess. Read)

31. Dim fsEncrypted As New FileStream(sOutputFilename,
32. FileMode.Create, FileAccess. Write)

33.Declare an instance of the DESCryptoServiceProvider class. This
represents the actual encryption and the actual decryption technology that

is used on the files. At this point, you can create a different provider if

you want to use RSA security or another cryptographic technique.
34.Dim DES As New DESCryptoServiceProvider()

16
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35.The cryptographic provider must be provided with yvour secret kev ax an
array of bytes. The System. Text namespace provides a function that is
named GetBytes(). As part of its encoding leatures, the GetBytes()
function takes a string and then returns an array of bytes. The size of the
key is different for each cryptographic technique. For example, Data
Encryption Standard (DES) takes a 64-bit key that is equal to 8 bytes or

to 8 characters.

It you do not provide a key, the provider randomly generates one. This
successfully encrypts the file, but there is no way to decrypt the file. Note
that you also must provide the V. This value is used as part of the
encryption. Like the key, the IV is randomly generated if you do not
provide the value. Because the values must be the same for both the
encryption and the decryption, you must not permit random generation of

these values.
36.DES . Key = ASCIIEncoding. ASCIH.GetBytes(sKey)
57.DES.IV = ASClIEncoding. ASCILGetBytes(sKey)

38.Create an instance of the CryptoStream class. Use the cryptographic
provider to obtain an encrypting object (CreateEncryptor) and the

existing output FileStream object as a part of the constructor.
39.Dim cryptostream As New CryptoStream(fsEncrypted,
40. desencrypt,

41. CryptoStreamMode. Write)

17



42.Read in the input file, and then write out to the output file. Pass through
the CryptoStream object where the file is encrvpted by using the key

that you provided.
43.Dim bytearrayinput(fsinput.iength - 1) As Byie
44 fsInput.Read(bvtearrayinput, 0, bytearrayinput. Length)

cryptostream. Write(bytearrayinput, (), bytearrayinput. Length)

2.4.4.3 DES DECRYPTION TECHNIQUE
To decrypt a file, follow these steps:

I. Create a method that is named DecryptFile. The decryption process is
similar to the encryption process. However, DecryptFile has two key

differences from the EneryptFile procedure.

o CreateDecryptor is used instead of CreateEncryptor to create
the CryptoStream object that specifies how the object can be

used.

»  When the decrypted text is written to the destination file. the
CryptoStream object is now the source instead of the destination

stream.
2.Sub DecryptFile(ByVal sinputFilename As String,
3. ByVal sOutputFilename As String, 3
4. ByVal sKey As String)

5. Dim DES As New DESCryptoServiceProvider()

18



6. A 64-bit Key and an [V are required tor this provider.
7. 'Setsecret key for DES algorithn,

8. DES.Kevi) = ASCllEncoding ASCILGetBytes(sKey)
9. 'Set nitialization vector.

[0. DES.IV = ASCllEncoding. ASCILGetBytes{sKev)

12, 'Create a file stream to read the encrypted tile back.

13.  Dim fsread As New FileStream(slnputFilename, FileMode.Open,

FileAccess.Read)
14, 'Create a DES Decryptor from your DES instance.
5. Dimdesdecrypt As ICryptoTranstorm = DES.CreateDecrvptor()

16.  'Create a crypto stream set to read and to do a DES decrvption

transform on incoming bytes.

17. Dim cryptostreamDecr As New CryptoStream({fsread. desdecrypt,

CryptoStreamMode.Read)
8. 'Print out the contents of the decrypted file.
19, Dim fsDecrypted As New StreamWriter(sOutputFilename)

20, fsDecrypted. Write(New

StreamReader{cryptostreamDecr).ReadToEnd)
21.  tsDecrypted.Flush()

22, tsDecrypted.Close()
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End Sub

24.Add the following lines to the Main() procedure to call both EncryptFile

30.

L]
—

(]
R

(S
S

and DecryptFile,
Public Sub Main{)  'Must be 64 bits, 8 bytes.
Dim sSecretKey As String
" Get the key for the file to encrypt.
" You can distribute this key to the user who will decrypt the filc.
sSecretKey = GenerateKey()
' For additional security, pin the key.

Dim gch As GCHandle = GCHandle. Alloc(sSecretKev,
GCHandleType.Pinned)

"Encrypt the file.

EncryptFile("%USERPROFILEY\MyData.txi",
"% USERPROFILEY \Encrypted.txt”,
sSecretKey)

' Decrypt the file.

DecryptFile("%USERPROFILEY Encrypted.txt”,
"% USERPROFILEY\Decrypted.txt",
sSecretKey)

" Remove the key from memory.

ZeroMemory(gch. AddrOfPinnedObject(), sSecretKey.Length * 2)
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End Sub

43.Save the file. Run your application. Make sure that the path that is used

for the input file name points to an existing and a not important file.

3 DESIGN AND DEVELOPMENT
3.1 SYSTEM DESIGN

System design is described as a process of planning a new busincss system
or more to replace or to compliment an existing system. The system design states

how a system will meet the requirements identified during the system analysis

System design focuses mainly on four distinct attributes. They arc data

structure, software architecture, interface representation and algorithmic details.

[t describes a solution of approaching to the creation of new system. System
design 1s a transmission from a user oriented document to a document oriented to
programmers. It goes through a logical and physical design. The key points

followed at the times of designing are:
e Preparing input and output specification
e Data flows and stores
* Preparing security and control specitication
e Temporary and permanent collection of data
¢ A walk through before implementation

¢ Process
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Revicwmg the study phase activities and making decisions about which
function are to be performed by the hardware, software, and human ware started in
the design phase. The output, input and file design for eack of the programs was
done. Finally the generalized systems were explained to the management for

approval.
The steps involved in designing phase were:

e The function to be performed is identitied

The input, output and file design is performed

e The system and component cost requirements is specified

The design phase report is generated.

3.2 A FLOW DIAGRAM

A data flow diagram also known as “bubble chart” has the purpose of clarifying
system requirements and identifying major transformation that will become
program in system design. So it is the starting point of the phase that functionaily
decomposes the requirement specification down to the lowest level of details. A

DFD contains series of bubbles joined by lines.
DFD SYMBOLS
A square defines a sources or destination of system data

¢ An arrow identified data in motion. It is a pipeline. It is a pipeline

through which information flows
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System Flow Diagram

The flow of the control along with the architecture of the sysiem is shown in
the figure below. Initially, we start the message routing process by specitving the
destination IP address along with the Port number. Then the message 1o be sent is
encrypted along with its destination IP address. At the destination, the incoming
message with its IP address is verified with its own IP. If it matches, then the

original message is obtained through decrypting the message.

I

¢ START 3

A GIVE 1P
ADDRESS

i

LIESEAGE
FazEIIs

.-"f‘--“ "—.._-'__7
.-"f-- 7'.---'\-.

f,_,.-""--_-i I F -----Rm”z
7 [F WMATCHES
DEETINATED &~

25



3.3 DESIGN PROCESS
3.3.1 INPUT DESIGN

The input design is the process of entering data to the system. The put
design goal 1s to enter to the compuler as accurate as possible. Here inputs are
designed effectively so that errors made by the operations arc minimized. The
inputs to the system have been designed in such a way that manual forms and the
inputs are coordinate where the data elements are common to the source document
and to the input. The input is acceptable and understandable by the users who are

using 1t.

The quality of the system input determines the quality for system output.
Input specification describes the manner in which data entered the system

processing.

Input design is the process of converting user-originated inputs to a
computer-based format input data are collected and organized into group of similar

data. Once identified, appropriate input media are selected for processing.

The input design also determines the user to interact etficiently with the
system. Input design is a part of overall system design that requires special
attention because it is the common source for data processing error. The goal of

designing input data is to make entry easy and free from errors.
Modules
. Router Option

2. Encryption and decryption
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Router Option

Router receive packet message from souice and check packet 1s own or
other, if own means decrypt message using peer id else forward using routing

table. Finally send acknowledgement source node.
Encryption & Decryption coding

Test this code with a text (.txt) file to confirm that the file is correctly encrypted
and decrypted. Make sure that you decrypt the tile to a new file {(as in the Sub
Main() procedure in this article) instead ot to the original file. Examine the

decrypted file and compare the decrypted tile to the originat.

Imports System

Imports System. [0

Imports System.Security

Imports System. Security. Crvptography

Imports System.Runtinie.InteropServices

Imports System. Text

Module Modulel
" Call this function to remove the key from memory after it is used for security.
<DIlmport("kernel32.dl1")>
Public Sub ZeroMemory(ByVal addr As IntPtr, ByVal size As Integer)
End Sub

" Function to generate a 64-bit key.
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Funetion GenerateKev() As String

" Create an instance of a symmetric algorithm. The kev and the 1V are

generated automatically.

Dim desCrypto As DESCryptoServiceProvider =
DESCryptoServiceProvider.Create()

' Use the automatically generated key for encryption.
Return ASCIIEncoding. ASCIL.GetString(desCrypto.Key)
End Function
Sub EncryptFile(ByVal sInputFilename As String,
ByVal sOutputFilename As String,
ByVal sKey As String)
Dim fslnput As New FileStream(sInputFilename,
FileMode.Open, FileAccess.Read)

Dim fsEncrypted As New FileStream(sOutputFilename,

FileMode.Create, FileAccess. Write)
Dim DES As New DESCryptoServiceProvider()
'Set secret key for DES algorithm.
'A 64-bit key and an [V are required for this provider,
DES.Key = ASCIIEncoding. ASCI1.GetBytes(sKey)
'Set the initialization vector.

DES IV = ASCIIEncoding. ASCIL GetBytes(sKey)
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'Create the DES encryptor trom this instance.
Dun desencrypt As {CryptoTransiorm = DES CreateFncryptor{)

'Create the crypto stream that transforms the tile stream by using DES

encryption.

Dim cryptostream As New CryptoStream({sEncrypted,
desencrypt,
CryptoStreamMode. Write)

'Read the file text to the byte array.

Dim bytearrayinput(fsinput.Length - 1) As Byte

fsinput. Read(bytearrayinput, 0, bytearrayinput.Length)

"Write out the DES encrypted file.

cryptostream. Write(bytearrayinput, 0, bytearrayinput.Length)

cryptostream.Close()

End Sub
Sub DecryptFile(ByVal slnputFitename As String,

ByVal sOutputFilename As Striﬁg, _

ByVal sKey As String

Dim DES As New DESCryptoServiceProvider()

'A 64-bit key and an 1V are required for this provider.

'Set the secret key for the DES algorithm.
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DES Key() = ASCllEncoding. ASCIHL.GetBytes(sKey)
'Set the initalization vector.

DESAV = ASCllEncoding. ASCH. GetBytes(sKey)
'Create the file stream to read the encrypted tile back.

Dim fsread As New FileStream(sInputFilename, FileMode Open,

FileAccess.Read)
'Create the DES decryptor from the DES instance.
Dim desdecrypt As [CryptoTransform = DES CreateDecryptor()

'Create the crypto stream set to read and to do a DES decryption transform on

Incoming bytes.

Dim cryptostreamBDecr As New CryptoStream(fsread, desdecrypt,

CryptoStreamMode.Read)
'Print out the contents of the decrypted tile.
Dim fsDecrypted As New StreamWriter(sOutputFilename)
fsDecrypted. Write(New StreamReader(cryptostreamDecr). ReadToEnd)
fsDecrypted.Flush()
tsDecrypted.Close()

End Sub

Public Sub Main()
'Must be 64 bits, 8 bytes.
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Dim sSecretKey As String

" Get the key [or the file to encrypt.

" You can distribute this key to the user who will decrypt the file.
sSecretKey = GenerateKey()

' For additional security, pin the key.

Dim gch As GCHandle = GCHandle. Alloc(sSecretKey,
GCHandleType.Pinned)

" Encrypt the file.

EncryptFile("%USERPROFILEY\MyData.txt",
"% USERPROFILEY\Encrypted.txt”,
sSecretKey)

" Decrypt the file.

DecryptFile("% USERPROFILEY \ Encrypted.ixt”,
"USERPROFILEY\Decrypted.ixt”,
sSecretKey)

' Remove the key from memory.

ZeroMemory{gch. AddrOfPinnedObject(), sSecretKey. Length * 2)

gch Free()

End Sub

End Module
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3.23 0UTPUT DESIGN

The output design was done so that results of processing could be
communicated to the users. The various outputs have been designed in such a way

that they represent the same format that the otfice and management used to.

Computer output is the most important and direct source of information to
the user. Efficient, intelligible output design should improve the systems
relationships with the user and help in decision making. A major form of output is

hardcopy from the printer

Output requirements are designed during system analysis. A good starting
point for the output design is the Data Flow Diagram (DFD). Human factors educe

issues for design involves addressing internal controls to ensure readability
4 IMPLEMENTATION
4.1 SYSTEM IMPLEMENTATION
The purpose of System Implementation can be summarized as follows:

It making the new system available to a prepared set of users (the deployment), and
positioning on-going support and maintenance of the system within the Performing
Organization (the transition). At a finer level of detail, deploying the system
consists of executing all steps necessary to educate the Consumers on the use of
the new system, placing the newly developed system into production, confirming
that all data required at the start of operations is available and accurate, and
validating that business functions that interact with the system are functioning
properly. Transitioning the system support responsibilities involves changing trom

a system development to a system support and maintenance mode of operation,
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with ownership of the new system moving from the Project Team to the

Performing Organization.

System impleimentation is the important stage of project when the
theoretical design 1s tuned into practical system. The main stages in the

implementation are as follows:
e Planning
e Training
¢ System testing and
e (Changeover Planning

Planning 1s the first task in the system implementation. Planning means
deciding on the method and the time scale to be adopted. At the time of
implementation of any system pecople from different depariments and system
analysis involve. They are confirmed to practical problem of controlling various
activities of people outside their own data processing departments. The line
managers controlled through an implementation coordinating committee. The

committee considers ideas, problems and complaints of user department, it must

also consider;
e The implication of system environment
e Self selection and allocation form implementation tasks
¢ (Consultation with unions and resources available

e Standby facilities and channels of communication
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5 CONCLUSIONS

Peer-to-peer overlay networks, both at the network layer and at the
application layer. We have shown how techniques ranging from cryptography
through redundant routing to economic methods can be applied to increase the
security, fairness, and trust for applications on the p2p network. Because of the
diversity of how p2p systems are used, there will be a corresponding diversity of
security solutions applied to the problems. 1t has presented the design and analysis
of techniques for secure node joining, routing table maintenance, and message
forwarding in structured p2p overlays. These techniques provide secure routing,
which can be combined with existing techniques to construct applications that are

robust in the presence ot malicious participants.

6 APPENDICES

6.1 SOURCE CODE:
CLIENT CONNECTION:
Imports System.Net.Sockets
Imports System. Text
Imports System.1O

Imports System. Threading
Imports System

Imports System.Xml

Imports System.Security.Cryptography
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Imports System.Data.OleDb

Public Class ClientConnection
Dim clientSocket As New System.Net.Sockets. TepClient)
Dim serverStream As NetworkStream
Private clientStreamWriter As StreamWriter
Private clientStreamReader As StreamReader
Dim readData As String
Dim infiniteCounter As Integer
Private Shared key() As Byte = {!

Private Shared V() As Byte = {&H12, &H34, &H56, &H7S, &HO0. & HAB
&HCD, &HEF!

4

Private Const EncryptionKey As String = "abedefgh”
Private dataConnection As OleDbConnection

Private Sub btnConnect_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles btnConnect.Click

Dim dataReader As OleDb.OleDbDataReader
Dim routeString As String = ""

Dim emdStr As String = "Select * FROM route where dest =" +
txtipAddress. Text + ™"

setDBConnection()
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Dim oleCmd As OleDbCommand
oleCmd = New OleDbCommand{cmdStr, dataConnection)
dataReader = oleCmd.ExecuteReader()
While (dataReader.Read())

routeString = dataReader(2)
End While
readData = "Conected to Chat Server ..."
Dim nextRoute As String() = routeString.Sphit(New Char() {"."c})
Dim nextIP As String() = nextRoute(0).Split(New Char() {"."c})
'MsgBox(nextIP(0))
'MsgBox(nextIP(1))}
'clientSocket.Connect(txtipAddress. Text, Int32. Parse(txtPort. Text))
clientSocket.Connect(nextIP((), [nt32.Parse(nextIP(1)))
serverStream = clientSocket. GetStream()
clientStreamWriter = New StreamWriter(serverStream)
clientStreamWriter. AutoFlush = True

Dim encStr As String = EncryptAES{txtMessage. Text)

clientStreamWriter. WriteLine("" -+ encStr.Length. ToString() + "?" + encStr +

":" 4+ routeString)

clientSocket.Close()
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Dim ctThread As Threading. Thread = New Threading. Thread(AddressOr

getMessage)
'ctThread.Start()
End Sub
Private Sub setDBConnection()
Dim conStr As String
Dim dataPath As String = "d:/secure.mdb"”

conStr = "Provider=Microsoft.Jet. OLEDB.4.0:Data Source=" & dataPath &

":Persist Security Info=False"
dataConnection = New OleDbConnection(conStr)
dataConnection.Open()
End Sub
Private Sub getMessage()
For infiniteCounter =1 To 2
infiniteCounter = 1
serverStream = clientSocket. GetStream()
clientStreamReader = New StreamReader(serverStream)
Thread.Sleep(1000)
Dim nameType As String = clientStreamReader.ReadLine()

readData = "" + nameType

msg()
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Next
End Sub
Private Sub msg()
It Me.InvokeRequired Then
Me.Invoke(New MethodInvoker(AddressOt msg))
Else

txtMessage. Text = txtMessage. Text + Environment.New[Line + " >> " +

readData
End If
End Sub

Private Sub btnClose_Click(ByVal sender As System.Object, ByVal ¢ As

System.EventArgs) Handles btnClose.Click
Visible = False
End Sub

Public Shared Function EncryptAES(ByVal stringToEncrypt As String) As

String
Try
key = System.Text.Encoding. UTF8.GetBytes(EncryptionKey)
Dim des As New DESCryptoServiceProvider

Dim mputByteArray() As Byte =
Enceding UTF8.GetBytes(string ToEncrypt)
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Dim ms As New MemoryStream

Dim cs As New CryptoStream(ms, des.CreateEncryptor(key, 1V},

CryptoStreamMode. Write)
cs. Write(inputByteArray, 0, inputByteArray.Length)
cs.FlushFinalBlock()
Return Convert. ToBase64String(ms. ToArray())
Catch ex As Exception
'oops - add your exception logic
End Try
Return ™"

End Function

End Class

SERVERSIDE:

Imports System.Threading
Imports System.Net.Sockets
Imports System.10

Imports System

Imports System. Xml

Imports System.Text



Imports System.Security.Cryptography
Public Class TCPServer
Shared connection As Socket
Shared readThread As Thread
Shared socketStream As NetworkStream
Private Shared writer As BinaryWriter
Private Shared reader As BinaryReader
Private Shared key() As Byte = {!

Private Shared 1V() As Byte = {&H 12, &H34, &H56, &H78, &H90, &HAB,
&HCD, &HEF|

Private Const EncryptionKey As String = "abcdefgh”
Public Sub New()
readThread = New Thread(AddressOf RunServer)
readThread.Start()
End Sub
Public Shared Sub RunServer()
Dim listener As TepListener
Dim counter As Integer = |
Try

listener = New TcpListener(5000)
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listener.Start()
While True
Console. WriteLine("Waiting for connection"}
connection = listener. AcceptSocket()
socketStream = New NetworkStream(connection)
writer = New BinaryWriter(socketStream)
reader = New BinaryReader(socketStream)
Console. WriteLine("Connection " & counter & " received.”)
writer. Write("SERVER>>>" + "Connection successtul")
Dim theReply As String = ""
Try
Do
theReply = reader.ReadString()
Console. WriteLine(theReply)
Loop While (theReply <= "CLIENT>>> TERMINATE"
AndAlso connection.Connected)
Catch inputOutputEx_ception As IOException
Console. WriteLine("Client application ciosing'}
Finally

Console. WriteLine("User terminated connection”)
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writer.Close()
reader.Close()
socketStream.Close()
connection.Close()
counter += ]
End Try
End While
Catch inputOutputException As [OException
Console. WriteLine("Server application closing”)
End Try
End Sub

Public Shared Function EncryptAES(ByVal stringToEncrypt As String) As

String
Try
key = System.Text.Encoding. UTF8.GetBytes(Left(EncryptionKey, 8))
Dim des As New DESCryptoServiceProvider

Dim inputByteArray() As Byte =
Encoding. UTF8.GetBytes(stringToEncrypt)

Dim ms As New MemoryStream

Dim cs As New CryptoStream(ms, des.CreateEncryptor(key, IV),
CryptoStreamMode. Write)
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cs. Write(inputByteArray, 0., inputByteArray. Length)
cs. FlushFinalBlock()
Return Convert. ToBase64String(ms. ToArray(})
Catch ex As Exception
'oops - add your exception logic
End Try
Return ""
End Function
Public Function Decrypt(ByVal stringToDecrypt As String) As String
Try
Dim inputByteArray(stringToDecrypt.Length) As Byte
key = System.Text.Encoding. UTF8.GetBytes(Left(EncryptionKey, 8))
Dim des As New DESCryptoServiceProvider
inputByteArray = Convert.FromBase64String(stringToDecrypt)

Dim ms As New MemoryStream

Dim cs As New CryptoStream(ms, des.CreateDecryptor(key, IV),
CryptoStreamMode. Write)

cs. Write(inputByteArray, 0, inputByteArray.Length)
c¢s.FlushFinalBlock()

Dim encoding As System.Text.Encoding = System.Text.Encoding. UTF8
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Return encoding.GetString(ms. ToArray())
Catch ex As Exception
‘oops - add your exception logic
End Try
Return "Asdt”
End Function

End Class

MESSAGE DIALOG:
Public Class MessageDialog
Public Delegate Sub SetTextCallback(ByVal s As String)
Public Delegate Sub SetVisibleCallback(ByVal s As Boolean)
Public Sub New(}
' This call 1s required by the Windows Form Designer.
InitializeComponent(}
End Sub

Private Sub MessageDialog lLoad(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles MyBase.Load

End Sub

Private Sub btnOk_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles btnOk.Click
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End Sub
Pubtlic Sub setVisble(ByVal text As Boolean)
If Me.InvokeRequired Then
Dim d As New SetVisibleCallback(AddressOf setVisble)
Me.invoke(d, New Object() {text})
Else
Me. Visible = True
End If
End Sub
Public Sub SetText(ByVal text As String)
If Me.txtMessage.InvokeRequired Then
Dim d As New SetTextCallback(AddressOf SetText)
Me.Invoke(d, New Object() {text})
Else
Me.txtMessage. AppendText("" & Chr{13) & "" & Chr(10) & " " + text)
End If
End Sub

End Class



SECURITY:
Imports System
Impeorts System. 1O
Imports System. Xmi
Imports System. Text
Imports System.Security.Cryptography
Public Ciass Security
Private key() As Byte = {!

Private IV() As Byte = {&H12, &H34, &H56, &1178, &H90, &HAB. &HCD,
&HEF}

Private Const EncryptionKey As String = "abedefgh”
Public Sub New()
End Sub
Pubtic Function EncryptAES(ByVal stringToEncrypt As String) As String
Try
key = System.Text.Encoding. UTF8.GetBytes(Left(EncryptionKey, §))
Dim des As New DESCryptoServiceProvider

Dim inputByteArray() As Byte =
Encoding UTF8.GetBytes(stringToEncrypt)

Dim ms As New MemoryStream
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Dim cs As New CryptoStream(ms, des CreateEncryptor{key, [V},

CryptoStreamMode. Write)
cs. Write(inputByteArray, 0, inputByteArray.lLength)
cs. FlushFinalBlock()
Return Convert. ToBase64String(ms. ToArray{})
Catch ex As Exception
'oops - add your exception logic
End Try
Return ™"
End Function
Public Function Decrypt(ByVal stringToDecrypt As String) As String
Try
Dim inputByteArray(stringToDecrypt.Length) As Byte
key = System.Text.Encoding. UTF8.GetBytes(Left(EncryptionKey, 8))
Dim des As New DESCryptoServiceProvider
inputByteArray = Convert.FromBase648tring(gﬁringToDecrypt)

Dim ms As New MemoryStream

Dim ¢cs As New CryptoStream{ms, des.CreateDecryptor(key, 1V).
CryptoStreamMode. Write)

cs. Write(inputByteArray, 0, inputByteArray.Length)

cs.FlushFinaiBlock()
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Dim encoding As System.Text.Encoding = System.Text.Encoding UTFS
Return encoding. GetString(ms. ToArray())
Catch ex As Exception
'oops - add your exception logic
End Try
Return "Asdf"
End Function

End Class

CONNECTION INFORMATION:
Public Class Connectionlnformation
Dim str As String
Public Delegate Sub SetTextCallback(ByVal s As String)

Private Sub Connectionlnformation_Load(ByVal sender As System.Object,

ByVal e As System.EventArgs) Handles MyBase.Load
End Sub

Public Sub SetText(ByVal text As String)

If Me.txtMessage.InvokeRequired Then

Dim d As New SetTextCallback(AddressOf SetText)
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Me.Invoke(d, New Object() {text}}
Else
Me.txtMessage. AppendText("" & Chr(13) & "" & Chr(10) & " " + text)
End If
End Sub

End Class

SECURE MESSAGING:
Imports System. Windows_ Forms
Imports System.Net.Sockets
Imports System.Net
Imports System.Threading
Imports System.1O
Imports System.Xml
Imports System. Text
Imports System.Security.Cryptography
Public Class SecureMessageMain
Dim connectlnfo As ConnectionInformation
Dim serverStart As TepListener

Public tcpServer As TepListener
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Public tepClient As TepClient, client As TepClient
Public startThread As Thread

Private clientStream As NetworkStream

Private clientStreamReader As StreamReader
Private clientStreamWriter As StreamWriter
Private key{) As Byte = |}

Private IV() As Byte = {&H 12, &H34, &H56, &H78, &H90, &HAB, &HCD,
&HEF)

Private Const EncryptionKey As String = "abcedetgh"

Dim clientSocket As New System.Net.Sockets. TepClient()
Dim clientSocket] As New System.Net.Sockets. TcpClient()
Dim serverStream As NetworkStream

Private clientStream1 As NetworkStream

Private chientStream2 As NetworkStream

Private clientStreamWriter] As StreamWriter

Private clientStreamReaderl As StreamReader

Private clientStreamWniter2 As StreamWriter

Private clientStreamReader2 As StreamReader

Dim msg As New MessageDialog

Public msgHack, isShown As Boolean
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Public isMessageHack, isRouteHack, isipHack As Boolean
Dim localPort As Integer = 6666

Private Sub ChlientConnectionToolStripMenultem Click(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles

ClientConnectionToolStripMenultem.Click
Dim clientDetails As New ChientConnection()
clientDetails.MdiParent = Me
clientDetails.Show()
End Sub

Private Sub ExitToolStripMenultem Click(ByVal sender As System.Object,
ByVal e As System.EventArgs) Handles ExitToolStripMenultem.Click

End
End Sub

Private Sub [PConfigToolStripMenultem Click(ByVal sender As
System.Object, ByVal ¢ As System.EventArgs) Handles
IPConfigToolStripMenultem.Click

Dim routeContig As New RouteConfig()
routeContig. ShowDialog()
End Sub

Private Sub SecureMessageMain_Load(ByVal sender As System.Object, ByVal
e As System.EventArgs) Handles MyBase.Load

localPort = InputBox("Enter Port")
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connectinto = New Connectioninforimation{)
connectlnto. MdiParent = Mg

connectInfo SetBounds(750, 10, 260, 600)
connectInfo.Show()

connectInfo.SetText("" & Chr(13} & "" & Chr(10) & "Server Started Port at "

+ localPort. ToString())

connectlnfo.SetText("" & Chr(13) & "" & Chr(10) & "Server is Waiting for
Client Request.............. ")

msg.MdiParent = Me
StartServer()
End Sub
Public Sub StartServer()
Dim startThread As Thread
startThread = New Thread(New ThreadStart(AddressOf StartListen))
startThread.Start()
End Sub
Public Sub StartListen()
Try
tcpServer = New TcpListener(localPort)
tcpServer.Start()

While True
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tepClient = tepServer. AcceptTepClient()

Dim remotelP As String = DirectCast(icpClient.Client. RemoteEndaPoint,

IPEndPoint). Address. ToString()

Dim remotePort As String =

DirectCast(tcpClient.Client. RemoteEndPoint, IPEndPoint).Port. ToString()

connectInfo.SetText("" & Chr(13) & ™" & Chr(10) & "New Connection
Accepted IP (" + remotelP)

connectInfo.SetText("" & Chr(13) & "" & Chr(10) & "Connected Port

@" + remotePort)
clientStream = tcpClient. GetStream()
clientStreamReader = New StreamReader(clientStream)
clientStreamWriter = New StreamWriter(clientStream)
clientStreamWriter. AutoFlush = True
+Dim nameType As String = clientStreamReader.ReadLine()
Thread.Sleep(1000)
"MsgBox("ACK Knowledge Received From " + nameType)
If nameType.Contains("ACK") Then
connectInfo.SetText("ACK" + nameType)

'connectInfo.SetText("" & Chr(13) & "" & Chr(10) & "Received From

Original @" + (nameType))

Else
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Dim decryptStr As String() = nameType.SplittNew Char() {":"c¢?)
Dim spltstr As String = decryptStr(0).Split{New Char() {"7"ci }(1)
"MsgBox("Split Value : " + splistr)
Dim hop As String = decryptStr{1)
Dim hopAddress As String() = hop.Split{New Char() {";"c})
Dim hostString As String ="
Dim 1 As Integer
Fori=1To hopAddress.Length - 1
hostString = hostString + hopAddress(i) + ";"
Next i
If (hostString.Length > 0) Then
hostString = hostString.Substring(0, hostString.Length() - 1)
End If

Dim ipAddress As String = hopAddress(hopAddress. Length -
1).Split(New Char() {","c})(0)

Dim port As Integer = Int32.Parse(hopAddress(hopAddress.Length -
1).Split{New Char() {","c})(1))

Dim oAddr As System.Net.IPAddress
Dim sAddr As String
Dim hostName As String = Dns.GetHostName()

'MsgBox((nameType))



connecilnfo.SetText("" & Chr(13) & " & Chr(10) & "Received From

Original " + (nameType))

With System.Net.Dns.GetHostByName(hostName)
oAddr = New System.Net.IPAddress(.AddressList(0). Address)
sAddr = oAddr.ToString
sAddr. IndexOt("asdf™)

End With

sAddr = oAddr. ToString

If (sAddr.Equals(ipAddress) And localPort = port) Then

Dim oLen As String = (decryptStr(0).Split(New Char()
fr"eiN(l).Length. ToString()

Dim cLen As String = (decryptStr(0).Split{New Char() {"?"¢c}))0)
'MsgBox("Message Length : " -+ oLen)
'MsgBox("Original Length : " + clLen)
if (oLen.Equals(cLen)) Then
MsgBox("Original Message Hacking Not Found")
Else
msgHack = True
MsgBox("Message Hacking Found")
End If

Dim decryptMSG As String = Decrypt(spltstr.Trim())
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connectinfo.SetText("" & Chr(13) & " & Chr(10) & "Decrvpted

(«." + decryptMSG)

connectinfo.SetText("" & Chr(13) & " & Chr(10) & "Decrypted

@™ + decryptStr(1))

clientSocket!.Connect("192.168.1.30", Int32.Parse("5555™))
chientStream?2 = clientSocket.GetStream()
clientStreamReader2 = New StreamReader{clhientStream?2)
chientStreamWriter2 = New StreamWriter(clientStream?2)
chientStreamWriter2. AutoFlush = Truc

ff (msgHack = True) Then

clientStreamWriter2. WriteLine("ACK MESSAGE HACKED
AND REACHED DESTINATION " + Dns.GetHostName())

clientSocket.Close()
Else

chentStreamWriter2. WriteLine("ACK MESSAGE REACHED
DESTINATION " + Dns.GetHostName())

clientSocket.Close()
End If
msg.SetText(decryptMSG)

If (isShown = False) Then
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isShown = True
msg.setVisble{True)
End If
"clientStreamWriter. WriteLine("Welcome | Connected™)

Else

Dim ipPort As String() = hopAddress(1).Split{tNew Char() {"."c}}

clhientSocket!.Connect{("192.168.1.30", Int32.Parse(5555))
clientStream2 = clientSocket].GetStream()
clientStreamReader?2 = New StreamReader(clientStream?2)
chientStreamWriter2 = New StreamWriter(clientStream?2)
clientStreamWriter2. AutoFlush = True

clientStreamWriter2. WriteLine{("ACK FROM" +
Dns.GetHostName())

clientSocket].Close()

clientSocket.Connect(ipPort(0). Trim(),
Int32.Parse(ipPort(1).Trim()))

clientStream|1 = clientSocket. GetStream()
clientStreamReader! = New StreamReader(clientStream|1)
clientStreamWriter] = New StreamWriter(clientStream1)
clientStreamWriterl. AutoFlush = True

If isMessageHack = True Then
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clhientStreamWriter | WriteLine{decryptStr(0) + "adst™ + 7" +

hostString)
Else
chientStreamWriter! . WriteLine(decryptStr{0Q) + """ +hoslString)
End If
clientSocket.Close()
End Hf
End If
End While
Catch exe As Exception
MsgBox{exe. ToString(), MsgBoxStyte DefaultButtonl, "Error"}
End Try
End Sub

Sub ClientConnectionToolStripMenultemClick(ByVal sender As Object, ByVal
e As EventArgs)

End Sub
Public Function Decrypt(ByVal stringToDecrypt As String) As String
Try
Dim inputByteArray(stringToDecrypt. Length) As Byte
key = System.Text.Encoding. UTF8.GetBytes(EncryptionKey)

Dim des As New DESCryptoServiceProvider
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inputByteArray = Convert.FromBase64String(string FoDecrypt)
Dim ms As New MemoryStream

Dim ¢cs As New CryptoStream(ims, des.CreateDecryptor(key, 1V),

CryptoStreamMode. Write)

cs. Write(inputByteArray, 0, inputByteArray.Length)
cs.FlushFinalBlock()
Dim encoding As System.Text.Encoding = System.Text.Encoding. UTES

" Return encoding.GetString(ms. ToArray())

Catch ex As Exception
MsgBox(ex. ToString(})

End Try

Return "Asdf”

End Function

Private Sub AllowRouteHackingToolStripMenultem Click(ByVal sender As
System.Object, ByVal ¢ As System.EventArgs) Handles
AllowRouteHackingToolStripMenultem.Click

1sRouteHack = True
End Sub

Private Sub AllowIPSpoofingToolStripMenultem Click(ByVal sender As
System.Object, ByVal ¢ As System.EventArgs) Handles
AllowlPSpootingToolStripMenultem.Click

59



isIpHack = True
End Sub

Private Sub MessageHackingToolStripMenultem Click{ByVal sender As
System.Object, ByVal ¢ As System.EventArgs) Handies

MessageHackingToolStripMenultem.Click
isMessageHack = True
End Sub

Private Sub Form1 Closing(ByVal sender As Object, ByVal e As

System.CompenentModel.CancelEventArgs) Handles MyBase.Closing
" Determine if text has changed in the textbox by comparing to original text.
Application. Exit()}
End Sub 'Form! Closing

End Class

ROUTE CONFIGURATION:
Imports System. Windows.Forms
Imports System.Data.OleDb
Public Class RouteConfig
Private dataConnection As OleDbConnection
Private Sub OK_Button Click(ByVal sender As System.Object, ByVal ¢ As

System.EventArgs)
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Me DialogResult = System. Windows.Forms.DialogResult.OK
Me.Close()
End Sub

Private Sub Cancel Button_ Click(ByVal sender As System.Object, ByVal ¢ As

System.EventArgs)
Me.DialogResult = System. Windows.Forms.DialogResult.Cancel
Me.Close()
End Sub

Private Sub btnClose Click(ByVal sender As System.Object, ByVal ¢ As
System.EventArgs) Handles btnClose.Click

Visible = False
End Sub

Private Sub btnSave Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles btnSave.Click

setDBConnection()
Dim insertQuery As String
Dim cmdSir As OleDbCommand

LA B L S
+
"

insertQuery = "insert into route values(™ + txtSource. Text +

txtDest. Text + """ + txtRoute. Text + )"
cmdStr = New OleDbCommand(insertQuery, dataConnection)

cmdStr.ExecuteNonQuery()
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dataConnection.Close()
MsgBox("Route Added Sucesstully...”)
End Sub

Private Sub btnDelete_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles btnDelete.Click

setDBConnection()
Dim deleteQuery As String
Dim cmdStr As OleDbCommand

deleteQuery = "delete from route where source =" + txtSource Text + " and

dest ="" + txtDest. Text + "

cmdStr = New OleDbCommand(deleteQuery, dataConnection)
cmdStr.ExecuteNonQuery()
dataConnection.Close()
MsgBox("Route Deleted Sucessfully...")
Visible = False

End Sub

Private Sub setDBConnection()
Dim conStr As String
Dim dataPath As String = "d:/secure.mdb"

conStr = "Provider=Microsoft.Jet. OLEDB.4.0;:Data Source=" & dataPath &

":Persist Security Info=False"
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dataConnection = New OleDbConnection{conStr)
dataConnection.Ovpen() End Sub

Private Sub RouteConfig Load(BvyVal sender As System.Object, ByVal ¢ As

System.EventArgs) Handles MyBase. Load
End Sub

End Class
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6.2 SCREEN SHOTS

Enter Pert

L

k] I
-
.WVW%W _.w

=

v
5
i
T

i
i
H
i

64



100

1

1w

irtation

[E

Toals

Cptiens

File:
Thatuz

65



Souren

k..

=2
A7
B
5

= Added Sui

Rt

66



67



ke Opticns . [aak

IFaddie:

Pt

Shatus

68



cighree. Tenks

13

69



et

[

70



7. REFERENCES




6 REFERENCES:
[1] Xu Xiang, Tan Jin, Efficient Secure Message Routing for Structured
Peer-to-Peer Systems, 2009 International Conference on Nehworks Security,

Wireless Communications and Trusted Computing-Dec 2009.
[2] D. Wallach, A survey of peer-to-peer security issues. In Proceedings

of International Svmposium of Software Security - Theories and Syvstems, Nov

2003.

(3] I. Stoica, R. Morms, D. Karger, M. F. Kaashoek, and H. Balakrishnan.
Chord: a scalable peer-to-peer lookup service for Internet applications.
In Proceedings of SIGCOMM 2001, pages 149-160, August 200/

[4] A. Rowstron and P. Druschel. Pastry: scalable, distributed object location and
routing for large-scale peer-to-peer systems. Lecture Notes in Computer Science,

2218:161-172. November .

51 B. Y. Zhao, J. D. Kubiatowicz, and A. D. Joseph. Tapestry: an infrastructure
for fault-tolerant wide-area location and routing. Technical Repert UCB/ACUSD-01-

[141, UC Berkeley, Apr, 2001.

6] 1. R. Douceur, The sybil attack. In Proceedings of the First fnternational

Worikshop on Peer-to-Peer System, March 20012,
[7]1 E. K. Lua, Securing peer-to-peer overlay networks from sybil attack.

In Proceedings of International Symposium on Communications and [T, Oct

2007.

71



