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ABSTRACT

Many software systems have evolved to include a Web-based component that makes
them available to the public via the Internet and exposes them fe a variety of Web-
based attacks. One of these attacks is SQL injection, which can give attackers
unrestricted access to the databases that underlie Web applications and has become

increasingly frequent and serious.

This paper presenis an overview of this concept and indicates the need
for protecting Web applications against SQL injection that is both conceptual and has
practical edvantages over most existing techniques. From: a conceptual standpoint, the
approach is based on the novel idea of positive tainting and on the concept of syntax-
aware evaluation, From a practical standpoint, our technique is indicative and true
with minimal deployment requirements. and incurs a negligible performance overhead
in most cases. We have implemented our techniques in the Web Application SQL-
injection Preventer (WASP) tool. which we used to perform an exampie evaluation .
WASP does show four of the successlul attempted attacks and tries not to generaie

any false positives.
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1. INTRODUCTION
1.1  GENERAL

Web applications are the applications that can be accessed
over the Internet by using any compliant Web browser that runs on any
operating system and architecture. They have become ubiguitous due to the
convenience, flexibility, availability, and interoperability that they provide.
Web applications interface with databases that contain information such as
customer names, preferences, credit card numbers. purchase orders, and so
on. Web applications build SQL queries to access these databases based, in
part, on user—prb\’iclcd mput. The intent is that Web applications will limit
the kinds of queries that can be generated 1o a safe subset of all possible
queries, regardless ol what input users provide. However, inadequate nput
validation can enable attackers to gain complete access to such databases.
One way in which this happens is that attackers can submit input strings that
contain specially encoded database commands. When the Wet application
builds a query by using these strings and submits the query (o its underlying
database. the attacker’s cmbedded commands are executed by the database

and the attack succeeas.

The results of these attacks are often disastrous and could
range from leaking of sensitive data (for example, customer data) to the
destruction of database contents. we propose a rew highly automated
approach for dynamic detection and prevention of SQL injection attack.
Intuitively. our approach works by identitying “trusted” swuings, m-an
application and allowing only these trusted strings to be used to create the

semantically relevant parts ol a SQL query such as keywords or operators.



1.2 PROBLEM DEFINITION

Web applications are vulnerable to a variety of security
threats. SQL. Injection Attacks (SQILIAs) are one of the most sgnificant of
such threats. Web applications build SQL queries to access thz databases.
However, inadeguate input validation can enable attackers to gein complete
access to such databases. One way in which this happens 1s that attackers
can submit input strings that contain specially encoded database commands.
When the Web application builds a query by using these strings and submits
the query to its underlying database, the attacker’s embedded commands are
executed by the database and the attack succeeds. The resuits of these
attacks are ofien disastrous and can range trom leaking ol sensitive data to

the destruction of database contents.

This approach works by 1dentifying “trusted” strings 1mm an
application and allowing only these trusted strings to be used 1o create the
semantically relevant parts of a SQL query such as kcywords or operators.
Positive tainting identifies and tracks trusted data. In Web applications,
sources of trusted data can more casily and accurately be identified than
untrusted data sources. Therefore, the use of positive tainting leads to

increased automation.

The second approach is the use of [Texible syntax-aware evaluation.
Syntax-aware evaluation lets us address security proolems that are derived
from mixing data and code while stll allowing for tals mixing to occur. it

[8

o

ives developers a mechanism for regulating the usage of string data based

(f

not only on its source but also on its syntactical role in a query string.



1.3 OBJECTIVE OF THE PROJECT

The objective of the project is to develop ard implement
a highly automated technique against SQL injection attacks tha. :s able to
detect, stop, and report injection attacks before they cause ary vulnerable
attack to the database. This is based on the concept of positive tainting and
syntax aware evaluation

The positive tainting performs efficient dynamic tainting
of java strings that precisely propagates trust markings while strings are
manipulated at runtime. Positive tainting identifies and tracks trusted data.
The tainted information is tracked at the character level hence wh:le building
the SQL queries, strings are constantly broken into substrings, manipulated

and combined.

In syntax aware evaluation, to evaiuate the query string,
the technique uses a SQL parser to break the string into a sequence of tokens
that correspond to SQL keywords, operators and literals. The tecknique then
iterates through the tokens hand checks whether tokens other thar literals
contain only trusted data. [f all such tokens pass this check, the query 13

considered to be safe or specified action can be invoked.



2. LITERATURE REVIEW
2.1 FEASIBILITY STUDY
2.1.1 CURRENT STATUS OF THE PROBLEM

Web applications are also vulnerable to a variety of new secunty threats.
SQL Injection Attacks are one of the most significant of such threats. SQL
Injection Attacks has become increasingly frequent and posss very serious

security risks because they can give attackers unrestricted access to the
databases that underlic Web applications. SQL injection takes advantage of
the syntax of SQL to inject commands that can read or modify a database, or
compromise the meaning of the original query. SQL Injection Atlacks are a
class of code injection attacks that take advantage ot the lack of validation of
user input. These attacks occur when developers combine hard-coded strings
with user-provided input to create dynamic quertes. Intuitively, if user input
is not properly validated, attackers may be able to change thz developer’s
intended SQL command by mserting new SQIL. kevworcs or operators
through specially crafted input strings. The existing systems have several

drawbacks like,
~ False negatives
# Incompletencss

#~ They are expensive



2.1.2 PROPOSED SYSTEM AND ITS ADVANTAGLES

The proposed system 1s basec on th2 POSITIVE
TAINTING AND SYNTAX-AWARE EVALUATION. This overcomes the
disadvantages ol the existing system by performing the following

approaches,

1) ldentifving trusted data sources and marking data coming from these

sources as trusted.
2) Using dynamic tainting to track trusted data at runtime, anc

3) Allowing only trusted data to form the semantically relevant parts of
gueries such as SQL keywords and operators. Unlike previous approaches
based on dynamic tainting, our technique is based on positive tainting, which
explicitly identifies trusted (rather than untrusted) data in a program. This
way, we eliminate the problem of false negatives that may result frem the
incomplete identification of all untrusted data sources. The system has

scveral advantages such as.
» ltis fully-automated
» It has Minimal deployment requirements and

» Low overhead on the application

i al



2.2 SYSTEM REQUIREMENTS

2.2.1 HARDWARE REQUIREMENTS

PROCESSOR - Pentium IV

HARD DISK A0 GB

RAM . 256 MB

MONITOR . 157 Color Moritor
KEYBOARD o 104 keys Standard Keyboard
MOUSE - Standard 3 Button Mouse.

2.2.2 SOFTWARE REQUIREMENTS

OPERATING SYSTEM Windows 9X/NT/XP
LANGUAGIL USED . I2EE

WEB SERVIER . Apache Tomcet 0.0
BACK END - SQL Server 2000

2.3 SOFTWARE OVERVIEW

2.3.1 ISP

JSP may be viewed as a high-level abstraction of java servlets. JSP pages are
loaded in the server and operated from a structured special instelled Java
server packet calied a Java I'l: Web Application, often packaged as a .war or

.ear file archive.
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JSP allows Java code and certain pre-detined actions to be intereaved with
static web markup content, with the resulting page being compiled and
executed on the server to deliver an HTML or XML document.” he compiled
pages and any dependent Java libraries use Java byte code rather than a
native software format. and must theretore be executed within a java virtual
machine that integrates with the host operating system to provide an abstract

ptatform-ncutral environment.

JSP syntax is a flurd mix ot two basic content forms: scriptlet elements and
markup. Markup 1s typically standard HTML or XML, while scriptlet
elements are delimited blocks of Java code which may be intermixed with
the markup. When the page 1s requested the Java code 15 executea and 1ts
output 1s added, 1n situ, with the surrounding markup to create tae final page.
Because Java is a compiled language, not a scripting ianguage, [SP pages
must be compiled to Java bvtecode classes before they can be executed, but
such compilation generally only occurs once each time a change to the

source JSP file occurs.

Java code is not required 1o be complete (self contained) within its scriptiet
element block, but can straddle markup content providing the page as a
whole is syntacticallv correct (for example, any Java if7for/whilz blocks
opened in one scriptlet element must be correctly closed in a later element
for the page to successlully compile). This system of split inline coding
sections 1s called step over scripting because it can wrap around the static

markup by stepping over it



Markup which talls inside a split block of code 1s subject to that code, so
markup inside an 1’ block will only appear in the output when the if

condition evaluates to true: likewise markup wside a [oop construct may
appear multiple times in the output depending upon how many times the

loop body runs.

The JSP syntax adds additional XML -like tags, called JSP actions, to invoke
built-in functionality. Additionally, the technology allows for tha creation of

JSP tag libraries that act as extensions to the standard HTMI or XML tags.

JSP not only enjoys cross-piatform and cross-Web-server support, but
cftectively melds the power of server-side Java technology with the
WYSIWYG features of static HTMI. pages. JSP pages typically comprise

ol

e Static HTMI/XMIL components.
e Special ISP tags
e Optionally, snippets ol code written n the Java programming

language called "script lets™.

It can be used not only by developers, but aiso by page designers, who
can now play a more direet reole in the development life cyeie. Another
advantage of ISP is the inherent separation of presentation from content
facilitated by the technology, due its reliance upon reusable component
technologies like the JavaBeans TM component architecture anc Enterprise

JavaBeans TM technology.



2.3.2 SQLE SERVER 2000

Microsoft SQL. Server 2000 is a refational database management system, 1t
is a complete database and analysis product that meets the scalability and
reliability requirements ol the most demanding enterprises. [t is appropriate
for a broad range of solution types, including e-commerce, data
warehousing, and line-ol-business applications. SQL Server 2000 maintains

maximum application compatibility across platforms. SQL is a scripting

language that allows vou to access the information in the tables.

Uniike database management systems of the past, SQL Server is relatively
easy to deploy and use, even for smaller organizations. It 1s not necessary to
run multiple copies of the SQL server database engine to allow multiple
users to access the databases on a server. An instance of the SQL Server
Standard or Enterprise Edition is capable of handling thousends of users
working in multiple databases at the same time. Each instance ¢f SQL server
makes all databases in the insltance avaitable to all users that connect to the

instance, subject to the defined sceurity permissions.

The database engine has two main parts storage engine and relational
engine.

SQL Server Security

" _ogin Authentication.
« Windows NT Authentication

*SQI. Server Authentication

9



®Permissions validation on user database.
+ T-SOL statements sent to SQL Server.,
*+SQL server checks user permissions on receipt of T-SQL

statements

FEATURES

»  (reated by Microsoft and Sybase in the 80s.

» s SQL Compliant - Uses ANSI SQL

*  Supports SQL — 92 standards - Uses T-SQL

»  Stores data in a central location and delivers 1t to clients on request
= New Server Architecture

*  Graphic Admmistration Tools

= Maintains ANSI standards and 6.x Compatibility

* Data intearity means reliability and accuracy of data,

» [ntegrity rules keep data consistent.

»  Supports Client'Server model.



3. DETAILS OF METHODOLOGY EMPLOYED

3.1 PROCESS FLOW CHART DIAGRAM:
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3.2 MODULES

The tollowing are the modules in the proposed system:
e  Admimsirator
Customer Details Maintenance
Branch Dctails Maintenance
e SQL Injcction
Tautologics
Union Queries

Pigovbacked Quertes

Maltormed Queries

e WASP

3.2.1 ADMINISTRATOR

Admin process In mainiy concentrated to maintain the customer details and
the branch. The administrator has following functionality to pe-form and
verify.

s Add Customer and Branch Details

*

% Update Customer and Branch Details
% Delete Customer and Branch Details

<+ Maintain Detatls

Add Customer Details and branch Details

The customer details contain the name, address, contact
number, accounts details and the pin number. The branch cetails contain
branch name, branch code, pin and areca code. By using these cetails the user
can access the account information and they can use n different application

like the online purchasing and in various application.

12



Update & Delete Customer Details and Branch Details

Update customer details are necessary to the administrator
to modify the customer details when they are in needed portion. Customer id
ts consider as the unique id by using that only the details of the customer 1s
fetched and modified when they needed. Admin have the authorization

power to delete the customer detatls.

Maintain Details
The administrator will mamtain the customar details and
branch details along with the branch details and they can view the

information.

3.2285QL INJECTION ATTACKS
SQL injection altack is a class of code injection attacks that take

advantage of the Tack of validation of user input.

Tautologies

The gencral goal of a tautology based attack 1s to mject SQL
tokens that causc the query's conditional statement to always evaluate to
true.In this type of injection, an attacker exploits a vulnerable input field that

is used in the query’s WHERE conditional.

SELECT Branchcode FROM BranchDetails WHERE customend="c01” OR
[=1 - - pin=




Union Queries

Attackers inject a statement of the form "UNION < injected
query =" By suitably defining < injected query >. attackers can retrieve
information from a specified table. The outcome of this attack 1s that the
database returns o data sct that is the union of the results of the original

query with the results of the injected query.

Eg:

SELECT cid FROM CustomerDetails WHERE login="" UNION
SELECT pin from BranchDetails where accountno=123 — AND pin=

Malformed Queries

Limon queries and  piggybacked queries let attackers
perform specitic queries or exccute specific commands on a catabase, but
require some prior knowledge of the database schema, which 1s often
unknown. Malformed queries allow for overcoming this problem by taking
advantage of overly descriptive error messages that are generated by the
database when a malformed query 1s rejected. When these ressages are
directly returned to the user of the Web application, mstead of being logged
for debugging by developers, attackers can make use of the debugging
information to identity vulnerable parameters and infer the schema of the
underlying database.

Eg:

SELECT Branchcode FROM BranchDetails WHERE Customerid="c01”
AND pin=convert{int.sclect top | name from sysobjects where xtype="u’)




Piggybacked queries

If the attack 1s successful. the database receives and executes a query string
that contains multiple distinct queries. The first query is zenerally the
original legitimate query, whercas subscquent queries are the injected
malicious queries. This tvpe of attack can be especially harmtul because
attackers can use 11 to inject virtually any type of SQIL. command.

Ego:

-]

SELECT Branchcode FROM BranchDetails WHERFE Custemerid="c01’
OR I=1 - -* pin=:DROP tablc CustomerDetails

3.2.3 WASP

This eliminate the problem of false negatives that may result {rom the
incomplete 1dentification of all un trusted data sources. FFaise positives,
although possible in some cases, can typically be casily eliminated during
testinz. Our approach also provides practical advantages over the many
existing techniques whose application requires customized and complex
runtime environments: 1t s delined at the application level, requires no

modification of the runtime svstem. and 1mposes a low cxecution overhead.

Positive Tainting

Positive tainting is basced on the identilication, marking and tracking of
trusted data, rather than untrusted data. In the case of negative tainting,
incompleteness leads to trusting data that should not be trusted and

ultimately, to false negatives.



Incompleteness may thus leave the application vulnerable to attacks and can
be very ditficult o detect, even alter attacks actuelly occur, because they
may go completely unnoticed. With positive tainting, incompleteness may
lcad to false positives, but it would never result in an SQLIA escaping
detection. In  positive tainting  identifying  trusted  datz  is often

straightforward and alwayvs less ervor prone.

To account lor the incompleteness, positive tainting providess developers
with a mechanism for specifving sources of external data thet should be
trusted. The data sources can be of various types such as fifes, network
connections and server variables, uses this information to merk data that
comes from these additional sources as trusted. Comparing tie query with
the already maintained trusted data it 1s marked as trusted or untrusted. The

trusted query is then sent to the database for retrieving the information,

Accurate and efficient Taint Propagation

Taint propagation consists ol tracking taint markings asscciated with the
data while the data is used and manipulated at runtime Character-level
tainting. We track taint information at the character level rather than at the
string level. We do this because, for bullding SQL queries, sirings are
constantly broken into substrings, manipuiated, and combined. By
associating taint information 1o single characters, our approach can precisely

model the etfect of these string operations.

|§)



Svntax-Aware Evaluation

Syntax-aware evaluation ol a query string is performed immediately before
the string is sent to the databasc to be executed. To cvaluate the query string,
the technique first uses a SQL parser to break the string into a sequence of
tokens that correspond to SQL keywords, operztors, and iiterals. The
technique then iterates through the tokens and checks whether tokens (that
18, substrings) other than literals contain only trusted data. if ail such tokens
pass this check, the query is considered safe and is aellowed to execute. If an
attack 1s detected, a developer specified action can be invoked. This
approach can also handle cases where developers usc external query
fragments to build SQL commands. In these cases, developers vould specify
which external data sources must be trusted, and our technique would mark
and treat data that comes from these sources accordingly.

Iy It considers onlv two kinds of data (trusted and untrusted) and

2) It allows only trusted data to form SQL keywords and operzators, is adequate for
most Web applications.

For example, 1t can handle applications where parts of a query are stored In
external files or database records that were creaied by <he deveiopers.

oe o

Nevertheless. to provide greater flexibility and support a wide rang
development practices. our technique also allows developers o associate
custom trust markings to different data sources. Trust policies are functions
that take as mput a scquence of SQL tokens and perform some type of check

based on the trust markings associated with the tokers.



3.3 TABLE DESIGN

Customer Details:

" Column Name

‘Data Type

Customer Id

| First Name

Last Name

| Contact Number

Varchar

Varchar

Description

Customer ¢

" Customer First name

Varchar

Varchar

'DOB

E-Mailid

Address

Branch Details:

Column Name

Customernid

Branchcode

Branchname

Areacode

pin

Varchar

Varchar

Varchar

- Customer’s initia.

Data Typé"

' Contact Number B
Date Of Brth
E-Mail Id

Address

Description

Varchar

- Customer i@ :

Varchar

Varchar

Varchar

Branch Code

Branch Name

Area code

~Varchar

Login:

Pin code

Column Name

Username

pwd a

- Data Type

Varchar

~Varchar

Description

User Name

' Password




4, PERFORMANCE EVALUATION
Testing is the process of exccuting a progran with the intent of finding
any errors.A good {cst of course has the high probability of finding a yet
undiscovered error. A successful testing is the one that uncovers a yet
undiscovered error.

A test 1s vital to the success of the system.. System test makes a
logical assumption that if all parts of the system arc correct, taen goal will be
successtully achieved. The candidate system is subjected to a variety of tests
online like responsiveness, its value, stress and security. A series of tests are
performed before the system 1s ready for user acceptance testing. The
different types of testing performed here are:-

o Unit Testing

o Integration Testing
o Validation Testing
o Output testing

o User Acceptance Testing

4.1 UNIT TESTING

Here we test each module individually and integrate the overall
system. Unit testing focuses verilication efforts even in the smellest unit of
software design in cach module. This is also known as “Module Testing™.
The modules ol the sysiem are tested separately. This testing 1s carriec out in
the programming style itsclf. In this testing each module Is focused to work
satisfactorily as regard to expected output from the module. There are some

validation checks [or the helds.



4.2 INTEGRATION TESTING

Data can be lost across an interface ,on¢ module can have an
adverse eftect on the sub-functions,when combined may not produce the
desired functions. Integrated testing is the systematic testing o uncover the
errors within the interface. This testing is done with simple data and the
developed system has run successtully with this simpie. The neec for

integrated system is to [ind the overall system performance.

4.3 VALIDATION TESTING

At the culmination of the black box testing, software is
completely assembled as a package. Interfacing errors have been uncovered
and correct and final sceries of test,ie.,validation test begins. Validation test
van 1s defined with a stmple defitnition that validation succeeds when the
software functions in a manner that can be reasonably accepted by the

customer.

4.4 USER ACCEPTANCE TESTING

Uscr acceptance testing of the system 1s the key factor for the
success of any system. The system under consideration is tested for user
acceplance by constantly keeping in touch with prospective system at the
time of development and making change whenever required. This is done

with regard to the input screen design and output screen design.



45 0UTPUT TESTING
After performing validation testing,the next step i1s output

testing of the proposcd system. Since the system cannot be useful 1F it does

not produce the required output. Asking the user about the format in which
the system 1s required tests the output displayed or generated by the system
under consideration. Here the output format 1s considered 1n two ways. One
15 on screen format and another one is printed format. The output format on
the screen 1s found to be corrected as the format was designed in the system
phase according to the user needs. As for the hard copy the output comes
according to the specification requested by the user. Eere the output testing
does not result in any correction in the system.

Taking various kinds of data plays a vital role in sysiem testing.
After preparing the test data. system under study 1s tested using the test data.
While testing, errors are again uncovered and corrected by using the above
steps and corrections are also noted for future use. The system has been
verified and validated by running test data and live data. First the system 1s
tested with some sample test data that are generated with the knowledge of
the possible range of values that are required to hold by the fields. The

system runs successfully for the given test data and for the hive aate.



5. CONCLUSION

We have presented a novel highly automated approach for protecting Web
applications trom SQLIAs. Our approach consists of 1) identifying trusted
data sources and marking data coming from these sources as trusted, 2)
using dynamic tainting to track trusted data at runtime, and 3) allowing onlv
trusted data to form the semantically relevant parts of queries such as SQL
keywords and operators. Unlike previous approaches based on dynamic
tainting, our technique 1s based on positive tainting, which explicitly
identifies trusted (rather than untrusted) data in a program. This way, we
eliminate the problem of falsc negatives that may result from the incomplete
identification of all untrusted data sources. False positives, although possibie
In some cases, can typically be easily eliminated during testing. Our
approach also provides practical advantages over the many existing
techniques whose application requires customizec and complex runtime
environments: [t 1s defined at the application level, ~equires no modification

of the runtime system, and imposes a low execution overhead.

k!



6. FUTURE ENHANCEMENTS

The continuous updation results to track taint information at the character
level and use a syntax aware cvaluation to examine ainted input. Raising to
the level of granularity of strings, which introduces imprecisior. in modelling
string operations and declassification rules, instead of syntax aware
evaluation, helps to assess whether a query string contains an attack. SQL
Guard 1s an approach simtlar to SQL Check. These approaches scan the
application and leverage information flow analysis or heuristics to detect

code that could be vulnerable to SQL Injection attacks.

b
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APPENDIX I-SOURCE CODE

DATABASE CODING

package DbConnection;

Import java.io.®;

import java.sql.®:

IMpOoTt java.1o.*;

import java.util ArravList:

public class DbConnection

!
private Connection conn;
it 1=0;
int n=0;
ArtayList<String= arr=new Arraylist<String>(}:
File ftle = null;
FileReader freader = null;
LineNumberReader Inrcader = null;
String line ="";
public DbConnection()

i
[

super();

public boolean connect() throws ClassNotFoundExceptior, SQLException

i
t

Class forName("sun.jdbe¢.odbe.JdbeOdbeDriver”);
conn=DriverManager.getConnection("jdbc:odbe: Driver={SQL Server::
Server=(local);Databasc=WASP" "sa" "goodbov");
return true;
!
j . 0 - -— -
public void close() throws SQLException

§
1

conn.close():



public ResultSet exeSQL{String query) throws SQLExcention
y
i

Statement stmt=conn.createStatement(};
System.out.printIn(" T
ResultSet rs=stmt.executeQuery(query);

return (rs==null)? null:rs;

t
'

public int exeUpdate(String query) throws SQLException
§
1

Statement stint | =conn.createStatement();

1=stmil. CXC‘CLI(‘_‘U pdate{query);

return(1==0)" 0:1;

public int inputVerifier(String userName,String pwd)
'

]
String data[ jJ=userName.split(” ");
String datal [ |=pwd.sphit{(" ")
System.out.println(”Uscr Name::"+userName+"Password: - "+pwd);

for(int m=0;m-~data.tengthim-=-—)

f
t

if(dal‘a[m] cqualslgnoreCase("1=1")|datal m].equalsignoreCase("-
-1 pwd.cqualslgnoreCase("--")|]
pwd.equalslgnoreCase("1=1")| userName.cqualslgnoreCase("—
")iuserName.cqualslgnoreCase("1=1"))
i
=1
break:

Svstem.out.println{"Check Else Condition™};

¥
§

refurn 1;

[
]



public int WASP(String query)
{
System.out.println{"gucery +qLu, V)
String data| J=query.sphit(”
Try
'
t

file = new File("Cr i Program Filest Apacke Software
FFoundation Tomcat 5.5V.webappst:WASPUWWEB-
[NTclassesy DbConnectiontfoo.1x:.");
freader = new IFileReader(lile);
Inreader = new LineNumberReader(freader);
while ((Iine = Inreader.readline()) 1= null}
=inreader.getl.ineNumber();
arr.add(hne);

1
i

freader.close():
Inreader.close();

for(int i=0;i<data.length:i-—)

i
1

System.out.printin(”  "—data[1]);

tor(int k=0;k<arr.size():k++)

i
1

1T(a11 get(k).cqualslgnoreCase{datafi]))
't
System.out.printin("Matched::::::::"—datal1]):
n=1:

L
!

clse if{(data[i].cqualslignoreCase("select™))|]
{(datali].equalslgnoreCase("from™) }|
{datali].equalslignoreCase("*"))/
(data[i].cqualslgnoreCase("wherc”)) !
(data[i].equalslgnoreCase(Mand™)))
(data[i].equalslgnoreCase("values")})

n=1:

20



Elserf({data[1].equalslgnoreCase("OR™))]!
(datafi].equalsignoreCase("union™))||

(data]i].cqualslgnoreCase("drop")))

§
t

System.out.printin{"Not Matched");
n=2;

break;

—

i // lnner Loop

/7 Outer Loop

catch(Exception ¢){
System.out.prmtin{e):

t
|

return n;



TAUTOLOGIES QUERY CODING

<%l

String buttonl.button2.query.customerlD pinNumber, textArea;
int 1=0,v=5;

QO s

<%

customer!D=request.gctParameter(™] 1")‘
piNumber=request. getParameter("12
buttonl=request.getParanieter("B1");
button2=request.gctParameter{"32"):
textArea=request.getParameter("S1"):
textArca="";
if{customerID!=null& & pinNumber!=null)

!
t

if(button | '=null)

i
1

if(buttonl.cquals("View Query"))

!
t

query="select * from BranchDetails where customerid="
scustomerID=""and 1=1 -- pin=""-pinNumbazr+"";
1=1;

!

else 1li{button2!=null)

§
1

it(button2.equals("SQIL. Result™))
]
!
System.out.printin{query):
response.sendRedirect("TautologiesResu't jsp?query="-+query);



UNION QUERIES
<% page language="Java" import="java.sql.*"
<JspruseBean 1d="db" scope="request"
class="DbConncction. DbConnection”
<jspisetProperty name="db" property=

import ="1ave.10.%" %>

M fe

‘511 ing
query,customerld.branchCode brancgName,accountNumber,accountType,cc
Number,pinNumber:

ResultSet rs:

Yo
<%
query=request.getParameter("query”):
try
i
i
db.connecet();
rs=db.cxeSQL(guery):
%=

<%(@, page language="Java" import="java.sql.*" import ="java.io.*" %>
<jspruseBean 1d="db" scope="request”
class="DbConnection.DbConnection”

<jspisetProperty name="db" property="" />

<ol

String

query,customerld.branchCode brancgName.accountNumber,account1ype,cc
Number,pinNumber,pin;

ResultSet rs;

0

()/

0/
<o

query=request.getParameter("query”):
System.out.print{"Here the query™):
try-
§
3

24



db.connect();
rs=db.exeSQL(query):
if(rs.next()) !
pin=rs.getString(1);
System.out.printIn{"PIN"+pin);

i
§

catch(Exception ¢) !
Svstem.out.printIn{"Error”+c):

1

!

Vo=

PIGGYBACKED QUERIES

<!
String button | button2 query,customerID,pinNunmber,text Area:
it 1=0,v=5;

O~
A

<%

customerlD=request.getParameter("T1™);
pinNumber=rcguest.getParameter("T2")
buttonl=request.petParameter("B31"):
button2=request. getParameter("B2"):
textArea=request.getParameter("S1);

[LR2

textArea=""":

i{pinNumber!=null)

4
i

il{button!!=null)

I
!

i{buttoni.cquals("View Query"))

']

(R



quuv* select * from BranchDetails where customerid=""+customerlD-+"'

rl= l rpin=""tpimNumber+" drop table BranchDetails"
1= 1;

clse if{button2!=null}

¢
t

i{button2.cquals("SQL Result"))

|
1

System.out.printIn{query):
responsc.sendRedirect("PiggvbackedResult.jsp?query="+query};

System.out.println{™Text Arca === ")

1,

query=""

1
s
%>

<% page language="Java" mpo;t‘* rava.sgl ™" tmport ="java.ie. " Yo
<JspruseBean 1d="db" scope="request”
class="DbConnection.DbConnection™

<jspisetProperty name="db" property="+" />

<%!

String
query,customerld,branchCode.brancgName,accountNumber,account Type.cc
Number,pinNumber:

ResultSet rs;

0/
Yo

<V

L



query=request.getParameter("query”):
try

i
t

db.connect(});
rs=db.exeSQL(query):

MALFORMED QUERIES

<% !
String buttonl.button2_query.customerID pinNumber,texiArea;
it 1=0,v=35:

Yo

<(l 0

customeriD=rcquest.getParameter("T1");
pinNumbcer=request.getParameter("12");

button2=request.getParameter("B2");
textArca=request.getParameter("S1");
textArea="";
H{pinNumber!=null}

i
1

ti{button ! '=null)

H
t

titbutton Lequals("View Query))

|
!

query="select Branchname from BranchDetails where
customerrd=""-customer[D+"" AND

pin=convert(int.(select top | name from sysobjects where
tvpe="u'))"

e
I



else if{button2!=null)

B
!

{button2.equals("SQI. Result))

i
1

System.out.printnfquery):
response.sendRedirect("MalformedResult jspquerv="-query):

else
{
System.out.printin{"Text Area===== ™
query="";
}
!
§
%>

<Volew page language="Java" import="java.sql. *" import ="jave.jo.*" %>
<Jsp:useBean id="db" scope="request"
class="DbConnection.DbConnection” />

<jsp:setProperty name="db" property="%" />

<0 (}!

String
query,customerld,bmnch(”ode,brancgName,accoum‘Numbel‘,zzcc:oulqt"l*ype,cc
Number,pinNumber, pin.crror;

ResultSet rs:

nt1;

o>

<%
query=request.getParameter("query");
System.out.print("Here the query”):

¥
"ad



§
t
db.connect():
grs=db.exeSQL{query):
while(rs.next())!
pin=rs.getString{1):
System.out.printIn("PIN"+pin}:
!
1
s

catch(Exception ¢) |
e

Crror="-r¢;
System.out.println("Error"+¢); %>

WASP RESULT

gSen

<%fe page language ="Java” import="java.sql.*" import ="java.1o.*" %>
<jspruseBean 1d="db" scope="request”
class="DbConnection.DbConnection” />

<JspisetProperty name="db" property="*" />

<!

String
query,customerld.branchCode.brancgName,accountNumber.accountType,cc
Number.pinNumber:

ResultSet rs;

mt i

O
I tEe

querv=request.getParanmicter("query™);
System.out.printin{query):
Irv

db.connect():
i=db.WASP({query):



System.out.printin{"WASP I11::::"41);
1i==1)
!

rs=db.exeSQL(query);
System.out.printIn("Query Excuted Successtaii"y;

07—
A

<htmi=
<head >

<meta http-equiv="Conteat-Language" content="en-us">
<imeta hitp-equiv="Content-Type" content="text’html; charset=windows-
|252m-

“title=New Page [ title-

“l-mistheme--><link rel="stvlesheet” href="compiCG11.css">
<aneta name="Microsoft Theme” content="compass 011"
<head>
<body>
<form method="POST" action="WASPResult.jsp">
<a hre[="UserLogin jsp"-
<img border="0" sre="back.gil" width="60" height="45"></a></diy>
<fr>
<td width="111" align="center">b>Customer [d</b></d>
<td width="116" align="ccnter"><b>Branch Name</b></td>
<td width="123" align="center"><b>Branch Code</b></td>
<td width="123" align="center"><b>Area Code</b></td>
td align="center"><b>Pin Number</b></td>

i
<%
while(rs.next())

§
t

customerld=rs.getString(1);

Systenr.oul.println(customerld);
branchCode=rs.getString(2):
brancgName=rs.getString(3 };
accountNumber=rs.getString(4);;
pinNumber=rs. getString(5):
System.out.printin{""+branchCode);

0/ -
e

A



<{r>=>

ey
Yo

]

i

!

else 111==2)
i

!
System.out.println("ERROR ERROR ERROR "};
response.sendRedirect("ErrorPage.jsp"):
System.out.printin("FRROR Query™:
db.close():

t
§
1
i

catch{l:xception ¢)

|
t

Svystem.out.printn(e);
}
0
<table
</div>
<p>&nbsp</divz
</form=
</body=>

<html=



APPENDIX I1 - SCREEN SHO'TS:

LOGIN PAGE:

PROTECTING SQL INJECTION

Administrator SQL Injection WASE Toaol

MODULE I: ADMINISTRATOR

CUSTOMER SELECTION PROCESS:
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DELETE CUSTOMER DETAILS:
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ADD BRANCH DETAILS:
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DELETE BRANCH DETAILS:

.
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PROTECTING SQL INJECTION
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MODULE 2: SQL EINJECTION ATTACKS

SQL INJECTION ATTACK 1::TAUTOLOGIES

S R T § g
? ’ ( - A N mé?ﬁx
ot Faus vy ool

PROTECTING SQL INJECTION

SQL Injecifon Aftacks

Fauwlavies

Thnion Queries

l View Query ' I SQL Result ]
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RESULT: Leakage of Customer data

o - : . g- R r,n. : m;‘;g;h;»b
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| PROTECTING SQL INJECTION
QL Injeetion Trsacks [SQL INJECcTION RESULT]

Tantologies
. Azea Code
Union Queries ] : 678987

Piggvhacked Queries

Malformed Queries
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PROTECTING SQL INJECTION

SQL Injection dttacks
Castouner L4
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Bruench Coile

Union Queries

[ View Query i l SQL Result i

Pigovhacked Queries
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RESULT: Pin number and Contact number are retrieved.

ere the guery
IPINLER? 1

PIN9952972155

elect; contactnunber from Customerdetails vhere customerid="cB2’ unien
In from Details where flenumber='1234'-- and pin=

ere the guery A

PING6??

PIN?95R29272155

select eontactnunber from Customerdetails vhere customerid='cA??

n fFrom Details wherve Acnumber='1234%— and pin=

Heve the query_ ==~ g

PINGG?'7

PING 952972155

select contactnumber From Customerdetails where customerid="cB2' union

from Details vhere chumhgr=’1234‘—— and pin=
PIN?952972155
select contactnumbey from Customerdetails where custonerid="'cB2’

from Details where Achumber='1234'— and pin=

Here the query (5}
PINGG?Y
9952972155

SQL INJECTEON ATTACK 3::MALFORMED QUERIES

2 . 8
L ! L ¥ s e T
T ’ _ % g L o i
(‘; {'" F8w ‘;“ L4

PROTECTING $QL INJECTION

SQL fnjertion Attacks

staaner L ]

Tautologies
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Piggvbuched Queries

Alalformed Queries
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RESULT: Exception is Raised.

r (’ : . L 5’ Ry > ?
L ST
PROTECTING SQL INJECTION

SQL Injection Aftacks

ERROR PAGE

Tuutelogies

Java.sql.SQLException: [Microsoft][ODBC SQL Server Driver][SQL

L. . i Server]Syntax errer converting the nvarchar value 'CustemerDetails toa
Ui Queries column of data type int.

Pigavhacked Queries

AMalformed Queries

T A
B f'ﬁ# A FE N R ey

PROTECTING SQL INJECTION

SQL injection Attacks
st 14
Tautologies
Hes Pin Nutnber b T
Union Queries I View Query l l SQL Result l
Pigevbacked Queries
o in="14" rireg
Malforwed Queries
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SQL SERVER RESULT: Loss of BranchBDetails table.

MODULE 3: WEB APPLICATION SQL INJECTION PREVENTER

CUSTOMER LOGIN:

L

i . . § 5 L
i " - - 2 i
o A RN }

PROTECTING SQL INJECTION

“USER PAGE.

Pin Numlep




RESULT: Retrieval of data from the database.

7 Aven Code
641106

2 Lol et

ﬁf&% 2, i

PROTECTING SQL INJECTION

cUSER PAGEge

[in Nualrer

ol rbranet
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ERROR PAGE: CLIENTSIDE

Plosclamg,

®
PR , ) T . ST
il s AR A L ek

ERROR PAGE: SERVERSIDE

pr 15, '2810 4:82:55% PM org.apache.coyote.httpli.HttpiiProtocel start

INFO: Starting Coyote HWITP/1.1 on http-8881
flpr 15, 2010 4:82:55 PM org.apache. jk.common.ChannelSocket init

= Locol intrane

HNFO: Port busy 86882 java.net.BindException: fiddress already in use: JUM_Bind

pr 15, .2010 4:02:55 PM org.apache . jk.common .ChanneISosket init
INFO: JH: ajpil3 listening on ~0.6.8.8:8810

pr 15, 2818 4:82:55 PM ory.apache.jk.server_JkMain start

INFO: Jk running ID=1 time=8-32 config=null

Apr 15,2010 4:82:55 PM arg.apache.catalina.startup.Catalina start
INFO: Server startup in 6A9 ms

elect ¥ From login where username='priya’ AND pud='velu’

[Else Condtion a

Inseide the user name and password checking

YO erronr

Check Else Condition

~e%ict * from login where username=’priva’ BND pud=’velu’

i “ -

select #* from BranchDetails where customerid=’or 1=1’ AND pin="123’
select » from BranchDetails vhere customerid='oz 1=1' AND pin="123"
liser Name::or 1=1Password:::=123

iCheck Else Condition

IERROR EﬁROB



SQL INJECTION PREVENTER AGAINST UNIONQUERIES:

e S L X A IR L PR e . Lo I

B ] =t s qoenmt i ssle 1,304 50 oo erdztas \
& l > < Fay \\f’? (..‘"gﬂ - i

PROTECTING SQL INJECTION

oUSER PAGE?
CRECRN vy

union select 1,2,3,4.5,6 from customerdetails
union select 1.2.3,4,5.6 Fron custonerdetails
IERROR MESSAGE HACK FOUND
elect % from login where username="'priya’ AND pud='velu’
[Else Cothion a

Inseide the user name and password checking

Ho evror

iCheck Elze Condition

elect % from login where username="priva’ puwd="velu’

ise Ject » from customerdetails union select from branchdetails

se lect #* from customerdetails union select from branchdetails
HACK FOUND
customerdetails union select from branchdetails
customerdetails union select from branchdetails
HACK FOUND
customerdetails union select from branchdetails
customerdetails wnion select fron branchdetails
HACK FOUND
customerdetails union select from branchdetails
customerdetails union select from hranchdetails

[ERROR MESSAGE HACK FOUND




SQL INJECTION PREVENTER AGAINST PIGGYBACKEDQUERIES:

M k22 A0 i s 522t ¥ o o st

| !:; ; gfix.\ kﬁvq"ﬁé;

PROTECTING SQL INJECTION

JUI |:|r- U i |1'u-[ ;

+JUSER PAGE¢

Pia Niunber |

union select 1,2,.3,4.5.6 from custonerdetadls
IERROR MESSAGE HACK FOUND
Iselect ¥ from login where username= 'privya’ AND pwd=’velu’

Inseide the user name and password checking

No error

iCheck Else Condition

iselect * from login where username=’priya’ pud='vely’

lselect * from customepdetails union select trom branchdetails

select * from customerdetails union select from branchdetails

IERROR MESSHGE HACK FOUND

nelect * from customerdetails union select from branchdetails
custoperdetails union select from branchdetails
HACK FOUND
customerdetails union select from hranchdetails
customerdetails union select from bpanchdetails
HACKE FOUND
customerdetails union select from branchdetails
customerdetails uwnion select from branchdetails
HACK FOUND
custonerdetails;jdrop table customerdetails
customerdetailsidrop table customerdetails
HACK FOUND

iElse Condtion
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SQL INJECTION PREVENTER AGAINST MALFORMEDQUERIES:

k_./"-” . -/ - ~ ' . - o . - e 8

Yo LASEA Lo gn fsptgoere= i selst L Fror costomerdetag s

;, . \;& (“ & -

PROTECTING SQL INJECTION

<USER PAGE.

L

NFO: Port busy 8889 java.net.BindException: Address already in use: JUM_Bind
fpr 15,,2018 10:37:31 PM org.apache.jk.conmon.ChannelSocket init
INFO: JK: ajpl3 listening on /8.8.8.8:8618
Apr 15,,2016 10:37:31 PM org.apache.jk.server.JkMain stast
NFO: Jk running ID=1 time=Brs16 config=null
Apr 15, 12818 1A:37:31 PM org.apache.catalina.startup.Catalina start
INFO: Server startup in 625 ms
select * From login where username=’priya’ AND pud=*velu’
1se Condtion

Inseide the user name and password checking
No errop
Check Else GCondition
~eiict * from login where username='priva’ AND pud=’veln’
41
select * From BranchDetails where customerid=’’ OR 1=1 —’ AND pin="123"
select » from BranchDetails where customerid='’ OR i=1 ——' AND pin="123*
User Name::’ OR 1=1 —Password:zz:123
fCheck Else Condition
iCheck Else Condition
IERROR ERROR :
union select 1.1 fyrom customerdetails
union select 1.1 from customerdetails
RROR MESSAGE HACK FOUND

h
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