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ABSTRACT

Steganography ts a technique used to transmit hidden information by modifving a
stego signal in an imperceptible manner. Due to the rapid development in the muitimedia
data available in digital format (image, audio. video) has opened many challenges and
opportunities for innovation. The multimedia data like image, audio can be used as a
stego signal for performing steganography. Since the availability of various image
stepanalysis technigue, image steganography become less securc. So in order to make the
communication secure. the audio signal can be uscd as a stego signal. In this technique
the secrel data bits are embedded in the audio signal. The secret data bits arc embedded in
the vague and deeper layers of the audio signal using substitution technique. The
substitution technique uses an intelligent algorithm called genetic algorithm to embed the
secret data bits. The genetic algorithm uses crossover. mutation and fitness function to
choose the bit location for embedding the secret data bit. This technique improves the
robusiness of the stego signal and makes difficult for the attacker to retrieve the secret

data by performing steganalysis.
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CHAPTER 1
INTRODUCTION

Nowadays the Internct as a whole does not use secure links. thus information transit may
be vulnerable to interception as well. The important of reducing a chance of the information
being detected during the transmission is being an issue now days. So we have to develop a

technique that is capable of matching the security requirements.

1.1 MOTIVATION

The rapid devclopment of the Internet and the digital information revolution caused
significant changes in the global society, ranging from the influcnce on the world gconomy to
the way pcople nowadays communicate. Since multimedia data available in a digital format
(lext. images. audio, video), opened many challenges and opportunities for innovation, This
provides opportunities for the hackers to hack the information and the hacker is capable of
destroy the retrieved information or modifying the retrieved information. This makes the
people (o think of the sccurity aspects of the information that is being transmitted over a
network. So - with the help of technological development. the information security

requircments should be maintained.

[.2 PROJECT GOAL

The goal of this project is to design an algorithm for embedding  sccret
information{lext data) into the audio file(wav) and decode the secret information rom the
modified audio file(stego file} at the destination without degrading the quality of the audio
file that has been used for embedding the secret information. The algorithm developed for

embedding the seeret information into the audio file should satisfy the following properties:

v' lransparency
¥ Robustness

v Capacity



1.3 OVERVIEW

The basic steps for embedding secret data into audio file have been shown in the
Figure 1.1

Audio ﬁle(hog‘ L Message
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IFigurc 1.1 Overview of the Design Steps of the Project
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CHAPTER 2
INTRODUCTION TO STEGANOGRAPHY
2.1 INTRODUCTION

Steganography is the art and science of hiding information by embedding messages
within other, scemingly harmless messages. Steganography means “covered writing” in
Greek. As the goal of steganography is to hide the presence of a message and to create a
covert channel. it can be seen as the complement of cryptography, whose goal is to hide the
content of a message. Steganography is often confused with cryptology because the two are
similar in the way that they both arc used to protect important information.

The difference between the two is that Steganography involves hiding information so
it appears that no information is hidden at all. 1a person or persons views the object that the
information is hidden inside of he or she will have no idea that there is any hidden
information, therefore the person will not atiempt to decrypt the information. Steganography
in the modern day sense of the word usually refers to information or a file that has been
concealed inside a digital Picre. Video or Audio file. What Steganography essentially does
1s to exploit human perception; human scnses are not trained to look for files that have
information hidden inside of them. although there are programs available that can do what is
called Steganalysis (Detecting use of  Steganography.) The most common use of
Steganography is to hide a file inside another file. When information or a file is hidden inside

a carrier tile, the data is usually encrypted with a password and shown in figure 2.1

Key
Cover Hey
‘1
¥ Extracting
Embedding .| Cover » function (f;")
function (fE]l
110010400011 / l
101100041101 Steyo 110010100011
100001011011 101180011101
100110104000 18000101011
111001000411 100110101000
100001101041 Secret Extracted 441001000111
message message 100001164014

Figure 2.1 Steganography System



2.2 STEGANOGRAPHY TERMS

Carrier File — A file which has hidden information inside of it.

Steganalysis  — The process of detecting hidden information inside of a file.

Stego-Medium — The medium in which the information is hidden.

Redundant Bits — Pieces of information inside a file which can be overwritten or altered

without damaging the filc.

Payload — The information which is to be concealed.

Some examples of use of Steganography in past times are:

. During World War 2 invisible ink was usced to write information on pieces of paper
s0 that the paper appeared to the average person as just being blank pieces of paper. Liquids
such as urine, milk. vinegar and fruit juices were used, because when each one of these

substances are heated they darken and become visible to the human cye.

2. In Ancient Greeee they used to select messengers and shave their head. they would
then write a message on their head. Once the message had been written the hair was allowed
1o grow back. Afler the hair grew back the messenger was sent to deliver the message. the

recipicnt would shave off the messengers hair 1o see the secret message.

3. Another method used It Greeee was where someone would peel wax off a tablet
that was covered in wax, write a message underneath the wax then re-apply the wax. The

recipient ol the message would simply remove the wax from the tablet to view the message,

=



2.3 STEGANOGRAPHY VS CRYPTOGRAPHY

Basically. the purpose of cryptography and steganography is to provide secret
communication. However, steganography is not the same as cryptography. Cryptography
hides the contents of a secret message from a malicious people, whereas steganography cven
conceals the existence of the message. Steganography must not be confused with
cryptography. where we transform the message so as to make it meaning obscure to a
malicious people who intercept it. Therefore, the definition of breaking the system is different.
In cryptography. the system is broken when the attacker can read the secret message.
Breaking a steganographic system need the attacker 1o detect that steganography has been

used and he is able to read the embedded message.

In cryptography. the structure of a message is scrambled to make it meaningless and
unintelligible unless the decryption key is available. It makes no attempt to disguise or hide
the encoded message. Basically, cryptography offers the ability of transmitting information
between persons in a way that prevents a third party from reading it. Cryptography can also

provide authentication for verifying the identity of somcone or something.

[n contrast, steganography does not alter the structure of the sceret message. but hides
It inside a cover-image so it cannot be seen. A message in cipher text, for instance, might
arowse suspicion on the part ol the recipient while an “invisible™ message created with
steganographic methods will not. In other word. steganography prevents an unintended
recipient from suspecting that the data exists. In addition, the security of classical
steganography system relies on scerecy of the data encoding system. Once the encoding

system is known, the steganography system is defeated.

It is possible to combine the techniques by encrypting message using cryptography
and then hiding the encrypted message using steganography. The resulting stego-image can
be transmitied without revealing that secret information is being cxchanged. Furthermore.
cven 1fan attacker were to defeat the steganographic technique and detect the message [rom
the stego-ohject. he would still require the cryptographic decoding key to decipher the

cnerypled message.



2.4 HISTORY OF STEGANOGRAPHY

The history of steganography falls into three ages of steganography:

v Old Age of Steganography
v Middie Age of Steganography

v Modern Age of Steganography

2.4.1 Old Age of Steganography

Since man first starled communicating over written messages, the need for secrecy
was in high demand. In the past, messages could easily be intercepted and since there were no
scerecy devices, the third party was able to read the message. This all changed during the
time of the Greeks, around 500 B.C.. when Demaratus first used the technique of
Steganography. Steganography is the use of hiding a message so it fooks like a message does
not exist at atl. The official definition. according to Dictionary.com, is hiding a secret
message within a larger one in such a way that others cannot discern the presence of contents
of the hidden message. The word Steganography derived from two Greek words steganos,
meaning “covered.” and graphein, meaning "o wrile.

Demaratus was a Greek citizen who lived in Persia because he was banished from
Greece. While in Persia, he witnessed Xerxes, the leader of the Persians. build one of the
areatest naval fleets the world has cver known. Xerxes was going (o use Lhis fleet to attack
(ireece in a surprise attack. Demaratus still el a love for his homeland and so decided he
should warn Greece about the seeret attack. He knew it would be hard to send the message
over to Greeee without it being intercepted. This is when he came up with the idea of using a
wax tablet to hide his message. Demaratus knew that blank wax tablets could be sent to
Greece without anyone being the wiser.

To hide his message. he seraped all the wax away from the tablet leaving only the
wood from underncath. Fle then seraped his message into the wood and when he finished,
recovered the wood with the wax. The wax covered his message and it Jooked like it was just
a blank wax tablet. Demaratus™ message was hidden and so he sent this to Greece. The hidden
message was never discovered by the Persians and successfully made it to Greece. Because

ol this message. Greeee was able to deleat the invading Persian foree,

b=



this was the first known case of the use of Steganography and since then, the
complexity of Steganography has exploded. The reason for this is because it was forced to in
order to keep the secrecy of the message intact. If you think about it. even though the
message is hidden. in order to read it
all you have to do is Iind it. [I'the message was intercepted and the person looked in the right
place, the message could be casily read.

Soon after Demaratus’ successful use of steganography, other forms started showing
up. This also included the use of cryptology. The first known case of the use of cryptology
actually came before the first known case of steganography. The use of steganography
involves the coder to be a little more creative than that of a cryptology. Even though the focus
of this paper is Steganography. it is impossible not to mention the history without mentioning
cryptology. The two are like cousins in the secrecy family. With, cryptology, you can actually
see that a message is there, but il was been scrambled so that hopefully a third party cannot
read what the real message has to say. Cryptology has advanced just as much as
Steganography and with the modern computers. cryptology has grown ¢ven morc complex.

Another form of steganography was employed by another Greek. Histaiaeus, soon
after the wax technique was no longer usable. Histaiacus wanted to start an uprising against
the Persian King and needed a form of secrecy to hide his message about the revolt. This is
when he came up with the shaved head technique. Histalaeus decided to shave the head of
one of his slaves and tattooed (he message on his bald scalp. When the hair grew back, he
sent the slave o Persia 1o deliver the message, When the slave reached his destination. he
shaved his head and showed the message to the intended recipient. There were a few
problems with this technique though. The message could not be urgent for the fact that it
takes time for the hair to grow back, Secondly. the message could not be deleted unless the
messenger was killed. Which brings up the third point, the messenger could only deliver onc
message because lattoos cannot be erased.

The Ancient Chinese soon developed their own uses of stcganography. They would
write their secret nmessage on a picee of fine silk. Once the nessage was complete, they
would crunch the silk into a little ball. They would then cover the ball with wax and then the
messenger would swallow the ball. There are quite a couple of sources that mention this
technigue that the Chinese used. but no one mentions how the ball of wax was recovered
[rom the messenger. One is only lelt to imagine the possible. and probably painful, ways the

ball could have come out.



AUt TS AL IHNSPareTie INKs made incir way INto ine secrccy world. Fhny the clder
discovered that the “milk™ of the thithymallus plant could casily be used as a transparent ink.
If you wrote a message with the milk, it soon evaporated and left virtually no residue. It
appcarcd as if the message completely erased. But once the milk completely dried, and was
heated. it would begin to char and turn a brown color. So. this message could be written on
anything that was not too flammable. which made it quitc convenient. The reason it turned
brown was because the milk was loaded with carbon and when carbon is heated. it tends to
char.

Another form of carly steganography was developed in the sixteenth century by an
[talian scientist Giovanni Porta, His technique involved hiding the secret message inside a
hard-botled egg. Poria discovered that there was a way of writing on a hard-boiled egg so that
the ink would become transparent on the outside of the egg but still be visible on the egg
white itself. His ink was made by mixing one ounce of alum and a pint of vinegar. The ink
would seep through the egg shell because of the porous nature of the shell. It would then alter
the color of the egg white inside.

e to the nature of the solution. when completely dricd, turned transparent but not
before altering the egg white. Because there was no notable difference on the outside of the
shell. the only way to read the message would be to actually take the shell off the cgg. This
technigue actually worked for a long time because no one thought it could be possible to
write on the inside of the egg without disturbing the egg shell. The one problem with this
technique is the fact that hard boiled eggs tend to rot quit quickly. The ceg would have to be
delivered almost immediately after the message disappeared on the outside. Not only would

the rotting cgg affect the visibility of the message. but the smell of the rotting cgg would

probably become too strong to bear.

2.4.2 Middle Age of Steganography

Invisible ink was also used during the American Revolutionary war. The technique
used during (his war was quite simple and easily noticeable. The technique the generals and
solders used was one where they would start with a simple letter. The letter itsell had no real
meaning. In between all the lines of letters are gaps. empty spaces. This is to distinguish one
line trom (he next. This is the place they used to hide the seeret message using the invisible
k. They would write the message in the gaps with the invisible ink and then when the ink

dricd. it looked like a normal letter again. The downfall of this system was the way in which



lo retrieve the hidden message. In order to read the message, all you had to do was hold it up
to a light and the ink glowed. So. if the enemy intcreepted the letter and just so happened to
read the letter with a light behind it would easily see the secret message. There is no report
on just how successlul this technique really was during that war.

Another wartime technique used was the grille system. This technique involved
strategically placing letters within a scemingly ordinary text. The secret message was sent
and then the receiver was only able 10 see the secret message by using a special grilie. The
grille was just a slab of wood that would fit over the message. The stab had holcs in it at the
spots where the strategically placed letters would be. The letters would then spell out the
secret message. This technique was effective due to the fact that the person trying to intercept
the message would not be able to decode it unless they had the correct slab. This was also onc
ol the major downfalls. Both partics nceded to agree on the type of slab to use. To make it
morce sccure, 1 am sure that one grille was not used very often. Not only did the parties have
to agree on the right grille, but if the receiver’s grille was lost or broken. the message again
would be unreadable and thus uscless.

World War It brought about the invention of two new steganographic techniques. The
first one was the invention ol the Microdot technology. The Microdot technology was
invented by the Germans to convey sceret messages 1o its allies. FBI director at the time. J.
Edgar Hoover, relerred to the microdot as “the cnemy™s masterpiece of espionage.”™ e stated
this after they realized just how much the Germans were using this technology and just how
much information the microdot could hold. The microdot is basically a highly detailed picture
shrunk to about the size ol a period or dol. You were able to fit an entire page ol text or an
entire picture 1nto the little microdot. which is what made the microdot so successful. You
could then see the picture again by either blowing up the dot or just by simply using a
microscope, The Germans would put their dots into their letters and they were almost

undetectable 1o the naked eye. What gave them away was the fact that they were glossy. duc

+,

to the fact that they were still on film. They stood out from the rest of the paper. which was
very dull,

‘The other technique perfected during World War 1 was the use of open coded
messages. This technigque is very similar to the grille technigque but this time no grille is
needed to see the special leters. For open coded messages. certain letters ol cach word are
used 1o spell out the secret message. Open coded messages use normal words and messages

o write the buffer text that hides the message. Because they seem normal, they olten pass



security cheeks. [Here s a trequently used example of open coded messages. Apparently this

message was actually sent by a German Spy during World War I1.

Apparently neutral’s protest is thoroughly discounted an
ignored. Isman hard hit. Blockade issue affects pretext fi

cmbargo on by-products, ejecting suets and vegetable oils.

By taking the sccond letter of each word. the secret message is revealed, which is;
Pershing sails from NY June 1. This technique is effect because it can pass through filter
devices but casily decoded by someone if they new a message was hidden in this text. It
would not take long using the Brute Force technique to find the hidden message.

All the techniques mentioned earlier were good ways of hiding messages but even
with the new (wists given to them. they were still nothing compared to the types of
applications developed with the invention of the Computer. Computer technology has made it
all so much casicr to hide messages and made it a lot harder to discover that message. The
rest of the paper will focus on the new applications that have derived from the use of the

computer.

2.4.3 Modern Age of Steganography

A majority of the messages hidden today are hidden inside digital images, audio files
or video files. But even modern printers can hide messages with the way they print the text
out. For example. laser printers are so precise: they can offsct a letter by 1/300" of an inch.
By doing this at certain points. they could send a binary message, which would be
undetectable to the naked eye. They way it works is that a normal space would be considered
a 0" while spaces that are offset by 1/300™ of an inch would be considered the “1°s”.
This is good for hiding messages in print form. but has not solved the problem of sending the

hidden message from computer to computer. This is where the files come into play.

IHidden hies or pictures can be hidden in picture files because pictures files are so
complex. Pictures on a computer are represented by tons and tons of pixels. Each pixel
consists of a variation of all three primary colors, red. green and blue. In a standard 24-bit
bitmap. 8 bits will represent cach of the three colors. 8 times 3 is 24. That means there are
256 different variations of cach color in every pixel that makes up a picture. So, te represent
the color white, the code would Jook like THITEITL TIETTTEE 11111111, Now. the human

cye cannot distinguish the difference between too many colors and so the color Y1111



b iy iy would loox exactlly the same as white, because of this, the last digit in
every bit in cvery pixel could be changed. This is the basis of the Least Significant Bit
[nsertion technique.

Now to show how this becomes useful. You only need 8 bits to represent Ascii text
and there arc three extra in every pixel of a picture. Therefore, with every three pixels. you
could form one letter of ASCII text. This may not seem like a lot, but when the standard
image size is 640 x 480 pixels, that add up to a Iot in a hurry. In order to make this practical
to the user, a computer program would be needed. Atter you type in your secret message and
determine a cover message {the picture you want to hide you message in) the program would
wo through cvery pixel and change the last digit to represent cach letter of the message you
wrote. You would then send the picture to the correct recipient who would then use his
program to go through every pixel and take oft the last digit and use that to form the message.

The problem of using steganography over digital communications has been solved.
Also. the great thing about LSB {lLeast Significant Bit Insertion) is that the message is not
lost if the file is compressed. Anyone who uses onling pictures knows that bitmap files hold a
fot of information and so are generally large in size. But because the sccret message is
encoded into the color bits. the message is never lost when compressed. The one problem
with this approach is that it does not work for every picture type. LSB works mainly with
Bitmaps because of the way bitmaps arc compressed. JPEG™s, on the other hand. arc
compressed using sophisticated algorithms and so a lot ol the original information is tost.

Because information could so casily be lost with certain compression programs, other
technigues were developed. One technique is called the Masking and Filtering technique.
T'his technique is very similar to watermarking. The image is marked with the secret message
or image and then cannot be seen uniess the luminosity level is changed to an exact amount.
This worked better because the text/image was now actually part of the picture and no longer
in the coding part. Another technique developed used the way certain pictures are compressed
1o its advantage. As stated earlier, JPEG s are compressed using sophisticated algorithms and
because of this. a lot of the original intormation of the picture is lost. So, basically. what this
last technigue does is, it determines how the picture is going 1o be compressed with all the
algorithms. It then changes the information ot the picture accordingly to the secret message.
It changes the information in a way that when decompressed. it will look similar to the 1.SB
approach. This way. when the picture is viewed, it stll looks the same but the seeret message

could be determined by taking the tast bit of cach pixe! just like the LSS approach.
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secret messages. A majority of the programs use a variation of the algorithm approach. When
looking closely at a program to determine how it works, you soon discover that it is really
complicated. or at least. seems to be. But in reality, they are just the using the algorithm
approach plus a few minor twists. Steganography is in such wide usc today that it has been
reportcd that cven the terrorist group Al Quida uses it to deliver messages. Apparently they
were using nude pictures on the Internet to hide their messages. | have not been able to find

an example of this though.

Steganography is also being used everyday life for practical needs. Odds are, you
encounter the use at least once a week and do not even know it. Onc of the biggest uses today
arc with copyrighted materials like DVDs. DVDs are actually encoded with certain
watermarks that the DVD player recognizes. The watermark has numerous functions. First it
tells where the DVD came from so if someone makes copies of their DVDs. the original copy
could always be determined. Secondly, the watermark determines if the DVD could actually

be copied or nol.

Finally. the watermark tells the DVD player if it could play the DVD or not.
Unknown to a lot of people. but DVDs are made in certain “Regions™ and they only work in
that region. For example, Asia and North America are considered different regions and so a

DVD from Asia will not play on a DVD player that has a North America region code,

Seeing how complex steganography is today, it is hard to imagine what the future
could hold. But with the way technology is growing cxponentially, ithe bounds for
steganography seem fimitless. One day. hiding a message inside someone’s brain without the

person even knowing il Johnny Mnemonic style. may become a reality.



CHAPTER 3

LITERATURE REVIEW

Mohammad Pooyan, Ahmad Delforouzi : In this paper we present a novel method
for digital audio steganography where cncrypted covert data is embedded into the wavelet
cocfficients of host audio signal. To avoid extraction error we use lifting wavelet LSB
translorm. For using the maximum capacity of audio signals, we calculate hearing threshold
in wavclet domain. Then according to this threshold data bits are embedded in the least
significant bits of lifting wavelet coefficients. Inverse lifting wavelet transform is applied to
modified cocfiicients 1o construct stego signal in time domain. Experimental results show

that proposed method has large payload. high audio quality and full recovery.

Nedeljko Cvejic, Tapio Seppben MediaTeam Outu: Conventionally. a perceptual
limit of three hits per sample is imposed to the basic L.SB audio steganography method. In
this paper. we present a novel modification to standard LSB algorithm that is ablc to embed
four bits per sample. thus improving the capacity of data hiding channel by 33%. The
proposed algorithm makes use of minimum crror replacement method for 1.SB adjustment
and modified error diffusion method for decreasing SNR value. Objective test showed the
algorithm succeeds 1 this task. while keeping SNR value close to the level of SNR obtained
by standard | SB ¢mbedding with three bits per sample capacity. Subjective listening test
proved that high pereeptual transparency is accomplished even it four 1.SBs of host audio
signal are used tor data hiding.

Mitchell D. Swanson, Ahmed H. Tewfik: In this paper, the recent developments in
transparent data embedding and watermarking for audio, image. and video were reviewed.
Data-embedding and watermarking algorithms embed text. binary strcams. audio. image. or
video in a host audio, bmage, or video signal. The embedded data are perceptually inaudible
or invisible to maintain the guality of the source data. The embedded data can add features to
the host muttimedia signal. c.g., multilingual soundtracks in a movie, or provide copyright
protection. The reliability of data-cmbedding procedures and their ability 1o deliver new
services such as viewing a movie in a given rated version from a single multicast stream werc
discussed. We also discuss the issues and problems associated with copy and copyright
protections and assess the viability of current watermarking algorithms as a means for

protecting copyriglied data.
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for audio signals in cepstrum domain. Cepstrum representation of audio can be shown to be
very robust 1o a wide range of attacks including most challenging time-scaling and pitch-
shifting warping. In cepstrum domain. we propose to cmbed data by manipulating statistical
mean of scleeted cepstrum coefficients. An intuitive psychoacoustic model is employed to
controf the audibility ol introduced distortion. Qur experiment results have shown that the
novel audio data hiding scheme in cepstrum domain can achieve transparent and robust data

hiding at the capacity region of above 20bps.

Sang-Kwang Lee and Yo-Sung Ho: In this paper, we propose a: digital audio
watermarking technique in the cepstrum domain. We insert a digital watermark into the
cepstral components of the audio signal using a technique analogous to spread spectrum
communications, hiding a narrow hand signal in a wideband channel. In our method. we use
pscudo-random sequences to watermark the audio signal. The watermark is then  weighted in
the cepstrum domain according to the distribution of cepstral coefficients and the frequency
masking characteristics of human auditory system. Watermark embedding minimizes the
audibility of the watermark signal. The c¢mbedded watcrmark is robust to multiple

watermarks. MPEG: audio coding and additive noise.

Chin-Chen Chang *Tung-Shou Chen Hsien-Chu Hsia: In this paper. a new
scheme for image steganography will be presented. The proposed scheme has the ability to
hide secret message m a digital image. We call the scheme the patlern-based image
steganography (PB315). First. PBIS does discrete wavelet transformation (DWT) on the digital
image: separates the transtormation result into non overlapping blocks. and classifies the
wavelet coelficients of these blocks into several patterns. The secret message is embedded in
to the image by changing the cocilicients” patterns. The performance and reliabitity of PBIS
are shown in the experimental results. The quality of the stego image of the proposed scheme
is very close to that of the originat one. Moreover, our scheme can be survived under IPEG

lossy compression.

Kaliappan Gopalan: A mcthod of embedding information in the cepstral domain of a
cover audio signal is desceribed Tor audio steganography application. ‘The proposed technique
combines the commonly emploved psycho acoustical masking property of human auditory

system with the decorrelation property of speech cepstrum. and achieves imperceptible



embedading, large payioad. and accurate data rciricval. Results of embedding using a clcan
and a noisy hot utterance show the embedded informatton is robust to additive noisc and band

pass filtering.

Sos S. Agaian, David Akopian, Okan Caglayan and Sunil A. D’Souza: This paper
presents a lossless adaptive digital audio steganographic technique based on reversible two
and higher dimensional integer transform. The adaptive technique is used to choose the best
blocks for embedding perceptually inaudible stego information, and to select the best block
sizes to maximize the number of blocks/capacity. The stego information is embedded in the
integer domain by bil manipulation. In addition. we introduce a capacity measure to select
audio carriers that introduce minimum distortion after embedding. The above technique is

also applicable to compression based audio formats. such as MPEG audio layer-3 (mp3).

Hosei Matsuoka: This paper presents an improvement of spread spectrum audio data
hiding methods. We introduce phase shifting in audio siznals to reduce the correlation with
PN signal per cach sub-band. It allows casy detection of the embedded data signal from audio
when de-spreading the compound signal. The paper reports the subjective test results and the
mceasurements of noise resiliency. The proposed method gencrates the quality degradation at

the same level of NMR +3dB. but excess +6dB neise. therefore. the method has 3dB benefits,

Sajad Shirali-Shahreza M. T. Manzuri-Shalmani: Embedding a secret message
into a cover media without attracting attention. which is known as steganography. is desirable
in some sccurity applications. One ot the medias which can be used as a cover media is audio
signal. [n this paper we introduce an adaptive wavelet domain steganography with high
capacity and low crror rate. We use lifting scheme 1o create perfect reconstruction filter banks
which are Int2Int and hide data in Least Significant Bits (LLSB) of details cocfficient in an
adaptive way to reduce the error rate. Our method have zero crror rate for hiding capacity
below 100 Kilo bits-per-second (kbps) and 0.3% crror for 200 kbps. in comparison to 0.9%
crror of normal wavelet domain LSB steganography. Signal to Noise Ratio (SNR) values and
fistening tests results show that the stegano audio is imperceptible from original audio even

with hiding capacity up to 200 kbps.

Mazdak Zamani, Azizah Bt Abdul Manaf: Steganography is a technique used 1o

transmit hidden information by modifying an audio signal in an imperceptible manner. The
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modified signal. We propose a novel approach of substitution technique of audio
steganography. Using genetic algorithm. message bits are embedded into multiple, vague and
higher LSB layers, resulting in increased robustness. The robustness specially would be
increased against those intentional attacks which try to reveal the hidden message and also

some unintentional attacks like noise addition as well,

NedceGko Cvejic, Tapio Seppanen: [n this work. we increased the capacity of the
classic LSB insertion method by performing the embedding process in the wavelet domain.
‘The algorithm uses perfect reconstruction filter banks and embeds additional information
inside wavelet domain of audio signal by modifying LSB values of wavelet coefficients.
Objective and subjective tests show large advantage of the proposed method over time
insertion method. For the same SNR values, proposed algorithm outperforms classical LSB
algorithm by 150-200 kbps of hidden data. Subjective experiments showed that wavelet

domain information hiding scheme is acoustically more transparent as well.

Ahmad Delforouzi, Mohammad Pooyan: [n this paper a novel method for digital
audio steganography 1s presented where encrypted covert data is embedded into the
coctficients ol host audio (cover signal) in integer wavelet domain. The hearing threshold is
caleulated in the integer domain and this thresheld is employed as embedding threshold. The
inverse integer wavelet transform is applied to the modificd coefticients to form new audio
sequence (stego signal). The characteristics of this method are large pavload. high audio

quality and full recovery.

Parul Shah, Pranali Choudhari and Suresh Sivaraman: In this paper we present a
novel methed Tor digital audio steganography where encrypted coverl data is embedded by
adaptively imodifying wavelet packet coeflicients of host audio signal. The major contribution
of the proposed scheme is the technique introduced for adaptively modifying the host audio
o cmbued the covert data. The modification of host audio is done by imposing a constraint
which [orees the moditied value to be in the same range as its neighborhood. Due to this
constraint the noise introduced due to embedding is very low compared to existing methods.
The main advantage with proposed embedding scheme is superior Signal (o Noise Ratio
{SNR) values, with good hiding capacity and speed. Listening test results also show that

distorions m the stego audio is imperceptible from the original audio even with highest
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desired features ol any steganography technigue.

Kaliappan Gopalan, Qidong Shi: Audio steganography using bit modification of
time domain audio samples is a simple technique for multimedia data embedding with
potential for large payload. Depending on the index of the bit used to modify the samples in
accordance with the data to be hidden. the resulting stego audio signal may become
pereeptible andfor susceptible to incorrect retrieval of the hidden data. This paper presents
some results of the tradeolT between the contlicting requirements of data robustness, payload
and imperceptibility. Experimental results on both clean and noisy host audio signals indicate
that while the payload can be as high as over 3000 bits/s—much higher rate than common
audio data embedding techniques—notice ability of embedding is decrcased and noise
tolerance increased by using higher bit indices than the traditional least significant bit. BER
of below one percent were observed for data retrieved from noise-added  stego
audio signals with 39 dB SNR for embedded payload of over 10 Kbits in a 3.3 s host
audio.

Mazdak Zamanii, Azizah Bt Abdul Manafl, Rabiah B¢ Ahmadl, Farhang
Jaryanil: A wide range of steganography techniques has been described in this paper.
Beside the cvaluation of’ embedding parameters for the existing technigues. two problems -
weaknesses- ol substitution techniques are investigated which if they could be solved. the
large capacity - strength- of substitution techniques would be practical. Furthermore, a novel.
principled approach (o resolve the problems is presented. Using the proposed genetic
algorithm. message bits are embedded into multiple. vague and higher LSB layers. resulting
i increased robustiess.

Jozsel LENTI: In this paper we analyze and test several steganographic techniques
on stll images. We show that embedding a large amount of data into the picture it can modify
its visible propertics. We compare the RSA and the elliptic curve (ECC) hased digital
signatures, and we analyze their advantages and disadvantages in steganography. In
steganography it is important that the embedded data size should be minimized. Using ECC
minimization of the embedded information is possible, because the minimal block size is

smaltler than 1 the case o RSAL



CHAFILR 4
STEGANOGRAPHY METHODS & TECHNIQUES
4.1 METHODS OF STEGANOGRAPHY

4.1.1 Steganography in Text

Encoding sceret messages in text can be a very challenging task. This is because text
files have a very small amount of redundant data to replace with a secret message. Another
drawback is the case of which text based Steganography can be altered by an unwanted partics
by just changing the text itself or reformatting the text to some other form (from .TXT to
PDF. ete.). There are numerous methods by which to accomplish text based Steganography.
['will intreduce a few of the more popular encoding methods below.

Line-shift cncoding involves actually shifting cach line of text vertically up or down by
as ttle as 3 centimeters. Depending on whether the line was up or down from the stationary
line would equate to a value that would or could be encoded into a secret message. Word-shift
encoding works in much the same way that line-shifl encoding works, only we use the
horizontal spaces between words to equate a value for the hidden message. This method of
eneoding is less visible than line-shift encoding but requires that the text format support
variable spacing Feature specific encoding involves encoding secret messages into formatted
text by changmg certain text attributes such as verticaland  horizontal length of letters such as
b. d. T. cte. This is by lar the hardest text encoding method to intercept as each type of
lormatted text has a large amount of features that can be used for encoding the secrct message.
Altthree of these text based encoding methods require either the original fik or the knowledge

of the original files Tormatting to be able Lo decode the seeret message.

4.1.2 Steganography in Images

(‘(mding seeret messages in digital images is by Tar the most widely used of all methods
1 the digital world of today. This is because it can take advantage of the limited power of the
hman visual system (HVS) Almost any plain text. cipher text. image and any other media
that can bhe encoded into a bit stream can be hidden in a digital image. With the continued
growth of strong graphics power in computers and the research being put into image based
Steganography. this licld will continue (o grow at a very rapid pace.

Image architecture and digital image compression techniques should be explained, As

Puncan Sellars explains “To a computer, an image is an array of numbers that represent light
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dealing with digital images for use with Steganography. 8-bit and 24-bit per pixel image files
are typical. Both have advantages and disadvantages. as we will explain below .8-bit images
arc a great format 1o use because of their relatively smail size. The drawback is that only 256

possible colors can be used which can be a potential probiem during encoding.

Usually a gray scale color palette ¢ is used when dealing with 8-bit images such as
(.GIF) because its gradual change in color will be harder o detect after the image has been
encoded with the secret message. 24-bit images offer much more flexibility when used for
Steganography.  The large numbers of colors (over 16 million) that can be used go well
beyond the human visual system (HVS), which makes it very hard to detect once a secret
message, has been encoded. The other benettt is that a much farger amount of hidden data can
be encoded into a 24-bit digital image a opposed to an 8-bit digital image. The one major
drawback to 24-bit digital images is their large size (usually in MB) makes them more suspect
than the much smaller 8-bit digital images (usually in KB) when sent over an open system such

as the Internet.

Digital image compression is a good solution to large digital images such as the
24-bit images mentioned carlier. There are two types of compression used in digital images,
lossy and lossiess. Lossy compression such as (JPEG) areatly reduces the size of a digital
image by removing excess image data and calculating a closc approximation of the original
image. Lossy compression is usually uscd with 24-hit dignal images to reduce its size. but it
does carry one major drawback. Lossy compression technigues increase the possibility that
the uncompressed secret message will lose parts ot its contents because of the fact that lossy
compression removes what it sees as excess image data. Lossless compression techniques. as
the name suggests. keeps the original digital image in tact without the chance of loss. It is for
this reason that it is the compression technique of choice for steganographic uses. bxamples
ofJossless compression techniques are ((GHF and .BMP). The only drawback to lossless image

compression s that it docsn't do a very good job at compressing the size of the image data.



Lo oalcgaltograpiny in Audio

Encoding secret messages in audio is the most challenging technique to use when
dealing with Steganography. This is because the human auditory system (IAS) has such a
dynamic range that it can listen over. To put this in perspective. the (HAS) perccives over a
range ol power greater than one million 1o one and a range of frequencies areater than one
thousand to one making it extremcly hard to add or remove data from the original data
structure. ‘The only weakness in the (I1AS) comes at trying to differentiate sounds (loud
sounds drown out quiet sounds) and this is what must be exploited to encode secret messages

i audio without being detected.

There are two concepts to consider before choosing an encoding technique for audio.
They are the digital format of the audio and the transmission medium of the audio. There are
three main digital audio formats typically in use. They are Sample Quantization. Temporal

Sampling Rate and Perceptual Sampling .
phng L

Sampie Quantization which is a 16-bit lincar sampling architecture used by popular
audio formats such as (WAV and. AIFF).  Temporal Sampling Rate uses selectable
frequencies (in the KHz) to sample the audio. Generally, the higher the sampling ratc is. the
higher the usable data space gets. The last audio format is Perceptual Sumpling. This format
changes the statistics of the audio drastically by encoding only the parts the listener percelves,
thus maintaining the sound but changing the signal. This format is used by the most popular
digital audio on the Internet today in 1SO MPEG (MP3). Transmission medium {path the
audio taken from sender 1o receivery must also be considered when encoding seeret messages
w audio. W. Bender introduces four possible transmission mediums:

Py Digital end to end - from machine (o machine without modification.
2} Increasedidecreased re sampling - the sample rate is modified but remains digital.
3) Analog and re sampled - signal is changed to analog and re sampled at a different rate.

+) Over the air - signal s transmitted into radio frequencies and resembled trom a microphonc.

4.1.4 Steganography in Video

When information is hidden inside video the program or person hiding the
mformation witl usually use the DCT (Discrete Cosine Transtorm) method. DCT works by

slightly changing the cach of the images in the video. only so much though so i's isn't
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of certain parts of the images. it usually rounds them up. For example if part of an image has
a value of 6.667 it will round it up to 7. Steganography in Videos is similar to that of
Steganography in Images. apart from information is hidden in each frame of video. When
only a small amount ol information is hidden inside of video it generally isn’t noticeable at

all. however the more information that is hidden the more noticeable it will become.

4.1.5 Steganography in Documents

Steganography can be used in documents? Yes it’s true! The use of Steganography in
documents works by simply adding white space and tabs to the ends of the lines of a
document. This type of Steganography is extremely effective, because the use white space
and tabs is not visible to the human eyc at all. at least in most text/document editors. White
space and tabs oceur naturally in documents, so there isn’t really any possible way using this
method of Steganography would cause someone to be suspictous. The most populiar picee of

software used 1o perform this type of Steganography is a piece of software calicd SNOW.

4.2 STEGANOGRAPHY TECHNIQUES
4.2.1 Embedding Using Stego key

Steganography embeds a secret message in a cover message, this process is usually
parameterized by a stego-key. and the detection or reading ol an embedded information is

possible only having this key Figl. 4.1 shows this process.

Cover ; .
ﬁﬂ > i

Message Stego message

I'mbedding fMessage Embedded Message

Iigure 4.1 Embedding Technique of Steganography
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Nowadays steganography is more and more important in publishing and broadcasting
industries. where the embedding of copyright marks or serial numbers is needed in digital
films. photos and other multimedia products. Some steganographic applications are able to
scan the Internet, and to detect a copy of a specific image, or the modified image is published
s0 an illegal usage of a copyrighted im age can be detected. In the case of audio materials. the
automatic monitoring of radio advertisements s also possible, the advertiser can
automatically count how many times a specific advertisement was transmitted by a given
radio station. Another possible application in the case of still images is to embed captions and
other information into the picture so that one docs not have to store distinctly the images. and
connected information.

When the purpose is the protection of intellectyal property. we can make a distinction
between fingerprinting and watermarking. In the case of watermarking, copyright information
is embedded in a digital media, and this media is transmitted Lo users. Fingerprinting embeds
separatc mark in the copics ol digital media. this embedded information serves as a serial

number. it can be detected who supplied this media to third partics.

Usunaliy 24-bit or 8-bit liles are used 1o store digital images. The former one provides
more  space for information  hiding. however. it can  be quitc large. The colored
representations ol the pixels are derived from three primary colors: red, green and blue. 24-bit
Images use 3 bytes lor cach pixel. where each primary color is represented by | byte. Using
24-bit images cach pixel can represent 16.777.216 color valucs, We can use the fower two
bits ol'these color channels (o hide data. then the maximum color change in a pixel could be
of 64-color values. but this causes so little change that is undetectable for the human vision
system. This stmple method is known as 1east Signtficant Bit insertion . Using this method it
s possible 10 embed a significant amount of information with no visible degradation of the
cover Image.

Several versions of LSB insertion exist. It is possible to use a random number
generator initialized with a stego-key and its output is combined with the input data. and this
is embedded to a cover mmage. For example in the presence of an active warden il is not
cnough to embed a message in a known place (or in a known sequence of bits) because the
warden Is able to modity these bits. even if he can't decide whether there s a secret message

or nol or he can™t read it because it s encrypted. The usage of a stego-key is important,



T E e iy M e PRVARAASVEL oy oliutia ot De Dastd on 1IN secreCy ol ine
algorithm itself, instcad of the choice of a secret key.
4.2.3 Public key steganographic Technique

As another possible way the algorithm requires the pre-existence of a shared secret
key Lo designate pixels which should be tweaked. In this case both the sender and the receiver
must have this secret. Suppose that the communicating parties do not have the opportunity to
agree a sceret key, but one of them (c.g. Bob) has a private/public key pair. and his partner
knows the public key. In the case of a passive warden Alice knowing Bob’s public key
encrypts her message with this key, embeds it in a known channel (known position in the
cover media). and sends it to Bob. Bob cannot be sure whether the channel contains a hidden
message. but he can try to decrypt the random-looking string-sequence with his private key,
and check whether 1t is a message or not.,

Another approach is the cover image eserow scheme (or source extraction), where the
extractor is required with the original cover image., and the cover image is subtracted from the
stego image before the extraction of the embedded information. In this scheme. the user
camnol read the embedded data. it is only possible to have the original unimodified picture, but
these types of algorithms are characterized as robust against signal distortions.

4.2.4 Transform Domain Based Steganography

The destination extraction algorithms can be divided into two groups: spatial/time
domain and transform domain techniques. In the former case information is embedded in the
spatial domain in the case of images. and in time domain in the case of audio materials. The
transform domain methods operate in the Discrete Cosine Transform. Fourier or wavelet
transtorm domains of the host signal.

The Patchwork algorithm {developed at the MITY selects random pairs of pixels, and
increases the brightness of the brighter pixel and decreases the brightness of the other. This
algorithm shows a high resistance to most non-geometric image modifications. 1f it is
important to provide a protection against (illering attacks. then the information hiding
capacity is limited.

High color quality images are compressed usually using a Jossy compression method
as, for example. in the case of Ipeg images. In Jpeg algorithm the pixels are Hrst transtormed
into o luminance-chrominance space. ‘The chrominance is then downsampled — it is possible
because the HVS (Iuman Vision System) is less sensitive to chrominance changes than to

luminance changes — so the volume of the data is reduced. Discrete Cosine Transform is then



applicd on the groups ol & % & pixels. 1 he next step causes the maost 1085 1n the case of JEELs,
where the cocllicients are scalar quantized (it is possible because if we reduce the coefficients
of higher frequencics to zero. the changes to the original image will cause only small changes
that a human viewer could not detect under normal circumstances). The Nnal steps are
lossless, when these reduced coefficients are also compressed and a header is added to the
JPEG image. Steganographic applications usuailly operate after the quantization step. for
example Jpeg-Isteg. and SysCoP. SysCoP uses a position sequence generator. The inputs of
the gencrator are the image data and user key, the output 1s a position scquence for selecting
blocks where the code is embedded.

The block consists in this case of 8 x 8 pixels, it can be contiguous — the block is a
squarce in the image — or distributed, where the pixels are randomly selected. A label bit is
embedded through sctting specific relationship among three quantized elements of a block,
and the algorithm contains a checking mechanism to test whether the actual block is capable
or not 1o store this information, how big modification is needed to store one bit information

among these pixels.

4.3 TECHNIQUES FOR AUDIO STEGANOGRAPHY

In audio steganography. sceret message 1s embedded into digitized audio signal which result
shight aliering of binary sequence of the corresponding audio fite. There are several methods are
available for audio steganography. Some of them are as follows :

4.3.1 LSB Coding

Sampling technique followed by Quantization converts analog audio signal o digital

binary sequence.

fA b -

Fieure 4.2 Sampling of the Sine Wave followed by Quantization process
[ this technigue LSB ol binary scquence ol cach sample ol digitized audio Nle s
replaced with binary equivalent ol sceret message. For example il we want o hide the letter

AT (binary equivalent 01100101F) to an digitized audio file where cach sample is represented
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of binary cquivalent of the letter “A”.

[ Sampled Audio Stream Audio stream with
(16 bit) ‘A’ in binary encoded message
1001 1000 0011 1100 | 0 1001 1000 0011 1100
1101 1011 0011 1000 ! 1101 1011 011 1001
1011 1100 0011 1101 ; 1 1011 1100 0011 1101
1011 1111 0011 11667 0 1011 1111 0011 1100
1011 1010 0111 1144+ 0 1011 10100111 1110
1111 1000 0011 1100 | B 1111 1000 0011 1101
1101 1100 0111 1000 0 1101 1100 0111 1000
| 1000 1000 0001 1111 S 1000 1000 0001 1111

‘Table 4.1 Audio Bit Steam Representation

4.3.2 Phase Coding

[Muman Auditory System (HAS) can’t recognize the phase change in audio signal as
casy it can recognize noise in the signal. The phase coding method exploits this fact. This
teehnique encodes the seeret message bits as phase shifts in the phase spectrum of a digital

signal. achteving an inaudible encoding in terms of signai-to- noise ratio.

4.3.3 Spread Spectrum

lhere are two approaches are used in this technique: the direct seguence spread
spectrum {1SS5) and frequency hopping spread spectrum (IFHSS). Direct-sequence spread
spectrum {DSSS) is a medulation technique used in teleccommunication. As with other spread
spectrum techaologies, the transmitted signal takes up more bandwidth than the information

signal that is being modulated.

Dircct-sequence spread-spectrum transmissions multiply the data being transmitted by

a "noise” signal. This noise signal s a pseadorandom sequence ol 1 and —1 values, at a



tfrequency much higher than that of the onginal signal. thereby spreading the energy ot the

original signal into a much wider band.

The resulting signal resembles white noise. However, this noise-like signal can be
used to exactly reconstruct the original data at the recciving end, by multiplying it by the
same pscudorandom sequence (because 1 x | = 1, and —1 x =1 = 1). This process. known as
"de-spreading”. mathematically constitutes a correlation of the transmiited Pseudorandom
Naoisc (PN) sequence with the receiver's assumed sequence. For de-spreading to work
correctly, the transmit and receive sequences must be synchronized. This requires the receiver
to synchronize its sequence with the transmitter's sequence via some sort of timing search

process.

[n contrast. frequency-hopping spread spectrum pseudo-randomly retunes the carrier,
instead of adding pseudo-random noise to the data, which resubts in a uniform frequency
distribution whose width is determined by the outputl range of the pseudo-random number

generator,

4.3.4 Echo Hiding

In this method the seeret message is embedded into cover audio signal as an echo.
Three paramelters ol the echo of the cover signal namely amplitude, decay rate and offset
trom original signal are varied to represent encoded secret binary message. They are set
below to the threshold of Human Auditory System (HAS) so that echo can’t be easily

resolved.

Video files are gencrally consists ol images and sounds. so most of the relevant
techniques lor hiding data into images and audio are also applicable to video media. In the
case of Video steganography sender sends the secret message to the recipient using a video
sequence as cover media. Optional seeret key "K™ can also be used during embedding the
seerel message Lo the cover media to produce “stego-video™. After that the stego-video is
communicated over public channel o the receiver. At the receiving end, receiver uscs the
seeret key along with the extracting algorithm to extract the secret message from the stego-
object. The original cover video consists ol frames represented by Ck(m, n) where 1 £ K £ N,

N s the otal number of frame and m. noare the row and column indices of the pixels.



respectively. The binary secret message denoted by Mk(m. n) 1s embedded into the cover
vidco media by modulating it into a signal. Mk(m, n} is defined over the same domain as the
host Ck{m, n).The stego-video signal is represented by the eguation

Sk(m, n) = Ck(m, n) Fak {m. n) Mk(m. n} . k= 1.2.3...N

where ak (m. n) is a scaling factor. For simplicity ak (m. n) can be considered to be constant

over all the pixels and frames. 8o the cquation becomes:

k{m, n} = Ck{m, n}+a (m, n) Mk(m,ny , k=1.2.3., N



CHAPITER S
GENETIC ALGORITHM

5.1 INTRODUCTION
A

genetie algorithm is a problem solving technique which mimics the process of

natural sclection. Potential solutions to a problem are viewed as biological life forms which
can reproduce. The process begins with a random population of these life forms which are
tested to sec how close they are to being solutions. The better selutions are deemed more fit
than other members ol the population and are allowed 10 mate 1o produce offspring which
will compose a new population. This process is repcated until an acceptable solution to the
probiem is found. Ordered sets arise naturally and frequently in all areas ot general algebra.
Ordered sets consisting of sub algebras, normal subgroups, and ideals are some common
examples.

The idea of employing an “evolutionary strategy™ in problem solving was introduced
in a 1973 paper of 1. Rechenberg. His ideas lead to the development of the concept of a
genetic algorithm in 1975 by John Holland and his students present a restricted model of a
sencetie algorithm here as a basic introduction to the idea.
John Holland. from the Umiversity of Michigan began his work on genetic algorithms at the
beginning ot the 60s. A first achicvement was the publication of Aduptation in Natural and
Artificial Svstenn in 1973,

Holland had a double aim : to unprove the understanding of natural adaptation
process. and o design artificial systems having properties similar to natural systems.
The basic idea is as tollows: the genetic pool of a given population potentially contains the
sojution, or a better solution, 10 a given adaptive problem. This solution is not "active”
because the genetic combination on which it relies is split between several subjects. Only the
association of dilferent genomes can lead 1o the solution. Simplistically speaking, we could
by example consider that the shortening of the paw and the extension of the lingers ol our
basilosaurus are controlled by 2 "genes™. No o subject has such a genome, but during
reproduction and crossover, new genetic combination oceur and. tinally, @ subject can inherit
a "eood gene” from both parents

Holland mcthod s especially elfective because he not only considered the role of
mutation (mutations improve very seldom the algorithms). but he also utilized genetic
recombination, {crossover) @ these recombination. the crossover ol partial solutions greatly

improve the capability of the algorithm to approach, and eventually find. the optimum.
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Figure 5.1 Structure Of a Simple Genetic Algorithm

3.2 BIOLOGICAL INSPIRATION

The characteristics ot a biological life form are determined by genes (block of DNA)Y
hinked together in strings called  chromosomes. When two  life forms reproduce,
corresponding chromosomes from cach parent are twisted together in a process called
recombination or crossover o form a chromosome in the offspring. This process occurs in
the following way. A chromosome from Parent A is paired with a chromosome from Parent
B. A random crossover point along the chromosome is chosen. and the two parent
chroniosomes arc cut at this point. The genctic material from Parent A’s chromosome before
the crossover point is glued ogether with the material from Parent B's chromosome afier the
crossover point to form a new chromosome for the offspring .Recombination has the property
that it both parents share a particular pattern in their chromosomes then this pattern will carry
over 1o the offspring. Therefore, good (and bad) qualities which are shared by the parents can
be passed on to the oftspring,

The process ol copying genes from the parents to offspring is imperfeet. There are
sometimes errors i copying which we call mutation. This mutation introduces a certain
randoinness into the genetic material of the offspring. This randomness might be negative or

positive. [t may even have no noticeable cffects on the olfspring.



ol Mtgalilalll s oslrong and survives long enough to reproduce, then some of its
genetic materiat is passed on to the next generation. I an organism is too weak to survive
long enough to reproduce. then its genctic material is removed from the population. Genetic
algorithms attempt to mimic this situation. Possible solutions to a problem are envisioned as
organisms cach with a chromosome that contains the genetic material which encodes its
individual traits. This chromosome is simply a list of symbols — usually 0's and 1’s. At the
simplest level, recombination works as described above. A crossover point is chosen at
random. The two parents’ chromosomes are cut at this crossover point. The first scgment of
one is glued to the second segment of the other to form the chromosome of the offspring. The
offspring’s chromosome is then mutated by randomly changing some of the symbals in it.

The genetic algorithm employs a fitness function which determines how good of a
solution a particular life form is to the problem being addressed. Those organisms which
display a greater fitness are given a greater chance to reproduce. First, a random population
ol organisms is gencrated, and the entire population is tested for fitness. Then some of the
members of the population are selected for reproduction with the most fit organisms being
more likely to reproduce. Some of the genetic material in the offspring is mutated.

Then the new generation of offspring replaces the previous generation. Fo insure that the new
generation is at least as [it as the previous generation, some of the most fit members of the
parcnt gencration may be included with the offspring. This is called elitism. The process is
repeated until an acceptable solution is found. Ilere is an outline of a typical genctic

algorithm:

(1) Initial Population: An initial population of organisms is randomly gencrated.

(2) Fitness Testing: The litness function is applicd to cach member of the population.

(3) Solution: If an acceptable solution is found in the population during testing then the
algorithm terminates.

(4) Reproduction:

4.1 Selection: Pairs ol oreanisms are selected from the population for mating with probability
based on fitness.

4.2 Recombination: A crossover or recombination operation is applied to the chromosomes
of cach pair sclected for reproduction to produce a new organism.

4.3 Mutation: The chromosome ol the new organism is mutated with some small probability,



L2 AL Rrdlealion . some or atl obthe ollspring producca in the previous step are choscn
to form the new population. This population may also include the most clitc members of the
previous population,

(6) Repeat: Go to step 2.

5.3 ENCODING AND FITNESS

The structure of a genctic algorithm is quite general. The means of selection,
recombination. and mutation are often not tied to the problem at hand. The specific problem
affects most directly how organisms are encoded and how fitness is computed. The most
popular means of encoding a chromosome is as a scquence of 0°s and 17s as most data can
usually be represented in this way. !owever, genetic algorithms have been applied with
chromosomes that are strings of integers, floating point numbers. and arbitrary symbols. John
Kora has cven applied the ideas behind genetic algorithms to “breed™ computer programs in
genetic programming. Recombination may be more complicated in these more general
chromosomes. so we isolate our attention to strings of (s and | s.
I3y far the most difficult and most important step in building a genetic algorithm is
constructing the fitness function. This is also the most problem-specific step. As we will
demonstrate with our genetic algorithm for drawing ordered sets below. the fitness function
can be influcnced by a variety of parameters. The fitness function must be fast because the
litness of every organism in a population must be tested every generation in a genetic
afgorithm.
5.4 CROSSOVER

A crossover operator is used o recombine (wo strings to get a better string. In
crossover operation, recombination process creates different individuals in the successive
generations by combining material from two individuals of the previous generation. In
reproduction. good strings in a population are probabilistic-ally assigned a larger number of
copies and @ mating pool is formed. It is important o note that no new strings are formed in
the reproduction phase. In the crossover operator, new strings are created by exchanging
information among strings of the mating pool.
The two strings participating in the crossover operation are known as parent strings and the
restlting strings are known as children strings. [t is intitive from this construetion that good
sub-strings from parcnt strings can be combined to [orm a better child string, if an appropriate
sie iy chosen. With a random site. the children strings produced may or may not have a

combination of good sub-strings from parent strings. depending on whether or not the



Chballn sie falls Inthe appropriate piace. but this 1s not a matter of serious concern. because
iI' good strings are created by crossover, there will be more copies of them in the next mating
pool gencrated by crossover. [t is clear from this discussion that the effeet of cross over may
be detrimental or beneficial. Thus, in order to preserve some of the good strings that are
already present in the mating pool, all strings in the mating pool are not used in crossover.
When a crossover probability. defined here as pe is used, only 100pc per cent strings in the
population are used in the crossover operation and 100(1pc) per cent of the population
remains as they are in the current population. A crossover operator is mainly responsible for
the search of new strings even though mutation operator is also used for this purpose
sparingly.

Many crossover operators exist in the GA literature. One site crossover and (wo site
crossover arc the most common ones adopted. In most crossover operators, two strings are
picked from the mating pool at random and some portion of the strings arc exchanged
between the strings, Crossover operation is done at string level by randomly selecting two
strings lor crossover operations. A one site crossover operator is performed by randomiy
choosing a crossing site along the string and by exchanging all bits on the right side of the

crossing site

5.4.1 One Point Crossover:

T'he simplest type of recombination is one point crossover. Chromosomes are strings
of symbols (here. s and I's). We begin with two chromosomes. one from Parent A and one
from Parent 3, both the same length. A crossover pomt is sclected randomly. The two
chromosomes are cut at this point. and a new chromosome is formed by using the
chromosome [rom Parent A before the crossover point and from Parent B alter the crossover

point. This is depicted in Figure 5.2.
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Figure 5.2 One Point Crossover
5.4.2 Two Point Crossover
A first gencralization of one point crossover is two point crossover. [n two point
Crossover. two crossover points are randomly chosen. Genetic material is copied from A
before the first crossover point. Between the crossover points, material is taken from Parent

B. After the second crossover point. material is again taken from A. This is depicted in Figure

3.5
Parent A

SN LN L S B O L
Parent B

{1 """"" To ‘1 ’I 1 i!o 0 ‘0" J

AR K N OOV O LI
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Figure 5.3 Two Point Crossover

From two point crossover, one can imagine three point crossover, four point. Nive
point. and so on. The logical conctusion of this is uniform crossover. In uniform crossover.

cach symbol in the oflspring’s chromosome is chosen randomly to be equal to the



FYRspoiding symbel of the chromosome of cither Parent A or Parent B. This is depicted in

Figure 5.4
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Figure 5.4 Uniform Crossover
One observation that should be made about crossover in any of these forms is that if a
pattern appcars in the chromosomes of both parents. then recombination will preserve that
pattern. For example. both parents above have 1°s as the third and fifth symbol in their
chromosomes and 0 as the sixth. You can sec that in one point, two point, and uniform

crossover the offspring has the same pattern.

SSMUTATION

Mutation in a way Is the process of randomiy disturbing genetic information. They
operate at the bit level: when the bits are being copied from the current string to the new
string. there is probability that cach bit may become mutated. This probability is usually a
quite small value, called as mutation probability pm. A coin toss mechanism is cmployed: if
random number between zero and onc is less than the mutation probability, then the bit is
inverted. so that zero becomes one and one becomes zero. This helps in introducing a bit of
diversity (o the population by scattering the oceasional points. This random scattering would
result in a better optima. or even modify a part ol genetic code that will be beneficial in later
operations. On the other hand. it might produce a weak individual that will never be selected
tor further operations.

Mutation is usually applied after the process of recombination. The simplest manner
in which this is done is 0 select a small number of symbols in the oftspring’s chromosome

and replace them with random svmbols, 1T the only symbols are 0 and |, then this amounts to



Sy e Tahdoin syinbols and 1ogghing them belween U and 1. In most circumstances,
mutation shouid only be applied in a very limited way. [l a population possesses a fow very
lit members then it may only take a few gencrations before the entire population resembles
these members — even if they are not acceptable solutions. Mutation helps to avoid this
premature convergence. In so doing, mutation helps to provide a deeper gene pool so that the
genetic algorithm may have more chances to find a good solution. The need for mutation is to
creale a point in the neighborhood of the current point, thereby achicving a local search
around the current solution. The mutation is also used to maintain diversity in the population.

For example, the following population having four cight bit strings may be considered:

0I101011
Q0111101
00010110
OLITTI00

[t can be noticed that all four strings have a 0 in the lelt most bit position. [f the true
eptimum solution requires | in that position. then neither reproduction nor crossover operator
described above will be able to create 1 in that position. The inclusion of mutation introduces
probability of turning 0 into I. These three operators are simple and straightforward. The
reproduction operator selects good strings and the crossover operator recombines good sub-
strings from good strings together, hopefully. to create a better sub-string. The mutation
operator alters a string locally expecting a better string. Even though none of these claims are
guaraniced and/or tested while creating a string. it is expected that if bad strings are created
they will be eliminated by the reproduction operator in the next generation and il good strings
are created. they will be increasingly emphasized. lFurther insight into these operators,
different ways of implementations and some mathematical foundations of genetic algorithms

can be obtained from GA literature.

Application of these operators on the current population creates a new population.
This new population is used to generate subsequent populations and so on. yiclding solutions
that are closer to the optimum solution. The values of the objective tunction of the individuals
of the new population are again determined by decoding the sirings. These values express the

litness of the solutions of the new generations. This completes one evele of senctic algorithm
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solution. This is repeated till convergence.

5.6 FITNESS FUNCTION

GOAs mimics the survival-of-the-fittest principle of nature to make a search process.
Theretore, GiAs is naturally suitable for solving maximization probiems. Maximization
problems are usually transformed into maximization problem by suitable transformation. In
general, a fitness function F(i) is first derived from the objective function and used in
successive genetic operations. Fitness in biological sense is a quality value which is a
measure ol the reproductive efficiency of chromosomes.

[n genetic algorithm, fitness is used to allocate reproductive traits to the individuals in
the population and thus act as some mceasure of goodness 1o be maximized. This means that
individuals with higher fitness valuc will have higher probability of being selected as
candidates for further examination. Certain genetic operators require that the fitness function
he non-negative, although certain operators need not have this requirement. For maximization
problems. the fitness function can be considered to be the same as the objective function or
F(i)y - O@). I'or minimization problems. to generate non-negative values in all the cases and
to relleet the refative fitness of individual string, it is necessary to map the underlying natural

objective lunction to titness function form. A number of such transformations is possible.



CHAFIEK 6

ANALYSIS OF AUDIO STEGANOGRAPHY USING GENETIC
ALGORITHM

6.1 INTRODUCTION

The process of embedding secret information (lext data) into the sclected audio file
(wav) using “CGenetic Algorithm™ is performed and analyzed in this chapter. The three main
properties ol audio steganography is analyzed for the stego audio file. The properties of audio
steganography are:
v Capacity
v" Robustness

v Transparency

6.1.1 Capacity

Capacity of an information hiding scheme refers to the amount of information that a
data hiding scheme can successtully embed without introducing perceptual distortion in the
marked media. In the case ol audio, it evaluates the amount of possible embedding
information into the audio signal. The embedding capacity (s the all included embedding
capacity (not the payload) and can be measured in percent {%), bits per second or frame and
bits per mega byte or kilo byte audio signal. [n the other words, the bit ratc of the message is
the number of the embedded bits within a unit ol time and is usually given in bits per second
{bps). Some audio

Steganouraphy applications, such as copy control. require the insertion of a scrial
number or author D, with the average bit rate of up to 0.5 bps. For a broadcast monitoring
watermark. the bit rate 1s higher, caused by the necessity of the embedding of an 1T signature
of a commercial within the first second at the start of the broadcast clip, with an average bit
rate up to 15 bps. In some envisioned applications, e.g. hiding speech in audio or compressed
audio stream in audio, algorithms have to be able 10 embed message with the bit rate that 15 a

signilicant fraction of the host audio bit rate. up to 150 kbps.



6.1.2 Robustness

Robustness measures the ability of embedded data or watermark to withstand against
intentional and unintentional attacks. Unintentional attacks gencrally include common data
manipulations such as lossy compression. digital-to-analog conversion. re-sampling, re-
quantization, ctc. whercas intentional attacks cover a broad range of media degradations
which include addition white and colored noise. rescaling, rotation (for image and video

steganography schemes). resizing. cropping. random chopping. and filtering attacks .

Also, the robustness of the algorithm is defined as an ability of the data detector to
extract the embedded message after common signal processing manipulations. Applications
usually requirc robustness in the presence of a predefined set of signal processing
moditications, so that message can be reliably extracted at the detection side. For example, in
radio broadcast manitoring. embedded message need only to survive distortions caused by
the transmission process, including dynamic compression and low pass filtering, because the
data detection 1s done dircctly from the broadcast signal. On the other hand. in some
algorithms robustness is completely undesirable and those algorithms are labelled fragile

audio steganography algorithm.

6.1.3 Transparency

Transparency cvaluates the audible distortion duc to signal modifications like
message embedding or attacking. In most ol the applications. the steganography alzorithm
has 1o insert additional data without affecting the pereeptual quality of the audio host signal.
The fidelity of the steganography algorithim is vsually defined as a percepinal similarity
between the original and stego audio sequence. Howgever. the quality of the stego audio is
usually degraded. cither intentionally by an adversary or unintentionally in the transmission
process, belore a person perceives it In that casc. it is more adequate to define the lidelity of
a steganography algorithm as a perceptual similarity between the stego audio and the original
host audio at the point at which they are presented to a consumer. In order to meet fidelity
constraint of the embedded information. the perceptual distortion introduced due to
embedding should be below the masking threshold estimated based on the HAS/IVS and the

host media.
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6.2 DATA EMBEDDING PROCEDSDS

There are three steps in the data embedding process namely alteration. modification
and verification,

6.2.1 Alteration
In this process the message bit of the secret data is substituted with the target bit in the

host audio file. Target bit in the host audio is decided by the user. [n this alteration process

the target bit is simply replaced by the sccret data bit.

6.2.2 Modification

The moditication process is the important and essential part of the algorithm. The
entire result of the algorithm depends on the modification process. This process tries to
reduce error due to alteration of secret data bits into the host audio signal and improves the
transparcncy. This can be better understood from figure 6.1

The initial step in the modification process is to read the secret data bit (m_ bit) and
the host audio signal. Select a chromosome from the host audio file and sclect the target bit(t_
bit) for embedding the secret data bit(m_ bit). Check if the t_ bit and the m _bit are of equal
value (1 bit= =m_ bit). I{ t_ bit and m_b it are equal, then alter the t  bit with m_ bit and

store the chromosome details,

If the t bit and m_ bit are not equal. then check if the m_ bitis cqual to 07 (m_ bit=
0). 11" the condition are satisfied then replaces the target bit by message bit and modity the
fast three bits by “111°. Calculate the differcnce between the original audio file and the
modified audio (ile. [t the difference is satisfactory then the next secret data bit is considered

for embedding process.

Hthe t bit and m_ bit are not equal, then cheek if the m_ bit is equal to "1 (m_ bit=
13, 11 the condition is satisfied then replace the target bit by message bit and modity the last
three bits by “000°. Calculate the difference between the original audio file and the modilied
audio file. If the difference is satisfactory then the next secret data bit is considered for

cmbedding process.

I the difference caleulated is not satisfactory. then the corresponding chromosome is
discarded and the new chromosome sample is considered for embedding of the seeret data bit.
This process is repeated until a perfect target bit location is obtained for embedding the secret

datar bit.



0.2.3 Vermication
This step is considercd as a testing process. In this stage the original host audio signal

is compared with the modified audio signal and checked for crror. If the obtained error
difterence is minimum and does not affect the quality of the audio stgnal. then the new stego
audio file is constructed. The modified samples are made to undergo further alteration
process. 1f the crror obtained during verification process is large and degrades the audio
signai quality. The new stego signal has the embedding details of the secret data bit into the

host audio file.

The proposed method can be explained by:

Stepl: Read the audio file and the secret text data file into binary.

Step2:Sclect the seeret data bit

Step3:Sclect a chromoseme from the audio file &choose the larget bit for embedding,

Step4: check for chromosome location presence in the location array,

StepS:1f the location is already present .go to step3. else 2o 10 stepo.

Step6: If the seeret bit & target bit are equal. then replace the target bit by secret bit . store
the location & go to step9.

Step7:Check secret bil = (. il so embed the target bit by secret bit & perlorm crossover with
the selected chromosome and the predetined chromosome (*000001 1 1 & go to step9.
Step8:Check seeret bit = 1. il so embed the target bil by sceret bit & perform crossover with
the sclected chromosome and the predefined chromosome ("00001000% )& go to stepY.

Step9: Caleunlate the error belween the original chromosome and the modified chromosome.
Stepl0: If the crror obtained is = 12, then the modified chromosome sample is termed as
fittest chromosome sample.

Stepll:The fittest chromosome sample is replaced in the original chromosome samplc
location & store the chromosome sample location.

Stepl2:Sclect the next secret bit and go to step3.

Stepl3:11 the condition in step6.7&8 fails. 2o to step3.

¥ The above steps allow us to embed the seeret data bit into the audio file.



6.3 DATA DECODING PROCESS
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Figure 6.2 Data Decoding Process

The stego audio file which has the secret data bit is read vsing wave read function
which is an v build lunction in the MATLALB. The ecmbedded bit index location and the
target bit location which is embedded in the stego audio file along with the sceret data bit is
retricved. Alter the retrieval of the embedded bit index location. the stego file is now
converted into binary data. Now the embedded bit index location 1s searched in the stego file,
it the location is determined, then the seeret data bit is retrieved from the target bit specified.
Aldter scarching the entire cmbedded index location, the retrieved secret data bits are

converted mto ASCI format and the ASCIH Tormal data is the hidden secret message.



APTER 7
SIMULATION RESULTS

7.1 ENTER THE TEXT TO HIDE:
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Figure 7.1 Data Fncoding Process



7.2 STEGO AUDIO FILE GENERATION:
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Figure 7.2 Stego Audio File Generation




7.3 DECODED TEXT DATA FROM STEGO AUDIO FILE:
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7.4 SIMULATION OF ORIGINAL AND STEGO AUDIO FILE:

7.4.1 Audio File Selected For Hiding Text Data:
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Figure 7.4 Simulation of Cover Audio File



7.4.2 Stego Audio File
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Figure 7.5 Simulation of Stego Audio File



lable /.1 Peak signal to INOISC (PoINK} ANALYS1s. TILWvL L vvdV

S.NO | Audio File No of text Embedding PSNR
{.wav) characters time(min)
O new? 25 - 0.20 78.21
> new? 50 0.45 59.68
3 new? 75 .44 47.90
4 new2 100 3.23 39.47
I new? 110 4.25 36.81
6 new2 120 5.39 3425
7 new2 130 7.22 31.81
8 new2 140 8.30 29.74
Table 7.2 Peak Signal to Noise (PSNR) Analysis: xp .wav
" SNO ! AudioFile |No oftext Embedding | PSNR
{.wav) characters time(min)

1 Xp 25 0.19 86.34

) o xp 50 0.42 65.58

3 Cxp 75 1.38 53.42

4 xp 100 3.16 | 44.86

3 ) xp 110 4.07 42,18

6 Xp 120 5.18 39.53

7 xp 130 6.38 37.10

g T xp 140 8.13 34.93




CHAPTER 8
CONCLUSION AND FUTURE SCOPE

8.1 CONCLUSION

The project describes the efficient method to embed the secret information(text data)
into cover message(audio), without degrading the quality aspects of the cover audio file. With
the help of Genetic algorithm it is possible to embed text data of [40 characters into the cover
audio file. It is scen that the peak signal to noise ratio(PSNR) is improved as the text data
characters selected for embedding reaches its maximum (140 characters). The time taken for
cmbedding 140 characters into the cover audio file (new2.wav&xp.wav) is around 8 minutes
and similarly the time taken for embedding 25 characters into the cover audio file
(new2.wav&xp.wav) is around 20 scconds. The peak signal to noise ratio(PSNR) obtained
for embedding 140 characters of secret text data inte the new2.wav audio (ile is 29.74, The
peak signal to noise ratio{ PSNR) obtained for embedding 140 characters of secret text data
into the xpowav audie file is 34.93. It is found that the peak signal to noise ratio is inversely
proportional to the embedding time. From the above results it is possible to perform secured

communication between authorized users.

8.2 FUTURE SCOPE
The future scope of this project is to ecmbed two bit in 2 chromosome sample and 1o

increasce the weight of the embedding bit. This technique can be tested in mp3 audio file also.
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