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ABSTRACT

In this project, a sccure image cryplosystem based on chaos and
Brahmagupia and Bhaskara (B) cquation is designed and its hardware
anchitecture are proposed. In a chaotic binary sequence, the gray level of each
pixel is XORed or XNORed bit-by-bit 10 one ofthe o predetermined keys. This
new scheme is used fo modify the pixel values with pscudorandom sequences
‘generated by lincar fedback shif register (LFSR). Based on the characeristcs of
the pseudo-random, unpredicabilty of chaotc sequences, exreme senstivity 1o
the iniia conditions are very high. The simulaion resuls show that the image
encrypied by this new scheme cannot be recopnized. It features are low
compuational complexiy, high security and no distrtion. n order to fmplement
the algorithm, VLSI architcetur with low hardware cost, high computin speed,
and high hardvare tilization efficency is also proposed. Further the proposed
eryplosystem is compared with the exsting Image Encryption Using

Transformation Algorithm(IETA).
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CHAPTER |
INTRODUCTION

“The major concer whiletransmitting signals is the security. The security concerns
are growing due to the ampant legal data access. T proteet the valusble information in
many appliations ke medical imaging, miliary image database, communications and
confidetial video conferencing, thee is & need fo secure the images by the use of
eneryption and decrypiion algorithms. In such  scenario,t avoid information leskage to

ofthe medical images is very important. The

sensivity o inital conditions and control parameters has fed 10 the development of
haos-based encrypion and decryprion algorihms.

“The use of chaoiic signal for secure data transmission has seen  significant
growth in developing chaos-based encryption snd decryption lgorithms. However, &

number of chaos-based algorithms have been shown 10 be insecure. A modified chaot
ey based algorithm with increased key size is developd in for improved security and
VLS architecture of it s developed and realized using Xilinx ISE VLSI software. A

eryptosystem based on Brahmagupta-Bhaskara (BB) cquation was vulnerable to known

Jaintext attacks. Equarion-based h itis possible to
develop algorithms with high securiy

Hence,in this project based on chaos and the BB equaion, new algorithms are

developed for image encryption and decrypion. Further, the hardvwars implementation
and VLSI archiectures of the proposed algorithms are developed and realized using
Xilinx ISE VLSI software. Furthermore, the proposed algorithm is compared with the

existing IETA slgorithm in terms of arcs

specd and power.

RODUCTION TO VHDL
'VHDL s an scronym which stands for VHSIC Hardware Description Language.
VHSIC s yet another scronym which stands for Very High Specd Integrated Cireuis. It
is being used for documentation, verificaion, and synthesis of large digital designs
VHDL is a standard (VHDL-1076) developed by IEEE. The diffrent approaches in
HDL . d f

121 STRUCTURAL DESCRIPTIONS
The stuetural deseriptions ae explained below with examples. Every porton of a

VHDL design is considered a Block (Buikding Blocks). A VHDL design may be

orit may blocks. Each
block in VHDL is analogous to an offthe-shelf part and s called an ensity. The cotity
describes the interface 10 that block and a separate part associated with the entity
describes how that block operates. The inerface description i like pin description in a
data book specifing the inputs and outputs o the block.

“The following is an example of an enity declaration in VIDL.

entiy lateh is

port s inbit,

g out i),
end lah;

The frs line indicates a definiton of a new entity, whose name is laich. The last
Vine marks the end ofthe definition. The inesin between, called the port claus, describe
the interfuce 1 the design. The port clause contains  list ofinerfuce declarations. Each
interface declaration defines one or more signals that are npus or outputs 10 the design.
Each iterface declration contains st of names, a mode, and a type.

‘The folloing is an example ofan archit

ture declaraton fo the ltch ey,
Architeeture dataflow o latch is
0

signal g0 i

signal g0  bit

begin
Q0<=ror gd;
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1.1, OVERVIEW OF THE PROJECT

“The block diagram of the proposed eryptosystem fo encryplion and decryption is
shown in Figure 1.1, I tis cryposystem, fora given primary key  , the roo par of the
BB cquation comesponding o each pixel of the image is found. Then, according to a
binary sequence generated fo

a chaotic system. @ mod operation is performed on the
oot paie of the BB equation corresponding 10 each pixel and then each rootis XORed o

XNORed bitby-bit 1o e of the precdetermined keys.

BB cquation root
pair of the
im:

es

Chaotic binary
sequence
generator

Decryption
Unit

Enerypted
Image

Decrypted BB
equation root pair
of the Images

Decrypted Image

Fig.L1: Project low

q0<=s nor 40;
ng<-ngo;

a<=qn;
end datalow:
The first line of the declaration indicates that this is the defniion of & new

architecture called dataflow and it belongs fo the entity named ltch. So this architecture

atch enty.

PP @ i
Fig 12:Schematic SR Lach
We cam specfy the same conncetons tha oceur in the schemaic using VDL
withthe fllowing architceture dclaaton:
Anchitecure srucure of hich i

component nor_gate

port (ab:inbi; ¢ out bi
end component;
begin
i nor_gate
port map (1nq.4)
2 nor_gate
port map (s
end structure;

The A

list of components and there connections in any language s sometimes called a netlis
The strctursl deseription of s design in VHDL is one of many means of specifying

nelists,



122 DATA FLOW DESCRIPTIONS
Inthe data low approach, circuis e deseribed by indicaing how the inputs and

ouputs of builin primitive components are connected together. Suppose we were ta

lateh using VHDL
enitylich is

port (s inbi;

anq:outbi:
end ltch;

architecure datalow of lach is
begin
qe-rnorng;
na<=s nor ;.

end datalow:

ot a transfer of data as i programming languages. The archiecture part describes the
intemal operation of the design. The scheme used to model s VHDL design s called

exents oceur and events oceur at discrete instances of time. The above mentioned SR

latch works with thi type of simulation.

1.23. BEHAVIORAL DESCRIPTIONS

“The bekavioral approach to modeling hardware components is different fom the
other two methods in that it does not necessarily in any way reflct how the design is
implemented. Since encryption and decryption are step by siep process, it necds
behavioral description in VHDL.

A Behavioral descriptions are supported with the Process Sttements. The process

satement can appear in the body of an architecture declaration just as the signsl

assignments in

onder o specify the outputs of the process.

1.3, SOFTWARES USED.
« Math 7R2008
o Xiling ISE 921

1.4, PROJECT GOAL

“The goal of the project s to provide a sccure cryplosystem for images. A new
algorithm based on chaos and BB equation are proposed for image encryption and
decryption. For practical use, VL] arehitectures of the proposed algorithms are designed
and realized using Xiinx ISE VLSI software for hardware implementation. Finally the
proposed slgorithm is compared with the existng transformation slgorithm in terma of

area, speed and pover.

* In image usage, e format conversion is a frequent operation. It s desirable that
image encryption not affct such an operation. Ths, diretly treating image data
as ondinary data for encrypion will make file format conversion impossibie. In
this scenario, content encryption, where only the image data are encrypied,

control

« Human vision has high robustness 1o image degradation snd nise. Only

protecton. However, conventional cryptography trats all image data bits equally

o
encryptall of them, which has often proved unnecessary.

«In terms of sccuriy, image data are not as sensitive as ext information. Security
of images is largely determined by the real sitation in an application. Usually,
the value of the image information is relatively low, except in some specific

situations like millary and espionage applcations or video conferencing. in

business. A very expensive attack of enerypted median data s generally not

fons do not have very stictsecurity

worhwhile. In practice, many image applic
requirements. Under cerain circumstances, protection of the fidelity of an image

Currently, there does ot seem 10 be any image encryption algorithm that can

Al all the aforementioned specifications and. requirements. Chaos-based image.

encryption, can provide a class of very promising methods that can partially ulfil many

of these requirements and demonstrate supeiority over the conventionsl encryption
ethods curiy, and flexibiliy

A somewhat different chaos-based image eneryption method was proposed in
hat makes use of the SCAN language. Theough substiution of cach pixel based on an
addiive noise vector and scramble scanning patterns, an image can be encrypted and
compressed simultancously. The idea seems to be quie good. but it was poinied out in
[17) that this method is weak against exhaustve key searching and chosen-plantext
atacks. In another image compression and encryprion algorithm s proposed based on
the ossless quadiree image compression scheme. The quadiree data strucure is used (0

encrypiion. Also A sgorithm were

which hi K d chasen-

Plsintex attack.

I onder to speed up encryption processes so as 0 make them feasible for real-

ime applicaions, most of the existing schemes follow the idea of slectve eneryption.
ding to Shanon's theory, both de

Of redundancy reduction, but their purposes are different. Several partial enceyption

0 27%of

Tt was reported that by iy 1

the output from a quadiree compression algorithm is encrypted for  typical image, and
less than 2% is enerypied for a S12<512 image compressed by Set-patitoning in the
hierarchical trees algorthm, There are also several proposed schemes that consider
matching the compatibilty to current intemational standards. Since many internationsl
standards on videos and images use block-based discrete cosine transform (DCT),
including the familiar JPEG, MPEG-1, MPEG-2, H.261, and 1263 formats, the current
rescarch has been concentrated on selectve encryptions wihin the framework of DCT
However, with the emergence of MPEG-4 and JPEG-2000, research emphasis may soon

To achicve high cncryption specd, in the carly stage some clementary
eryptographic methods using random permutation lists were suggested. Since the
operatons are simple, the encryption does not require high computatonal cost, The

which, hough

Tk the signal,

differently. Varigbles are modifed with the varable asignment.

sements that T
The

types ofstatements used here are i, i els, for and loop.

Next are sbaut the Signals and Processes. This secton is short, but contains
important information about the use of signals in the process staement. A signal
Canything 1 and docs not have

an mmediate effect When a process i resumed, it executes from 10p 1o bottom and o

vents are processed until aferthe process is complee,

Final Section in the behavioral deserption discusses sbout the Program Output
Methods. Tn most programming languages there is a mechanism for prining text on the
monitor and getting input from the user through the keyboard. It can abl o give outp

certin information during simulation. A standard library that comes with cvery VHDL
language system. In VHDL, common code can be put in a separate file to be used by
many designs. This common code is called  ibrary. In order o use the library that

provides input and output capabilties you must add the statement use textioal

e used 10 append constant vales and the value of varibles and signals ofthe types bit,

bisector,time, integer, and eal

6
CHAPTER2
CRYPTOSYSTEM
21 CRYPTOSYSTEM
A that h

systems include for insiance, a system for secure electronic

il which might include
methods for digital signatures, eryptographic hash functions, ke management
techniques, and so on

Typicall, a cryptosystem consists of three algorthms: ane for key gencration,

one for encryption, and one for decryption

2.2. CRYPTOGRAPHY

plograp! in the presence

of third partes generally, it is reated to various aspects in information sccurity such as

data confidentiality, data integity, and authentication. Applications of eryplogsaphy

23 FUNDAMENTALS OF CRYPTOLOGY

The basic idea of enceyption is to modiy the message n such a way that it content
can be reconsiructed only by a legal ecipien. A discrete-valued cryptosystem can be
characteized by

= asetofpossible plainexts, P

« asetofpossibe ciphertexts, C

« asetofpossibe cipherkeys, K

« aset ofpossible nerypton snd decryption transformations, E and D

For cach key, k € K, there exists an encrypiion funciion (k) € E and a
cormesponding decryption function d(k) € D, such that for cach plaintext p € P the

ion fo unique decoding, d(k, (k, ) = p, s sasfed.

8

27. Existing Image Encryption Schemes

Inord

1o inspie the develapment of bette chaotic ciphrs, this review is ot only intended for
haos-based methods, but is also mesnt for understanding image encryption technology
in general Tmage encryption algorithms, which can be classified with respect o the
approsch in constructng the scheme, are divided o two groups here: chaos- based
methods and non-chaos-based methods. Image encryption also can be divided into full

encryption and partial encryption (also called seective encryption) according 10 the

percentage of the data eneryped. Morcover, they can be classfid into compression-
combined methods and non compression methods.

Some existing proposals of chaos-based image cncryption algorithms e now
introduced. In this two Kinds of schemes based on higher-dimensional chaotic maps were

proposed. By using a disertized chaotic map, pixcls in an image o

permuted in
Shufling afler several rounds of operations. Between every 1wo adjocent rounds of
permutations, a diffusion process s performed, which can significantly change the
distribution of the image histogram that makes statistcal atack infeasible. Empiical
testng as well

are good candidates for this Kind of image encrypiion. The aforementioned schemes are

block cipher, and they have some prominent merit, including high securty and fast

processing. Howener, y
IPEG). To
allviate the conflict between compressibiliy and encryprion, several sugaestions of

litle compressibility and is unable to bide any lossy compression (

‘combining compression and eneryption have been proposed. The so-alled MHT scheme

was proposed that encrypts image via a manipulation of Huffman coding tabes in the
The MHT

large number of possible candidates, and uses them alfemaively to encode the image

e y .

the key overhead and

can be spplied 10 MPEG and JPEGIIPEG 2000, but it cannot resist chosen-plaintext
atack.

28. Chaos-Based Encryption Schemes

Agreat

Early with eneryping.
messages through modulation of chaotic orbits of continuous-time dynamical systems.
These methods are strongly related o the concept of synchronization of 1w chaotic
systems and o chaos control. Several different ways have been proposed o achieve

chaotic systems, thercby e on a chaotc carier

signa,

The following technical problems were lsted in

I diicult 1o determine the synchronizaton tim; therefor, the message during the

pe belost,
+ Noise throughout the transmission signifcantly affcts the inended synchronization
“This means the synchronization noise intensity should be small compared 10 the signal

Tevel, or the desired synchronizarion will not be achieved.

+ Techmi

ly, it s difficult 1o implement two well-matched analog chaotc systems,
which are required in synchronization, and if this is not required (.. with certain
robustness) then the opponent can also casily achieve the same synchronization for
attack. In contrast o synchronization-based techniques, a diect application of a chaotic
transformation to a plaintex, o applying a chaotc signa in the design of an encrypiion
algorithm, scems to be a more promising approach.

The snsitivity to inital conditions and parameters ss well as the mixing
(ergodicity) characteristics of chaos are very benefcial 1o erypiosystems. The main
differnce s that cryptosystems are operted on a finite set of integers, while chaotic
maps are defined on an infinite set of real mumbers. Therefore, how to merge these two

Kinds of systems so 8 10 take advantage of the

ood properies of chaos is worthy of

further exploraion.

The securiy of  eryptosystem usually el on the ey only. In oher words,

assumed that the opponent Knows the sinucture of the encrypion system, has the
ciphering algorithm, and has access to the transmission channel to obtain an arbitrary
segment o he ciphertet .

A good cipher should have strong abilty o withstand al Kinds of cryptanalysis

and 3

od - fen wsed to evaluste

eryprosystems.
2.4. MODERN CRYPTOGRAPHY
2.4.1. SYMMETRIC-KEY CRYPTOGRAPHY

Symmetric-key eryplography refers o eneryption methods in which both the
Sender and receiver shar the same key

The Data Encryption Standard (DES) and the Advanced Encryption Standard
(ARS) are block cipher designs which have been designated cryplography standards by
the US goverment. Despite its deprecation as an offcial standard, DES remains quite
popular; it is used across a wide range of appliations, from ATM eneryption to e-mail

privaey and secure emote sccess.
2.4.2. PUBLIC-KEY CRYPTOGRAPHY

In public-key cryptosystems, the public key may be feely distributed, while ts
paived privte key must remsin secre. In a public-key encryption systers, the public ey

2.6. Salient Features of Image Encryption

Unlike text messages, image data have special features such as high redundancy
and high corelation amang pixels, not 1o mention that they usually are huge in size,
Which together make traditional encryption methods difficul 1o apply and Slow fo
process. Sometimes image applications also have their own requirements like real-time
processing, fdelity rescrvation, image format consistency, and data compression for

eansenission. Simultancaus flfllments of these requirements, alongwith high security

One example s the case where one needs to manage both encryption and
compression. I doing so f an image i to be encrypted afer s format is converted, say
from a TIFF file 0 a GIF fle encryption has (o be implemented before compression
However, a conventional encrypted image has very litle compressibiliy. O the other
hand, compression will make a corect and loss-less decipher impossible, patiolarly

when  highly sceure image encryption scheme s used. This conflct between the

High redundancy and large size generally make encrypied image data vulnerable

o attacks Ayss. Due to ts size,

fext samples (even ffom one picture) for statistical analysis. Meanwhile, since
data in_ images have high redundancy, adjacent pixels lkely have similar
grayscale values,or image blocks have smila patters, which usually embed the

mage withcertain pattms tha resultin seeret lakage

* Image data have strong corelations among adjacent pixels, which makes fast

data-shuling quite difficult. Statisical analysis on large numbers of images

shows that averagely adjacent 8 t0 16 pixels are correlative in the horizonia,
vertical, and also diagonal directions for both natural and computer-graphical
images. According (o Shannon's information theory, a secure cryplosystem

"

2.8.1. Basic Features of Chaos

Chaos is a ubiquitous phenomenon existing in deterministic nonlinear systems

hat exbibit extreme sensitviy 10 inital conditions and have random like behaviors

Since s discovery by Edward N, Lorenz in 1963, chaos theory has become a branch of
Scientfc studis todsy. Since diserete chaotic dynamic systems (., maps) are wsed in

cryptography, this notion s briefy ntroduced.

282, Defnition of discrete chaos
There are several definitions of chaos, which are similar but are actally not

equivalent.

For simplicity, one-dimensional maps are discussed. Consider a discrete dynamical

System i the general form of

a=li) [11—1 el

m
where SO
b chatic ifthe followingcondiionsae stsic:
1. Sensiive o il codions:
%>0%meLe>0ImeNwel
o=l <& = |77(o0) ~ 1" ()| > o
2. Topological wnsiiviy
VIl C T 3m € [un €N f7(m) € o
o )

3. Density of periodic points in 1
Let
P={pelfineN: ) =p)

e theset of periodic points of £ Then Pis dense inI: P

2.9. CHAOS-BASED IMAGE ENCRYPTION

Chaos is a ubiguitous phenomenon existing n deterministic nonlinear systems
that exhibit extreme sensitivity o iital conditons and have random fike behaviors. The
Sensitivity 1o inital conditions and parameters as well as the mixing (ergodicity)
haracteristis of chaos are very beneficial o cryplosystems. The main Gifference is hat

cryprosystems are operated on a finte set of integers, while chaotic maps are defined on
an infnite st ofreal numbers. Therefore, how to merge these two kinds ofsystems 50 as

Many chaos-based encryption schemes have been proposed, and some of them
have been extended from text cncryption to image cncryption. A direct extension of a
haos-based text encryption sheme to alsa work for images is possible, but this simple
modification may ot provide an efficent solution 1o these image encryption problems.
Image encryption has ts own specifications such as eneryption specd, compaibliy to
image format and compression standards, and real-ime implementation, therefore it

requires a special design of the encryption algorithn.

¥ Key-based prop
The algorithm fist generats a time seres based an & chaot

c map, and then uses i (0
create a binary sequence as a key. According o the binary sequence generated, image
pinels are rearmanged and XOR or XNOR operated with the seleced key. This method is
very simple but has defecs in Securiy. This method is very weak (0 the chosenknown-

plaintext atack with oy one plin image. Moreover, it security 0 bute-fore attack is

also questionsbl.

2.10. BB EQUATION OVERVIEW

The Brahmagupta-Bhaskara (BB) equation is a Quadratc Diophantine equation

ofthe form NXC + k =Y Where k is an intger and N.is a postve ineger such that Y2V

19

2.5. CRYPTANALYSIS

y o the study w
of encrypted informarion without access to the key normally required to do sa; i, it is

The goal of cryptanalysis s to find some weakness or insecurity in @

cryptographic scheme, thus permittng ts subversion or evasion

According o the method of the opponent’s access o addiional information,

attacks on  cryptosystem may b classfied into four lasses:

* Ciphertext-only attack: Opponent has access to communication channel and can
cavesdrop some segments of the ciphertext, encrypted by a certain key. The task of the
opponent is 10 reveal as much plaintext as possibe, and even 1o be able 0 deduce the

cipher key.

he opponent
Knowes also an associated pece of plaintext, The task of the apponent s then to deduce
the cipher key

« Chosen-plaintext attack: The opponent not only has access (0 some segments of the
cipher and the plaintext, but also can choose paintext 1o enerypt and aceordingly gets
some cortesponding ciphertext that he wants for omparison. This kind of atack is more
intensive tha the known.paintextatack.

* Chosen-ciphertext attack: The apporent can choose different segments of the

ciphertext and accordingly x

Apart from the aforementioned typical attacks, there s 4 type of atack named

its cormesponding pli

exhaustive key search, which tris all possibiliies for the key in the keyspace 1o

ypt the plin message. If the keyspace ofa cip . this
exhaustive searching works quite well, given the availabliy of supercomputing power
today. It should be emphsized that any encrypion algorithm, tradiional o chaos-based.

should fulfll & condiion on the information entropy E(PIC) = E(P) where P
stands for plain message and C for ciphered message: that i, the ciphered (.
encrypted) image should not provide any information about the plin image. To
meet this requirement, therefore, the ciphered image should be presented as
randomly as posible. Since a uniformly disuributed message source has @
maximum uncertanty, an ideal cipher image should have an equilibrium
Histogram, and any two adjacent pixels should be uncorrelatd staisticlly. This
ol is o casy 0 achicve under oly a e rounds of permutation and diffsion.

o Huge size image data also makes real-time encrypi

d@ifficul. Compared with
fexts, image data capacity is horrendously large. For example, & common 24-it
truc-color image of §12-pixel height and S12-pixel widh occupics $12 x $12 »
2418 = 768 KB in space. Thus, a one-second motion picture will reach up 10 bout
19 MB. Realtime processing consirains are often required for  imaging
applicaions, such as video conferencing, imsge surveillance, and so on. Vast
amounts of image data put a great busden on the encoding and decoding
processes. Encryption during or aftr the encoding phase, and decryption during.
or afir the decoding phase, will agaravate the problem. If an encryption
algorithm runs very slowly, even with high securty, it would have lite practical
Value for realime imaging applicarions. That is the reason why curr

encryprion methods such as DES, IDEA, and RSA are not the bt candidates for

this consideration

I amstal case, the data are compressed before they are stored or transmitied
due 10 the huge amount of image data and their very high redundancy. Thus,
dirctly incorparating security requirements in the data compression system is a

“The main challenge is ¥
while reducing the computationsl cost without downgrading the compression

performance.

28.3. Relationships Between Chaos and Cryptography

“The similarites and differnces between the two subjecs can be. shown in
Table 1. Chaotic maps and cryptographic algorithms have some simila properties: both

are sensitiv 10 tiny changes in nitial conditions and parameters:; both have random like

while chaotic maps spread a small region of data over the entire phase space via
itrations. The only difference in this regard is that ncryption operation are defined on

inite sets of integers while haosis defined on real nurmbers

284, Chaos for Cryptography

1t is natural to apply the discrete chaos theory to cryptography for the fllowing
The property of sensitve dependence of obits on intial conditions makes the nature of

Suppose that one has the

Chaotic systems Cryptographic algorithms
Phase space: f
Terations Rounds
Parameters Key
Sensitvity to nitial conditions and Diffusion
Parameters
Table 1. Similartes and differences between chaos and crypiography.

is imtionsl. A partculsr case of the BB cquation with k = 1 is slso known as Pell

cquation. This equation in the Galois Ficld GF(p). has some useful propertics.
Application of these properies i two different fields of crypography, namely, digial
eneryption snd user authentication. For those applications, where software computation
of the roots of the BB equation is unaceepiable for being 100 slow, o hardware
architecture for using the BB cquation in GF( p ) is given that s useful for

implementation in VLS! form,

2.10.1. APPLICATION OF BB EQUATION IN CRYPTOGRAPHY
“The BB-cquation in Galois Field GF(p), can be writen s,

0+ 1= 07 m
where p_is an odd prime: The alterative representation of BB cquation in GF (p) can be

(ngt )
Where 4= (9 -
on the argument vales of the expressions. The spplc

e @
and the subscript p stands for modulo operation by p

on of the BB cquaton for
encrypion depends o the followng two propertics.

1. Given 1 and . with p1-0 it s shways posibe 0 obtan g, and g corresponding to
the roots of the BB equation (nx” + 1)p = (¥")p.

2. Given q, snd g, corresponding o any rootaf the BB cquation (¢ 1p = () it s

always possible 1o compute uniquely, the corresponding value of n , only with the
knowledge ofp.

“The eneryption pracess based on the BB equation s s follows.

1

2 Key used plaintextina
block.

3. The ciphertext corresponding (o s the pair (4,4, ) of the corresponding BB

equation.




CHAPTER3
LITERATURE SURVEY

Aloka Sinha and Kehar Singh [18] have proposed a new technique (o encrypt an
mage for secure image tansmission.The digital signature of the original image is added
10 the encoded version of the original image. Image encoding is done by using an
appropriste emor control code, such as  Bose-Chaudhuri Hochquenghem (BCH) cod.

L the image,
verify the suthentcity ofth image.

S.S. Maniccam and N.G. Bourbakis [19] have
which performs both Iossless compression and encryption of binary and gray-scale

esented & new methodology

images. sC

by the SCAN methodlogy. The SCAN is a forml language-based two-dimensionsl

Scanning paths o space filng curves.

Chin-Chen Chang, Min-Shian Hwang. and Tung:Shou Chen [20] use one of the
popular image compression techniques, vector quantizaion (o design an effcient
cryprosystem for images. The scheme is based on vector quantization (VQ).
cryptography, and other number theorems In VO, the images are frs decomposed into
vectors and then sequentally encaded veetor by veetor. Then trditional cryprosystems
from commercial applicatons can be used

Jiuneln Guo and Jui-Cheng Yen [21] have presented an effcient mirror-fke
image encryption algorithm. Based on a binary sequence generated from & chaotic
system, an image is serambled according 10 the algorithm. This algorithm consiss of 7
StepsStep-1 determines a 1-D chaarc system and it iniial point x(0) and sets k=0,
Step-2 generates the chaotie sequence from the chaotc system.

Step-3 genertes binary sequence from chaotc systern.
Steps4,5.6,a0d T
sequence.

Gray-level visual cryplography method fist tansforms the gray-level image inta
a halfone image and then generaes two transparencies of visual cryptography.
Obviously, we inded cannot deeet any information about the secee image from the two
sharing transparencies individually, but when sacking them together, the result clearly
Shows the secre image.Method 1 uses four halflone images, cyan, magenta, yellow and
black, 1o share the secret image. The codes of the four sharing images are fully

disordered, and we cannol perceive any elue of the original secret image from any single

sharing image. Method 2 reduces the inconvenicnce of Method 1 and requires only two
sharing images to encrypt a sceret image. However, afte stacking the sharing images

penerated by Method 2, the range of color contrast will be 25% of that of the original

mage. Method 3 loses less image contast, which is beter than Method 2

In eryptography, ICE. (Information Concealment Engine) s a block cipher
published by Kwan

1997, The algorithm is similar in structure 1o DES, but with the
o

permutaton is implemented efficcntly in softwre. The ICE algorithm is not subcct to
patents, and the souree code has been placed into the public domain The ICE algorthm
was designed for use i software applications. Those applications however are slow due
10 the use of modular arithmedc [25). So the need for fuser implementations is grat.
That can be schieved through hardare implementations. Considering the fact that
hardware implementations are generaly faster and more Ease of Use reliable than

The system operates for the both encryption and decryption processes and has
been optimized for low hardware resources and for high-speed performance. The

proposed architecture has very encoursging performance result in terms of speed and

throughput. This makes the design very uscful in current applications that use DES s the

base ofacryptographic proocol [25].

Case 11 qulxy) = modl(G (xy) + key2), 201)
%) = Gulxy) XOR key2
autx) = mod ((g(xy) + key2). 20-1)
(0= e (5, 3) XOR key2

Case 0: . ) = mod (g, (1, ) Hhey2), 20-1)
Q) = guliy) XNOR key2
s, ) =mod ((q(x, ) +key2), 2n1)
005 )= e () XNOR key2

=it
End
End

Step 4: The result G (%) e (xy) is obained and stop the algorithm.

The proposed VLSI . one
chaotc bits (CB), and the other for encryption or decrypiion. The architecture of the
chaotic bits (CB) i The coneept
encryption or_decryption of 16 data alues can be performed at the same time. Fig 5.1
shows

32 bit paralct-in and

The hardware archiecture of decryption unit (DU) i similar o the siruture shown in

Fig 5.1 except tha the
the encrypted data as the input.

1 ENC

)

Fig 53, Architcture of EPE1

Fig 5.4, Architecture of EPE2

3

Jui-Cheng Yen and Jiun-In Guo [22] have proposed a new image enceyption

scheme based on a ch In their method, an unp is

enerated - sequence,
has four seps.

an image'spixels are rearranged. This lgorid
Step-1 determines a chaotic system and isintal pont x(0), row size M and column size
o number no,

N of the image £, ier

i consants a, B and  used to determine the

otation number.
Step-2 geneates the chaotic sequence from the chaoic system
Step-3 generates the binary sequence.

ROLRS™ £ = /s defined 10 ot each pixel i the ith row in £,0.<i <M <1, in

e Lequals 1.
ROUD™ = f = 1 i gefined 10 rotate cach pixel in the ith column n £, 0 < N

ROUR™ - f = i deined 1o rotate cach pixel at position (x) in the image £
such that xty=k, 0 <k £ M+ N
1 orin the lower-left direction p pixcls if i equal 0.0,

Shuqun Zhang and Mohammad A Karim [23] have proposed a new method to

2. in the upper-right dirction p pixcls if 1 is cqual 0

encrypt color images using existing opical encrypiion systems for gray-scale images
“The color images are converted o ther indexed image formats before they are encoded
I the encoing subsystem, image is encoded to stationary white noise with (wo random
phase masks, one in the input plane and the other in the Fourierplane. At he decryprion
end, the color images are recovered by converting the decrypied indexed images back to
i RGB. (Red-Green-Blue) formats. The proposed. single-channel color  image.

Visual rypiograp! human
images. It needs nether cryplography knowledge nor complex computaion. For security

individual cover images. Young-Chang Hou [24] have proposed three methods for visual

cryprography.

ICE i a Festel network with a block sze of 64 bits. The standard ICE algorithm
takes 8 64-bit key and has 16 rounds. A fast variant, Thin-ICE, uses only § rounds. An
open-ended varant ICE-n,uses 16n rounds with 64 bit key. They deseribed an atack on
“Thin-ICE which recovers the secret key using 223 chosen plaitexts with a 23% success

probabiliy. I 227 chosen plaintexts are used, the probabiliy can be improved t0 93
For the standard version of ICE, an atack on 15 out of 16 rounds was found, requiring
256 work and at most 256 chosen plintexts.

ICE i a standard Fei

e block cpher 25] with a sructure similar to DES. I takes

chs split

2 64-bit plaintext, wh o two 32-bit halvs. In cach round of the algorithm the
vight hlf and 2 60-bit subkeys are fed nto the function F. The output of F s XORed with

the Ief hal, and then the halves are swapped. This s the Transformation Round of the

1CE algorithn. for 16 rounds. However the inal e
“The decryption process i the same, except that the sub keys are used i reverse order.

The advantsges of Feistel sructure

e one-o- ane mapping between plainext
and cipher text, which i necessary for a cipher to be deerypiable. Secondly, Feisel
ciphers have been publicly cryptanalysed for more than wo decades, and na systematic
weakness has been uncaversd. And finally, Feistel ciphers are reasonably fast and simple

.
qre(0)
1) cBa2) "
l——»qye(l)
Foa————3] o)
CR3130) qee(15)
’““vz(lf)

Fig 5.2, The architeture of EPE 1 is shown in Fig 53,
‘adder, two Mod operations and one comparator. The architeetue of EPE2 i shown in

consists of three muliplier, e
Fig5.4. 1t consists of four data multiplexers, two adders, two XOR gates, two MOD.

operatons, and two inverters, four paralll-to-serial comverter, and two serial-o parale]

converters.

5.2. Proposed Algorithm For Decryption

Steps 1 and 2 are the same a5 in the above eneryption algorthm. Steps 3 and 4 for the

decryption are as follows

Switch 24+ bi1)

Case 31 6, () = g (19)XOR keyl
ux3) = modi(g. (x) -key)2")
4 (530 e (Y)XOR key

6c3) = mod(gy(xyHey )2
3= (@ OV (@0 Dmodp).

Case 2 (%) = g (x.) XNOR key!
Guxy) = mod((g (1Y) -key1).2*")
y{xy)= QX .y) XNOR keyl
a0 modats 2"
5= @0 0 modtp).

Case 11 4. (53) = e (1Y)XOR key2
40 (0) = mod(@ (6) - key)2)
40630 G (63) XOR ey
0x3)- modi(g, () - key2) 2"
1%3)= (@ ()" @ )+ 1) mod(p)

ol a7 e (NORe
A (xy) = mod((qs (xy) - key2).2"')
00" e 53) XNOR key2

CHAPTER 4
IMAGE ENCRYPTION USING TRANSFORMATION ALGORITHM

In most of the natural images, the values of the neighboring pixels are strongly
comelated (1. the value of any given pixel can be reasonably predicted from the values
ofits neighbors) I order to disipat the high corrlation among pixels and increase the

entropy value, we propose a transformaion algorithm that divides the image into blocks

e aan » y. By using
the comeltion and entropy as & measure of security, this process results in a lower
correlation, a higher entropy value and thus improving the security level of the encrypied
mages. The variable secre key of the ransformation process is the main key is used fo

increase the cntropy.

4.1. DESCRIPTION OF THE TRANSFORMATION ALGORITHM

“The transformation techique works as follows:

The original image is divided into o random number of blocks that sre then

shuflled within the image. The generated (or transformed) image is then fed 10 the

“The main idea s th

blocks. The inteliible information present in an image is due to the correlation among

be reduced

by decreasing the corrlation among the image clements using certin ransformation

techniques.

The sceret key of this approach is used to determine the seed. The seed plays o
main role in b

ing the transformation able, which is then used to generate the
eansformed image with diffrent sandom number of block sizes. The transformation

proces efers 10 the aperation of dividing and replacing an arrangement of the original

imageThe

4.2 ALGORITHM FOR CREATING TRANSFORMATION TABLE

1: Load Image

2 Input ey

3: Randomize )

3.1: HorizontalNoBlocks ~ RandomNum between
(LowerHorizontsINoBlocks and ImageWidth)

3.2: VerticslNoBlocks = RandomNum between
(LowerVericalNaBlocks and ImageHeight)

4 NoBlocks = HorizontaINoBlocks * VerticalNoBlocks

END CREATE_TRANSFORMATION TABLE,

nput: Original Image

Output: Transformation table

43. ALGORITHM FOR PERFORMING TRANSFORMATION
1 For 1= 0 to NoBlocks -1

L.1: Get the new locaion of block from the tran formaton table

1:2:Do XOR operation between a key and a value from the new location

13: Set bk 1 ints new location

END PERFORM_TRANSFORMATION

Input: Oiginal Image, a sting key and Transformation table

Output: Transformed Image.

 Forex, ifthe nput pixel value i FF, then from the transformation table the vlue
cormesponding fothe FF can be replaced by th stored value i th tabe.

 Aer transforming, the tansformed image can be enerypied by doing XOR
operation with the key.

@051 modi(a, () - key2) 2%
%)= (@ (59 @) - 1) modip)

Step 4: The esultfis obtained and stop the algorithm,

The hardware arhitecture of dectyption unit (DU) is simila o the structure
shown in Fig.5.1 except tht the EPEs are replaced by decryption processing clements
(DPES) with the encrypted data as the input. The cascade architeeture of the decryption
processing lement (DPE) s shown in Fig 5.5

The architcture of DPE |is shown in Fig.5.6. The architecture of DPE2 is shown
It

P

one Mod operation.

Fig5.5: Cascade architeeure of DPE

CHAPTER6

PROPOSED CRYPTOSYSTEM

based on the sos and BB cquation

in addition 1o the random sequence generator for providin

security. The block
diagram of the proposed cryptosysiem fo encrypion and decrypion is shown in fiz6.1.
I this cryprosystem, for a given primary key p ., the root pair of the BB equation

cormesponding (o cach pixel of the image is found. Then, according o a binary sequence

— od aperaton pair of the BB
‘quation corresponding 10 each pixel and then each root is XOR-ed or XNOR-¢d bitby-

bit t0 one of the predetermined keys. Then the cncrypted image agin processed by

iniia conditons.

T EQUATION

AGE

it it

"

Fig 6.1 Proposed Secure Image Cryplosysem

pixels. Forbet

size should be small, because fewer pixels keep thei neighbors. In his case, the
correlation will be decreased and ths it becomes dificult o predict the value of any
iven pixel fom the values of it neighbors. AL the receiver side, the original image can
be obtined by the inverse transformation of the blacks. A general block diagram of the

transformation metho is shown in Fig 4.1

RANSFORMATION Kev
PROCESS
ENCRYPTION

PROCESS

Fig41. General block disgram of he transformation algorihm

CHAPTER S
ENCRYPTION & DECRYPTION ALGORITHM

5.1. Proposed Algorithm For Encryption

“The proposed encryption slgorithmis as follows
Step 15 Choose P, key | and ey 2 and st -0,

Step 2 Choose 0

X (MN/16-1) using eq (1) and then creste b (0,5 (1), b 2) .. b (MN-1) from
XOLx (1, x (2 MN/TG - (32140),b32i+
1) B(32+20) 326+ 30) 326+ 31) i the binary representation of x (i) for i =0, 1,
2, (MNIIG-1)

Step 3: For x-0 10 M1
Fory=0tN-

obtain qu(x). gy(x) for chosen p and given fx, y ) from the solution of the BB
equation,

Switch (2860 b G+1)

Case 31 (1)

od (4, () + ey, 201)
e () = G (x3) XOR eyl

ey = mod ((afuy) + eyl 20-1)
b () XOR keyl

4y

Case 2 qulxy) = modl(g, (xy) *heyl), 20-1)
%) = GulX) XNOR keyl
utxy) = mod ((gixy) +heyl), 2n-1)
u0%9) e (1Y) XNOR eyl

Fig 5.6: Architecture of DPEL

Fig $7: Architcture of DPE2

6. '

Fig6.2:8 bit LFSR structure

“The pseudo random sequences are generated by Lineas Feedback Shit Registr.
LESR s  shit register whose inputbi s inear function of s previous sate. The most
‘commanly used inear unction of single bit is XOR, Thus an LFSR is most often a shift
register ehose input bi i driven by the exclusive-or (XOR) of some bits of the oversl
SHIR registr value The inital value of the LFSR is called the seed, and because the
operaton of the register is deterministi, the stream of values produced by the regiser is
‘completely determined by its cument (or previous) state. Likewise, because the register
has a finite number of possible staes, it must eventually enter a repeating cyele
However, an LFSR with a well-chosen feedback functon can produce  sequence of bits
which appears random and which has a very long cycle. And also LFSR is extremely

The Fig82 shows an Sbit LFSR structre used 1o gencrate 3 polynomial of
#4454 x4 1 for § - bits. Hence it can generate 256 combinations for a bit single
nput



611, Usesin cryptography

LFSRs have long been used os pseudo-random number generators or use

in stseam ciphers especially in miltary cryprography), due to the ease of consiruction
from  simple clectromechanicalor clectronic  circuits, long periods,  and  very

uniformly distributed outpat streams. However, an LESR is a lincar system, leading to
fuirly casy eryptanalysis. For example, given a suech of known plainext and

corresponding ciphertext, an attacker can intercept and recover a strech of LFSR output

and from that strtch of the output siram can

am used in the system describ

construct an LFSR. of minimal size that simulses the inended recever by using
the Berlekamp-Massey algorith. This LFSR can then be fed the iterceptad stetch of

ouputstream to recover the remaining plaintext.

Xilinx, In. is an American technology company, which design

develops and

products ), software design
tools, predefined system functions delivered s intellectual property (IP) corcs, design
services, customer training, and technical support. Xilinx sells both FPGAS and CPLD
wfscturers in end marke

programmable logic devices for electronic equipment m such

s communications, indusrial, consumer, automtive and data processing The Virte-Il

Pro, Virtex, Virte

and Virten-6 FPGA families are pasticularly focused on system-
on-chip (SOC) designers because they include up to two embedded IBM PowerbC cores.

Xilinx has offeed o main FPGA fuilies: the high-performance Virte serics and the

igh-volume Spartan series. With the intoduction of its 28 nm FPGAS in June 2010,

Xilinx replaced the high-volume Spartan family with a Kintex family and the low-cost

Arix family. The Spartan seris trgets applications with a low-power footprin, extreme
cost sensitivity and high-volume; e & displays, set-top boxes, wireless routes and other

applications

ISE Design Suite is the central electronic design automation (EDA) prods
family sold by Xilinx. The IS!

Design Suie features inlude design entey and synhesis

erilog or VHIDL, place-and-route (PAR), completed verification and debug

using Chip Scope Pro tools, and creation of the bt files tha are used to configure the
ehip.

Xillnx is a synthesis ool which converts SchematieHDL design entry into
functionaly equivalent logic gates on Xilinx FPGA, with optimized speed & area. So,
aftr specifying behavioral description for HDL, the designer merely has to select the
Vibrary and specify optmization criteria; and Xilinx synthesis tool dtermines the et st
1o meet the specification; which s then converted nto bit-file 10 be loaded onto FPGA-
PROM. Also, Xilnx 100l

eraes postprocess simulation model afterevery

implementation step, which is used to_ functionally verfy generated net st afler
processes,like map, place & route.

The synthesis and the simulation resuls of the proposed and the existing

eryptosystems are shown below

7.2.2. AREA REPORT
7.2.2.1. Existing IETA Algorithm

Design Summary

Numberof erors: 0

Number of vamings: §

Logie Utilization:

Number of 4 input LUT: Ioutof 13824 2%

Logic Distribut
Number of Slces containing only relted logic:  Ooutof 0 0%

Numberof Slices containing unrclated logie: O outof 0 0%
Numberofbonded I0Bs: 17 outof 510 3%

Number of Block RAM: Toutof 721

Number of GCLKs: Toutof 4 25

Number of GCLKIOBS: Loutor 4 25%

Total equivalent gte count for design: 16,384

Addiional ITAG gate coun forI0Bs: 864

7.2.3. Delay Report

3.1. Image Encryption Using don Algorith

Timing Summary:

Speed Grade: -7

Minimurm peiod: 7.548ns (Maximum Freguency: 132.481MI1z)
Minimum input arival time before clock: 8.535ns
Maximum output required time aftr clock: 6.216ns

Maximum combinatonsl path dela: No path found

Therefore the ttal delay = 2.319ms

7.2.3.2. Proposed Chaos & BB Combined Algorithm

Timing Summary:

Speed Grade: -7

Minimum perod: 2.956ns (Masimum Frequency: 338 295MH2)
Minimusm input arival time before lock: 2.948ns
Maximum output required ime afte clock: 6 216ns

Maxinmum combinatonal path delay: No path found

Therefore the toral delay - 3.268ns

CHAPTER 7
RESULTS & DISCUSSION

“The simulation of this project has been done using MODELSIM 7 R2008b and
XILINX ISE 013

Modelsim is a_simultion tool fo programming {VLSI, [ASIC}s, (FPGA}

ICPLD]s, and  (SoCls. Modelsim provides a comprehensive simulation and debug
ensironment for complex ASIC snd FPGA designs. Support is provided for multple
languages including Verilog, SystemVerilog, VDL and SystemC. The Modelsim

sl overview i shown below.

Fig 7.1: Conceptual Overviexs of Modelsim

In ModelSim, al designs, be they VHDL, Verilog, or some combination thercof.
are compilld into a library. We can star a new simulation in ModeISim by creating a
i

working library caled "work”, "Work” s the ibrary name used by the compile as the

default destinaton for compiled design unis. Afler creating the working library, w
‘compile aur design units into it

The ModelSim library format is compible across sl supportd platforms. We

can simulate our design on any platform without having to recompile your design. With

the design compiled, invoke the simulstor on 4 top-level module (Verilog) or a

configuration or entityarchitceture pair (VHDL). Assuming the simultion time i st to
7er0, and enter  sun command to begin simulation. Ifthe resuls are not as expected, use
ModeISim’s robust debugeing environment o track down the ause of the problem,

3

7.1. SIMULATION RESULTS.

7.1.1. Simulation Result of Existing IETA Algorithm

Fig.7.2 Simulation Result of [ETA Algori

In the sbove figure input and key are the inputs snd output c
08 bitkey.

be produced

7.2.2.2. Proposed Chaos & BB Combined Algorithm

Area report:
Design Summary

Numberof ermors: 0

Number of warnings: 2
Logie Utilization:

Number of4input LUTs Soutof 13524 1%

Logie istribution:

Number ofoccupied Sices: Jautor 6912 1
Number of Slices containing only relted logic: 4 outof 4 100%
Number of Slices contaning unrclated logic: ~ Ooutof 4 0%
Total Number of 4 input LUTs: S outof 13,824 1%

Number of bonded (0B Moutof 510

Total equivalent gate count or design: 45
Addiional JTAG gate count for10Bs: 1,632

7.3. COMPARISON

PROPOSED
IETABASED | CHAOS & BB

CRYPTOSYSTEM % OF RES

LTS

SUMMARY oy
CRYPTOSYSTEM

POWER 48Mw 42mW 15

SPEED. 2319ns 3.268ns 40

AREA
Totl Gate Count 16384 8 97

Table 2.Comparison between IETA based Cryptosystem and proposed Cryptosystem

Result of Proposed Encryption Algorithy

7.1.3. Simulation Result of Proposed Decryption Algorithm

Fig 7.3 Simulaton Result of Proposed Encryption Algorithm

In the sbove fgure cb is the combinationsl registr used to seleet the Enceyption

P Eleme it nis

e plain y,key |

and key 2 are the additionl ke

used in the encryption process. gue and gy are the
edback shift

encrypted output values. Al the keys wed here are § bits, LFSR is the

registerused to provide more encryption.

7.2. SYNTHESIS RESULTS

The proposed design has been implemented on Xilinx Spartan 2E device and

simulated by Xilin 9.2 design tool. Therefor the device utiization summary and

7.2.1. Power Report

7.2.1.1. Image Encryption using Transformation Algorithm

Fig.7.5: Power Report of IETA Algorithm

CHAPTER 8
RESULTS
8.1. IMAGE RESULTS OF EXISTING IETA
INPUT IMAGE

Fig 1. lena image
ENCRYPTED IMAGE.

Fig 8.3 Decrypted Image

8.2.2. Results for Color image

INPUT IMAGE

Fig 7. lena image

ENCRYPTED IMAGE.

Fig $8 Encrypted mage

OUTPUT IMAGE.

Fig 89 Decrypied Image

Figure.74. Simulation Result of Proposed Decryption Algorithm

I the above figure Encrypted image pixel values can be given as input

1o the Decryption Uni(DU). Here gxe, qye, primary sccret key p. key 1 key 2 are the

fnputs to the DU. Output pixel values are exactly ssme as that of nput pixel values afler

decryption process.

7.2.1.2. Proposed Cryptosystem based on Chaos & BB Equation

Fig.1.6: Poseer Report of Proposed Cryplosystem

8.2 IMAGE RESULTS OF PROPOSED CHAOS & BB EQUATION

8.2.1. Results for Grayseale image

INPUT IMAGE

Fig 8.4, lena image

ENCRYPTED IMAGE.

Fig 8.5 Encrypted Image

OUTPUT IMAGE

Fig 86 Decrypted Image
50

8.2.3. Results for fingerprint image

INPUT IMAGE

Fig .10, image
ENCRYPTED IMAGE.

Fig 8.1 Encrypted Image

OUTPUT IMAGE.

Fig $.12. Decrypted Image



CHAPTER 9
(CONCLUSION & FUTURE WORK

I this project, we proposed a robust and effcient erypiosystem 1o transmit a
digital image in a secure way. A secure cryprosystem based on Chaos & BB equation
with pscudorandom sequence s proposed fo image cnerypion & decryption. The new
quadratic cquation based encryption & deeryption algorithm altrs the positions of the
pixels by XOR and Mod operatons without changing its corelation with neighbouring
pixels. This method is highly sensive to intial conditons. The VLSI architeetur of the
proposed cryptosystem is designed and realized using Xilin ISE VLSI software for an
image. The proposed algorithm is highly promising for high security in real time

applications I

i should be proved that this system is secure against all kinds of attacks.
Cryptanalyss of the proposed eryptosystem specifically for cipher fext attacks and
Knonen plain text atacks s to b provided.
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CHAPTER 1
INTRODUCTION

msjor
are growing due 10 the rampant legal data access. To profectthe valuable information in
many applications ke medical imaging, miliary image datsbase, communications and
confidental video conferencing, there is & need o sccure the images by the use of
eneryption and decrypiion algorithms. In such ascenario, (o avoid information leakage (0
ot acive and passve atackers, encrypiion of the medical images is very important. The
Sensitivity to initial conditions and control parameters has led to the development of

haos-based encryption and decryption algoriths.

The use of ehaoti signal for sceus

duta transmission has seen 4 significant
rowth in developing chaos-based encrypiion and decrypiion algorithms. However, a
number of chaos-based algorithms have been shown to be insecure. A modified chaotic
ey based algorithm with increased key size is developed in for improved security and
VLSI architecure of it is developed and realized using Xilinx ISE VLST software. A
cryprosystem based on Brahmagupta-Bhaskara (BB) equation was vulnerable 10 known
laintext attacks. Equation-based n itis possible to

develop algorithms with high sccuriy.

Hence, in this project based on chaos and the BB equation, new algorithms are
developed for image encryption and decrypion. Further, the hardware implementation
and VLS architcetures of the proposed algorithms are developed and realized using.
Xilinx ISE VLSI software. Furthermore, the proposed algorith s compared with the

existng IETA algorithm in terms of arca, speed and pover.

1.2, INTRODUCTION TO VHDL

VHDL s an scronyem which stands for VHISIC Hardware Description Language.
'VHSIC is yet another acronym which stands for Very High Specd Integrated Circuis. It
is being used for documentation, verificaton, and synthesis of large digital designs
VHDL is a standard (VHDL-1076) developed by IEEE. The diffrent approaches in
VHDL are structural, data 1

1 STRUCTURAL DESCRIPTIONS.

The stru

ol o
VHDL design is considered a Block (Buikding Blocks), A VHDL design may be
orit may I blocks. Each

block in VHDL is analogous to an off-the-shelf part and is called an enity. The enti

descrbes the interfce 1o that block and & separate part associated with the catity
dese

. how that block operats. The interfce descripton is like a pin deseription in o
daa book, specifing the inputs and ouputs o he block.
“The following is an example ofan enity declaraton in VHDL

entiy latehis

port (s, inbit,
ang: out by,
end lah;
The frst lin indicates a definition of a new entty, whose name is atch. The last

“The lines n becween, . describe

the interiace 10 the design. The port clause contins a list of iterfoce declarations. Each

intesface declaation defines one or more signals that are inputs or outputs to the design,

Each interface declaration contains  lst of names, a mode, and a type.
“The following is an example of an architecture declaraion fo the laich enity.
Architeture datalow of latch i

<=t nor g

“The securiy of  cryptosystem usully efis on the ey only.In ther words, it is
assumed that the opponent knows the structure of the encryption system, has the
ciphering algorithm, and has access 10 the transmission channel 1o obiain an arbitrary
Segment of the ciphertext ¢

A good cipher should have strong abilty to

hstand all Kinds of crypianalysis
and atacks that try to

5.0 good messure ofthe performance of a cryptosystem; thus, i i offen used to evaluate
cryptosysiems

2.4. MODERN CRYPTOGRAPHY
2.4.1. SYMMETRIC-KEY CRYPTOGRAPHY

SymmetricAey crypogrphy refers 1o cncrypion methods i which both e
snder andrceiversharethe same ey

The Data Encryption Standard (DES) and the Advanced Encrypion Standard
(AES) are block cipher designs which have been designated cryptography standards by

the US goverment, Despite its deprecation as an offcial standard, DES remains quite

popular; it is used across a wide range of appliations, rom ATM encryption 1o e-mail

privacy and secure remote access
24.2. PUBLIC-KEY CRYPTOGRAPHY

In public-key cryptosystems, the public key may be freely distibuted, while its
paied pr remain secret. In o tem, the public key

prion. g

2.6, Salient Features of Image Encryption

Unlike text messages, image data have special features such as high redundaney
and bigh correlation among pixels, not 1o mention that they wsully are huge i size,
which together make raditional encryption methods difficult 1o apply and slow to

process. Sometimes image applications also have their own requirements like real-time

processing, fdelity reservation, image format consistency, and data compression for

ransmision. Simultaneous fulfillments of these requirements, alongwith high security

One example i the case where one needs to manage both encrypton and
‘compression. In o so, i an image i 10 be encrypted afer s format s converted, say
from a TIFF fle 0 @ GIF fle, ncrypion has to be implemented before compression
However, a conventional enerypted image has very ltl compressibiliy. O the other
hand, compression will make a corteet and loss-lss decipher impossibl, partcularly
when a highly secure image encrypiion scheme s used. This conflct between the

“The salient features of image encryption may be summarized s ollows:

« High redundancy and large size generally make encrypted image data vulnerable
o attacks via cryptanalysis. Due t is size, the opponen can gain cnough cipher
fext samples (even from one picture) for statistical snalysis, Meanwhile, since
duta in images have high redundancy, adjacent pixcls likely have similar
erayscale values, o image blocks have simila patterns, which usually embed the
image withcertain pattems that result i secre lakage.

« Image data have strong correlations among adjacent pisels, which makes fast
data-shufing quite diffcult, Statstcal analysis on large numbers of images
shows that averagely adjacent § 10 16 pixcls are comrelaive in the horizontal,

and also diagonal directons for both natural and computer-graphical

images. Accoding to Shannon’s information theory, a secure. cryplosystem

"

1.1, OVERVIEW OF THE PROJECT

for spiion is
shown in Figure 11 fora given primary key p.

BB equation coresponding o each pixel of the image is found. Then, according to a
binary sequence generated from a chaotic system, a mod oper

fon is performed on the
oot

XNORed bit-bybit 1o e of the precetermined keys.

of the BB equation coresponding 1o cach pixel and then cach root is XORed or

BB equation root
of the
ages

Eneryption
Uni

Chaotic binary.
sequence

p:
Im;

generator

Decrypted BB
equation root pair
of the Tmages

Decrypted Image

Fig 1.1 Project flow

a0<=s nor g0;
qe=ng;
4
end datalow:

“The first line of the declaration indicates that this s the definition of a new
A it belongs ltch

ateh cntity. The schemt shibe

Fig 1.2:Schematic SR Latch
We can specify the same connestions that occur in the schematic using VHDL
withthe following architecture declarstion
Architeeture sructure of latch is
componentnor_gate
port (ab: inbi; < ut i)
end component;
begin
i nor_gate
port map (rnq.a),
a2 nor_gate
port map (sqna):
end structure;
The lines between th first and the keyword A
list of componeats and there connections in any language i sometimes called a netlist

“The strctural description of a design in VHDL is one of many means of specifying

netlists.

25. CRYPTANALYSIS

c the study of
of encrypted information without access to the key normally required to do so; i, it is

The gosl of cryptanslysis s to find some weskness or insceurity in @

cryprographic scheme, thus permittng its subversion of evasion

Accorting 1o the method of the opponent’s access (o additional information,
attacks on a cryptosystem may b classfied ino four lasses

+ Ciphertext-only attack: Opponcat has sccess to communication channel and can

eavesdrop some segments of the ciphertext, encrypted by a certain key. The task of the

opponent is 10 reveal as much plaintext as possible, and even to be able to deduce the

cipher key.

the appone:
Knows also an associated piece of plaintext. The task o the opponent s then o deduce
the cipher key.

+ Chosen-plaintext attack: The opporent not only has access o some segments of the
cipher and the plaintex, but aso can choose plaintext 10 encrypt and accordingly gets
Some corresponding ciphertext tha he wants for comparison. This kind of atack is more
intensive than the knownplaintextstack.

* Chosen-ciphertext attack: The opponent can choose different segments of the

ciphertext and accordingly g ts cortesponding plaintext

Apart from the aforementioned. typical attacks,there s 4 type of atack named

exhaustive key scarch, which tris all possibiiies for the key in the keyspace 1o

plain message. I this
exhaustive searching works uite well, given the availability of supercomputing power
today. 1t should be emphasized that any encryption algorithm, taditional or chaos-based,

should ulfill & condition on the information entropyE(PIC) = E(P) where P
stands for plain message and C for ciphered message; that i, the ciphered (.
encrypted) image should not provide any information about the plin image. To
meet this requirement, therefore, the ciphered image should be presented as
fandomly as possible. Since & uniformly distrbuted message source has o
maximum ncertainty, an ideal cipher image should have an equilibrium
histogram, and any two adjacent pixels should be uncorrelated statistically. This

‘o is ot casy 0 achieve under oly a e rounds of permutation and diffsion.

« Huge size image data also makes real-time cneryption difficull. Compared with
texts, image data capacity is horrendously large. For example, a common 24t
rue-color image of $12-pixel height and S12-pixel widih occupies 512  S12
201
19 MB.

768 KB in space. Thus, a one-sccond mrion picture wil each up 10 sbout

ime processing constaints are oflen required for imaging
applications, such as video conferencing, image surveillance, and so on. Vast
amounts of image data put a grest burden on the encoding and decoding
processes. Encryption during or after the encoding phase, and decryption during.
or after the decoding phase, will agaravate the problem. If an encryption
algorithm runs very slowly, even with high securty, it would have lte practical
value for realtime imaging spplications. That s the reason why current
IDEA, and RSA

his consideration

I almstal case, the data are compressed before they are stored or transmited
due 1o the huge amount of image data and their very high redundancy. Thus,

dirtly incorporating security requirements in the data compression system is &

while reducing the computational cost without downgrading the compression
performance.

Encrypted
Image

122 DATA FLOW DESCRIPTIONS
Inthe data low approach, circuis e deseribed by indicaing how the inputs and
ouputs of builin primitive components are connected together. Suppose we were ta

Hlowing SR lach using VHDL

entiy latch is
port (s in it
g s outbi;
end lah;
architecure datalow of lach is
begin
qe-rnorng;
na<=s nor ;.
end datalow:

ot a transfer of data as i programming languages. The archiecture part describes the
intemal operation of the design. The scheme used to model s VHDL design s called

exents oceur and events oceur at discrete instances of time. The above mentioned SR
latch works with thi type of simulation.

1.23. BEHAVIORAL DESCRIPTIONS

The bekavioral approach to modeling hardware componens is different fom he
other two methods in that it does not necessarly in any way reflct how the design is
implemented. Since encryption and decryption are step by step process, it necds
behavioral description in VHDL.

A, Behvioral descriptions are supported with the Process Sttements. The process

satement can appear in the body of an architecture declaraton just as the signsl

assignments in

ondr o specify the outputs of the process.

1.3, SOFTWARES USED.
« Math 7R2008
o Xiling ISE 921

1.4, PROJECT GOAL

The goal of the project s to provide a sccure cryplosystem for images. A new
algorithm based on chaos and BB equation are proposed for image encryption and
decryption. For practical use, VL] architectures of the proposed algorithms are designed
and realized using Xiinx ISE VLSI software for hardware implementation. Finally the
proposed slgorithm is compared with the existing transformation slgorithm in terma of

area, speed and pover.

* In image usage, e format conversion is @ frequent operation. It s desirable that
image encryption not affct such an operation. Ths, diretly treating image data
as ondinary data for encrypion will make file format conversion impossibe. In
this scenario, content encryption, where only the image data are encrypied,

control

o Human vision has high robustness 1o image degradation snd nise. Only

protecton. However, conventional cryptography trats all image data bits equally

o
encryptall of them, which has often proved unnecessary.

«In terms of sccuriy, mage data are not as sensitive as ext information. Security
of images is langely determined by the real sitation in an application. Usually,
the value of the image information is relatively low, except in some specific
situations like millary and espionage applcations or video conferencing. in

business. A very expensive attack of enerypted median data s generally not

worhwhile.In practice, many image appliations do not have very strictsecurity

requirements. Under cerain circumstances, protection of the fidelity of an image

Currently, there does ot seem 10 be any image encryption algorithm that can

Al all the aforementioned specifications and. requirements. Chaos-based image

encryption, can provide a class of very promising methods that can partially ulfil many

of these requirements and demonstrate superiority over the conventionsl encryption
ethods curiy, and flexibiliy

A somewhat different chaos-based image eneryption method was proposed in
hat makes use of the SCAN language. Theough subsiution of cach pixel based on an
addiive noise vector and scramble scanning patterns, an image can be encrypted and
compressed simultancously. The idea seems o be quie good. but it was poinied out in
[17) that this method is weak against exhaustve key searching and chosen-plantext
atacks. In another image compression and encryprion lgorithm s proposed based on
the ossless quadiree image compression scheme. The quadiree data strucure is used t0

encrypiion. Also A sgorithm were

which hi K d chasen-

Plsintext attack.

I onder to speed up encryption processes so as 0 make them feasible for real-
ime applicaions, most ofthe existing schemes follow the idea of slectve eneryption.
‘Actually, aceonling 1o Shannon's theory, both eneryption and compression are processes
Of redundancy reduction, but their purposes are different. Several partial enceyption
0 27%of

Tt was reported that by iy 1
the output from a quadiree compression algorithm is encrypted for  typical image, and
less than 2% is enerypied for a S12<512 image compressed by Set-patitoning in the
hierarchical trees algorthm, There are also several proposed schemes that consider
matching the compatibilty to curren intemational standards. Since many interational
standards on videos and images use block-based discrete cosine transform (DCT),
including the familiar JPEG, MPEG-1, MPEG-2, H.261, and 1263 formats, the current
rescarch has been concentrated on selectve eneryptions wihin the framework of DCT
However, with the emergence of MPEG-4 and JPEG-2000, research emphasis may soon

To achicve high cncryption specd, in the carly stage some clementary
eryptographic methods using random permutation lists were sugaested. Since the
operatons are simple, the encryption does not require high computatonal cost. The

which, hough

Tk the signal,
differently. Varigbles are modifed with the varable asignment.

sements that T
The

types ofstatements used here are i, i els, for and loop.

Next are sbaut the Signals and Processes. This secton s short, but contains
important information about the use of signals in the process staement. A signal
fanything 1 and docs not have

an immediate effect When a process i resumed, it executes from 10p 1o bottom and o
ventsare processed unil aferthe process is complee,

Final Section in the behavioral deserption discusses sbout the Program Oufput
Methods. Tn most programming languages there is a mechanism for prining text on the
monitor and geting input from the user through the keyboard. It can able o give outp

certin information during simulation. A standard library that comes with cvery VHDL

language system. In VHDL, common code can be put in a separate file 1o be used by

many designs. This common code is called  ibrary. In order o use the library that

provides input and output capabilties you must add the statement use textioal

e used 1 append constant vales and the value of varibles and signals ofthe types bit,

bisector,time, integer, and eal

6
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21 CRYPTOSYSTEM
A that h

systems include for insiance, a system for secure electronic

il which might include
methods for digital signatures, eryptographic hash functions, ke management
techniques, and so on

Typically, a cryptosystem consists of three algorthms: ane for key gencration,

one for encryption, and one for decryption

2.2. CRYPTOGRAPHY

plograp! in the presence

of third parties generally, it i rla

data confidentiality, data integity, and authentication. Applications of eryplogsaphy

1o various aspects in informtion sccurity such a5

23 FUNDAMENTALS OF CRYPTOLOGY

The basic idea of enceyption is o modiy the message n such a way that it content
can be reconsiructed only by a legal ecipien. A discrete-valued cryptosystem can be
characteized by

= asetofpossile plainexts, P

« asetofpossibe ciphertexts, C

« asetofpossibe cipherkeys, K

« aset ofpossible neryption snd decryption transformations, E and D

For cach key, k € K, there exists an encrypiion funciion (k) € E and a
cormesponding decryption function d(k) € D, such that for cach plaintext p € P the
ion for unique decoding, d(k, (k, ) = p, s susfed.

8

27, Existing Image Encryption Schemes

Inord

1o inspie the develapment of bette chaotic ciphrs, this review is ot only intended for
haos-based methods, but i also meant for understanding image encryption technology
in general Tmage encryption algorithms, which can be classified with respect o the
approsch in constructng the scheme, are divided o two groups here: chaos- based
methods and non-chaos-based methods. Image encryplion also can be divided into full

encryption and partal encryption (also called seective encryption) according 10 the

percentage of the data enerypted. Morcover, they can be classifid into compression-
combined methods and non compression methods.

Some existing proposals of chaos-based image cncryption algorithms e now
introduced. In this two kinds of schemes based on higher-dimensional chaotic maps were

proposed. By using a discretized chaotic map, pixcls in sn image are permuted in

Shufling afler several rounds of operations. Between every 1wo adjocent rounds of
permutations,  diffusion process s performed, which can significantly change the
distribution of the image histogram that makes statistcal atack infeasible. Empirical

testng as well
are good candidates for this Kind of image encrypiion. The aforementioned schemes are
block cipher, and they have some prominent merit, including high securty and fost

processing. Howener, y
IPEG). To
allviate the conflict between compressibiliy and encryprion, several sugaestions of

litle compressibility and is unable to abide any lossy compression (

‘combining compression and eneryption have been proposed. The so-called MHT scheme

was proposed that encrypts image via a manipulation of Huffman coding tabes in the
The MHT

large number of possible candidates, and uses them alfemaively to encode the image

e y .

the key overhead and

can be spplied 10 MPEG and JPEG/IPEG 2000, but it cannot resist chosen-plaintext
atack.

28. Chaos-Based Encryption Schemes

Ageeat

Early with eneryping.
messages through modulation of chaic orbits of continuous-time dynamical sysems.
These methods are strongly related o the concept of synchronization of 1w chaotic
systems and o chaos control. Several different ways have been proposed o achieve

chaotic systems, thercby e chaatic carier
signl,

The following technical problems were lsted in

I diicult 1o determine the synchronizaton tim; therefor, the message during the

pe belost,
+ Noise throughout the transmission signifcantly affcts the inended synchronization
“This means the synchronization noise intensity should be small compared 10 the signal

Tevel, or the desired synchronization will not be achieved.

+ Techni

lly, it s difficult 1o implement two well-matched analog chaotc systems,
which are required in synchronization, and if this is not required (.. with certain
robustness) then the opponent can also casily achieve the same synchronization for
attack. In contrast o synchronization-based techniques, a dieet application of a chaotic
transformation to a plaintex, o applying a chaotc signal in the design of an encrypiion
algorithm, scems to be a more promising approach.

The snsitivity to inital conditions and parameters ss well as the mixing
(ergodicity) characteristics of chaos are very benefcial 1o crypiosystems. The main
difference s that cryptosystems are operated on a finite set of integers, while chaotic

maps are defined on an infinite set of real mumbers. Therefore, how to merge these two

Kinds of systems so a5 10 take advantage of the good propertis of chaos is worlhy of

further exploration.



. Basic Features of Chaos

Chaos is a ubiquitous phenomenon existng in deterministic nonlinear systems

that exhibit extreme sensitvity 1o inital conditions and have random like behaviors

Since s discovery by Baward N. Lorens in 1963, chaos theory has become a branch of
scientifc studis today. Since discrete chaotic dynamic systems (.., maps) are used in
cryptography, this notion s briefly introduced.

Def

i of discrete chaos
There are several definitions of chaos, which are similar but are actually not

cquivalent.

For simpliity, one-dimensional maps are discussed. Consider a discrte dynamical

system i the general form of

=l [:—1 nel
= o), o
! m
10
e chote ithe fllowing condions ar s
1. Seniive ol coniions
35>0%meLe>03nc N el
Jro—nl <2 = Lf(en)— ()l > . o
2 Topological uanstiy:
L e T
®

3. Density of periodic pints in 1
Let
P

(el eN: 1) =)
bethe st of periodicpints of £ Then P s densin

2.9. CHAOS-BASED IMAGE ENCRYPTION

Chaos is a ubiquitous phenomenon existing in deterministic nonlincar systems
1 conditions and have randors ke behaviors. The
9
Characteristies of chaos are very beneficial o eryptosystems. The main differnce is that

hat exbibit extreme sensiivity to

sensitiviy 10 intal conditions and parameters as well as the mixing (erzodi

cryptosystems are operated on a finte set of integers, while chaotic maps are defined on
an infinite set ofreal numbers. Therefore, how o merge these two kinds ofsystems s0 as

Many chaos-based encryption schemes have been praposed, and some of them
have been extended fiom ext encryption to image encryption. A direct extension of a
chaos-based text encryption scheme to alsa work for images is possible, but this simple

modification may ot provide an cfici

1 solution to these image encryption problems.
Image encryption has s own specifcations such as encryption speed. compatbiliy to
image format and compression standards, and real-ime implementation, thercfore it
requires a special design of the cncryption algoith,

An Key-based algorithm (C prone

The algorithm fist gencrates  fime series bascd an a chaotic map, and then uses it to

ereate a binary sequence as 4 key. According (o the binary sequence generated, image
1d XOR or XNOR operated Key. This method s

very simple but has defectsin Sccurity. This method i very weak o the chosen/knawn-

Plaintext atack with nly one plin image. Morcover, it sccuriy to bute-foce attack is
also questionsble.

2.10. BB EQUATION OVERVIEW

“The Brahmagupta- Bhaskara (BB) cquation is a Quadratic Diophantine equation

ofthe form NX + k=Y Where k is an integer and N_is a postive ineger such that V0
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CHAPTER 4
IMAGE ENCRYPTION USING TRANSFORMATION ALGORITHM

In most of the natural images, the values of the neighboring pixels are strongly
cormelated (1. the value of any iven pixel can be reasonably predicted rom the values
of it neighbors) . In order 0 disipate the high correlation among pixels and increase the

entropy value, we propose a transformaion algorithm that divides the image into blocks

d By using
the corelaton and entropy as a measure of security, this process results i 3 lower
correlation, a higher entropy valus and thus improving the sccurity level of the enerypied
iamages. The variable secret key of the transformation procss is the main key is used to

increase the entropy.

4.1. DESCRIPTION OF THE TRANSFORMATION ALGORITHM

The transformation techigue works a follows:

The original image is divided into & random number of blocks that are then
shuffed within the image. The generaed (or transformed) image is then fed 1o the

Jgorithm. The main idea s th .

blocks. The intelligible information present n an image is due (0 the correlation among.

be reduced

by decreasing the coreltion among the image clements using cerain transformation

technigues.

The sceret key of this approsch is used to determine the seed. The secd plays &
main role in building the transformation table, which is then used 1o generate the
transformed image with different random number of block sizes. The transformation
proces refers o the aperation of dividing and replacing an arrangement of he original

imageThe

4.2. ALGORITHM FOR CREATING TRANSFORMATION TABLE
1 Load Image

2 Inputkey

3: Randomize )

3.1: HorizontalNoBlocks

andomNum between

(LowerHorizontalNoBlocks and ImageWidth)
3.2: VerticalNoBlacks = RandomNum betwee
(LowerVerticalNoBlocks and ImageHeight)
4 NoBlocks = HorizontaINoBlocks * VerticalNoBlocks
END CREATE_TRANSFORMATION_TABLE,
Input: Original Image
Output: Transformtion table

43. ALGORITHM FOR PERFORMING TRANSFORMATION
1 For 1= 0 to NoBlocks -1

1.1: Get the new locaion of block from the transformaton table

1.2: Do XOR operation between & key and a value from the new location

13: Set block Tin s new location

END PERFORM_TRANSFORMATION

Input: Oiginal Image, a sting key and Transformation table

Output: Transformed Image.

 For ex, i the input pixel value i FF, then fom the transformation tabe the value

© Aler transforming, the tansformed image can be encrypied by doing XOR
operation with the key.

283, Relationships Between Chaos and Cryptography.

The similaites and differences between the two subjects can be.shown in
“Table 1. Chaotic maps and cryplographic algorithms have some similar properties: both
are sensitive 10 tiny changes in nitial conditions and parameters; both have random like

while chaotic maps spread & small region of data over the cntire phase space
iteations. The only differnce in this regard is that encryption operations are defined on
finite setsof integers while chaosis defined on real numbers,

284, Chaos for Cryptography.
10 is naural 0 apply the diserte chaos theory to cryptography fo the following

“The property of sensitve dependence of orbits on iniial condiions makes the nature of

encrypiion very Suppose that one has the

scheme:

Chaotic ystems Cryptographic algorithms

Terations

Parameters

Sens

o
Parameters

“Table 1. Simarities and dierences between chaos and crypiography.

is imational. A partcular case of the BB equation with k = 1 is also known as Pell
quation. This cquation in the Galois Ficld GF(p), has some uscful propertcs.
Application of these propertis in two differnt fields of cryptography, namely, digital
encryption and user authentication. For those applications, where software computation
of the roots of the BB equation is unaccepiable for being 100 slow, @ hardware
architecure for using the BB equation in GF( p ) is given that is useful for
implementation in VLSI form.

2.10.1. APPLICATION OF BB EQUATION IN CRYPTOGRAPHY
“The BB-cqustion in Galais Field GF() can b witin s,
[0+ 1= 0y [0
whete 5 an odd prime.The alternativ rpresntation of BB equstion in G () can be
e D@y o
i = (5 and the subscrpt p sands fo sl apertion by .

where .

on the argument values of the expressions. The applicaion of the BB equation for
encryption depends on th following two propertis.

1. Given n and p, with por=0, it is always possible o obiain q, and g, comresponding to
the roots of the BB cquation (nx” + 1= ().

o itis
always possible to compute uniquely, the corresponding value of n , only with the
Knowledze ofp.

2. Given g, and g, cortesponding to any root of the BB equation (1’ + 1)p

“The enerypron pracess based on the BB equation s s follows.
1

2 Key used plaintextina
block.
3. The ciphertext corresponding to 1 s the pair (4.4, ) of the corresponding BB

equation.

pixels.
size should be small, because fewer pixels keep their neighbors. In this case, the
correlation will be decreased and thus it becomes difficult o predict the value of any
aiven pixel from the values ofis neighbors. At the receiver side, the orginal image can
e obtained by the inverse transformaion of the blocks. A gencral block diagram of the
transformation method i shown in Fig 4.1

TRANSFORMATION KEY
PROC
ENCRYPTION
PROCESS

CIPHERED
IMAGE.

Fig 4.1 General block diagram of he transformation algorithm

CHAPTER 5
ENCRYPTION & DECRYPTION ALGORITHM

5.1. Proposed Algorithm For Encryption

The propased encryption lgorithm s s follows.
Step 15 Choose P, key | and key 2 and st 0.
Step2:C) 3

% (MN/16-1) using cq.(1) and then excate b (0),5 (1), b Q) .. b (MN-1) from
O X (1, X (21, XOVINVIG - 1) by the generating scheme such that b(321+0), b2+
1) B(32i+ 29) ba2i+ 30) b32i+ 31) i the binary representation of x (i) for i =0, 1,
2, (MNII6-1)

Step 35 For x=0 10 M1
Fory=0t0N-1;

obtin q.(x3). g(xy) for chosen p and given M, y ) from the solution of the BB
equation,

Switch (28b0) b +1))
Case 3 quc (1) = mod (as () + keyl). 20-)
e (490 = G (53) XOR eyl
utey) = mod ((g0xy) + key), 20-1)

e (5, 9) = e (0)XOR keyl

Case 2 ulxy) = modl(g (xy) +heyl), 20-1)
ul%3) = GulX.y) XNOR keyl
uly) = mod ((gy) ey,

%) = e (5.9) XNOR eyl

CHAPTER3
LITERATURE SURVEY

Aloka Sinha and Kehar Singh [18] have proposed a new technique (o encrypt an
mage for sccure image tansmission.The digital signature of the original image is added
10 the encoded version of the original image. Image encoding is done by using an
appropriste emor control code, such as  Bose-Chaudhuri Hochquenghem (BCH) cod.

. the image,
verify the suthentcity ofth image.

S.S. Maniccam and N.G. Bourbakis [19] have
Which performs both lossless compression and encryption of binary and gray-scale

esented 3 new methodology

images. sC
by the SCAN methodlogy. The SCAN is a forml language-based two-dimensionsl

Scaning paths o space filng curves.
Chin-Chen Chang, Min-Shian Hwang. and Tung:Shou Chen [20] use one of the
popular image compression techniques, vector quantizaion (o design an effcient
cryplosystem for images. The scheme is based on vector quantization (VQ).
cryptography, and other number theorems In VO, the images are firs decomposed into
vectors and then sequentally encaded veetor by veetor. Then trditional cryprosystems
from commercial applications can be used
Jiuneln Guo and Jui-Cheng Yen [21] have presented an effcient mirror-fke
image encryption algorithm. Based on a binary sequence generated from & chaotic
system, an image is serambled according 10 the algorithm. This algorithm consiss of 7
StepsStep-1 detemines a 1-D chaarc system and it iniial poit x(0) and sets k=0,
Step-2 generates the chaotie sequence from the chaotc system.
Step-3 genertes binary sequence from chaotc systern.
Steps4,5.6,a0d T
sequence.

Gray-level visual eryplography method fist tansforms the gray-level image inta
a halfone image and then generaes two transparencics of visual cryptography.
Obviously, we indeed cannot deect any information about the secre image from the two
sharing transparencies individually, but when sacking them together, the result clearly
shows the secre image.Method 1 uses four halflone images, cyan, magenta, yellow and
black, 1o share the secret image. The codes of the four sharing images are fully

disordered, and we cannol pesceive any elue of the original secret image from any single
sharing image. Method 2 reduces the inconvenicnce of Method 1 and requires only two
sharing images to cnerypt a secret image. However, afir stacking the sharing images
penerated by Method 2, the range of color contrast will be 25% of that of the original
mage. Methad 3 loses lessimage contast, which is beter than Method 2

In eryptography, ICE. (Information Concealment Engine) is a block cipher
published by Kwan

1997, The algorithm is similar in structure 1o DES, but with the
o

permutaton is implemented efficcntly in softwre. The ICE algorithm is not subcct to
patents, and the souree code has been placed into the public domain The ICE algorthm
was designed for use i software applications. Those applications however are slow due
10 the use of modular arithmeic [25). So the need for fuser implementations is grat.
That can be achieved through hardare implementations. Considering the fact that
hardware implementations are generaly faster and more Ease of Use reliable than

The system operates for the both encryption and decryption processes and has
been optimized for low hardware resources and for high-speed performance. The
proposed architecture has very encoursging performance result in terms of sped and
throughput. This makes the design very uscful in current applications that use DES s the
base ofacryptographic proocol [25]

Case 11 qulxy) = modl(G (xy) + key2), 201)
Qu%3) = Gulxy) XOR key2
autx) = mod ((g(xy) + key2). 20-1)
(0= e (5, Y) XOR key2

Case 0: Gutx, ) = mod (g (5, ) Phey2). 20-1)
Q) = guliy) XNOR key2
s, ) =mod ((q(x,y) +key2), 2n-1)
005 )= e () XNOR key2

Step 4: The result G (%3) e (x) is obained and stop the algorithn,

The proposed VLSI . one
chaotc bits (CB), and the other for encryption or decrypiion. The architectre of the
chaotc bits (CB) i The coneept
eneryption or_decryption of 16 data values can be performed at the same time. Fig 5.1
shows

32 bit paralct-in and

The hardware archiecture of decryption unit (DU) i similar o the siruture shown in

Fig 5.1 except tha the
the encrypted data as the input.

1 ENC

)

Fig 5.4, Architecture of EPE2

3

Jui-Cheng Yen and Jiun-In Guo [22] have proposed a new image enceyption
scheme based on a ch n their method, s

enerated 2 3
an image'spixels are rearranged. This lgorithm has four sieps.
Step-1 determines a chaotic system and isintal pont x(0), row size M and column size

N of the image £, ier

o number 1o, and constants o, ) and p used to determine the
otation number.

Step-2 generates the chaotic sequence from the chaoic system

Step-3 generates the binary sequence.

ROLRY™ £ = /s defined 10 ot each pixel i the ith row n £,0.<i <M <1, in

e Lequals 1.
ROUD? = f = 1 i efined 1o rtate cach pixel in the ith column n £, 0 < N

ER 3 !

ROUR™ - [ = i deined 1o rotate cach pixel at position (x) in the image £

such that xty=k, 0.k £ M+ N2, in the upper-right dirction p pxcls if 1 is cqual o

1 orin the lower-left direction p pixcls if i equal 0.0,

Shuqun Zhang and Mohammad A Karim [23] have proposed a new method to
encrypt color images using existing opical encrypiion systems for gray-scale images
“The color images are converted o ther indexed image formats before they are encoded
I the encoing subsystem, image is encoded to stationary white nose with two random
phase masks, one in the input plane and the other in the Fourierplane. At the decryprion
end, the color images are recovered by converting the decrypied indexed images back to
their RGB. (Red-Green-Blue) formats. The proposed. single-channel color  image.

Visual erypiograp! Human
images. It needs nether cryplography knowledge nor complex computaion. For securty

individual cover images. Young-Chang Hou [24] have proposed three methods for visual
cryprography.

ICE i a Feistel network with a block sze of 64 bits. The standard ICE algorithm
takes 8 64-bit key and has 16 rounds. A fast variant, Thin-ICE, uses only § rounds. An
open-ended varant ICE-n,uses 16n rounds with 64 bit key. They deseribed an atack on
“Thin-ICE which recovers the secet key using 223 chosen plaitexts with a 23% success
probabiliy. I 227 chosen plaintexts are used, the probabiliy can be improved t0 93

For the standard version of ICE, an atack on 15 out of 16 rounds was found, requirng
256 work and at most 256 chosen plintexts.

ICE i a standard Fei

e block cpher 25] with a structuresimilar to DES. I takes

2 64-bit plaintext, which is split ino two 32-bit haves. I each round of the algorithm the
vight hlf and 2 60-bit subkeys ar fed nto the function F. The output of F s XORed with
the Ief hal, and then the halves are swapped. This s the Transformation Round of the
1CE algorithn. for 16 rounds. However the final e

in reverse oder.

The advantages of Feistel structure

e one-o- ane mapping between plaintext
and cipher text, which i necessary for a cipher to be deeryptable. Secondly, Feisel
ciphers have been publicly cryptanalysed for more than wo decades, and na systematic
weakness has been uncavered. And finally, Feistel ciphers are reasonably fast and simple

u
fry
gue(0)
£ @) cra2) 0
f——»gye(l)
] o G
S ————| pe(i4)
CBi31.30)
— )
fos——— ey
Fi 1 At ofth enerpion it
he cerion "

Fig 5.2, The architeture of EPE 1 is shown in Fig 53,

consists of three muliplier, one
‘adder, two Mod operations and one comparator. The architeetue of EPE2 i shown in
Fig 5.4, 1t consists of four data multiplexers, two adders, two XOR gates, two MOD.
operatons, and two inverters, four paralll-to-serial comverter, and two serial-o paralel

converters.

5.2. Proposed Algorithm For Decryption

Steps 1 and 2 are the same a5 in the above eneryption algorthm. Steps 3 and 4 for the

decryption are as follows

Switch 24+ bi1)

Case 3¢ g (1) = e (y)XOR key!
() = mod(g () ey 2"y
()= e ()XOR eyl
053) = mod(gxyHhey)2")
T (00 00,00 mod).

Case 21 (6) = e (x.y) XNOR key!
() = modi(a, () -key)2)
%3)" % 3) XNOR keyl
51 modi(asy)key))2)
%) = @0 (@6 Dmodp).

Case 15 0. () = e (KYXOR k2
05 = modias (1) - key) 2
4069 e (1) XOR key2
@)~ modi(g; (xy) - key2)2")
0= (@0 @@ )+ 1) modep)

Case0: g, (x)
e
531" G (53) XNOR key2




() mod((a, () - key2)2™)
%)= @ () (@) 1) modp)

Step 4: The esultfis btained nd stop the algorithm,

The hardware arhiteeture of decryption unit (DU) is simila o the structure
shown in Fig .1 except that the EPEs are replaced by decryption processing clements
(DPES) with the encrypied data s the input, The cascade architecture of the decryprion

processing clement (DPE)is shown i Fig.5.5

The architcture of DPE ©is shown in Fig 5.6, The arehitecture of DPE2 is shown
in i 5.7 1t consiss of one subtractor, one Modulo inverse operation, one mulipier and

one Mod aperstion

5.2.1. ARCHITECTURE OF DECRYPTION PROCESSING UNIT
sB
»
ax, T
a

5.5: Cascade sxchitceture of DPE

CHAPTER 6

PROPOSED CRYPTOSYSTEM

It descrbes a cryptosystem based on the use of ombined chaos and BB cqua

in addition 10 the random sequence generator for providing high secur

. The block
diagram of the proposed eryptosystem for enerypton and decryption is shown in fg..1.

this cryprosystem, for 4 given primary key p . the foot paie of the BB equation
cormesponding to each pixel ofthe image is found. Then, according 0 4 binary sequence
sencratd from a chaotic system, & mod aperation is performed on the ot par o the B

equation corresponding to ach pixel and then cach root is XOR-ed or XNOR-cd bit

Bit 10 one of the predetermined keys. Then the encrypied image again processed by
pseudorandom sequence generator 1o provide high encryption. The key is very sensitive to

initial conditons.

s EouATION

I

BBEGUATION

Fig 6.1 Proposed Secure I

e Cryprosystem

7.1.2. Simulation Result of Proposed Encryption Algorithm

cBo)

Fig.5.6: Architecture of DPE T

Fig 5.7 Architecture of DPE2

6.1. GENERATION OF PSEUDO RANDOM SEQUENCE GENERATOR

Fig.6.2:8 bit LFSR structure

The pscado random sequences are generated by Linear Fecdback Shift Register
LFSR is o shil register whose input bit s inear function ofts previous state. The most
commonly used linea function of single bitsis XOR. Thus an LESR is most oflen a shifl.
register whose input bi i driven by the exclusive-or (XOR) of some bits of the overal
Shit register value, The inital value of the LFSR is calld the seed, and becase the
operation of the register i deterministic, the stream of values produced by the registr s
completly determined by its current (or previous) stae. Likewise, because the register
has a finite number of possible staes, it must eventually enter a repeating cycle
However, an LFSR with a well-chosen feedback functon can produce a sequence of bits
Which appears random and which has a very long cycle. And also LFSR is extremely

sensitiv toinital conditions hence finding the secd is very difficult i this case

The Fig82 shows an §-bit LFSR structure used to generse a polynomial of

W41 for 8 bits Hence it can generae 256 combinations for 4 bit single

7.1.3. Simulation Result of Proposed Decryption Algorithm

Fig.7.3: Simulation Result of Proposed Encryption Algorthm

In the sbove figure b is the combinational registr used to select the Encryption
Processing Element i the encryption unit, i the plin testand pis thesecret key, key |
and ey 2 are the aditionl keys used in the encryption process. gy and iy are the
encrypted output values. All the keys used here are § bits LFSR is the foedbock shift

egister used to provide more eneryption.

7.2. SYNTHE!

RESULTS

The proposed design has been implemented on Xilinx Sparan 2E device and

simulated by Xilin 921 design tool. Therefore the device utiization summary and

be obiained

7.2.1. Power Report

7.2.1.1. Image Encryption using Transformation Algorithm

Fig7.5: Power Report of [ETA Algorithm

Figure.7.4. Simulation Result of Proposed Decryption Algorithm

I the above figure Encrypted image pixel values can be given as input
to the Decryption Unit(DU). Here qxe, qye, primary secret key p, key 1 key 2 are the
inputs 10 the DU, Output pixel values are exactly same as that of nput pixel values afier

decryption process.

. Proposed Cryptosystem based on Chaos & BB Equation

Fig.7.6: Power Report of Proposed Cryptosysiem

611, Usesin cryptography
LFSRs have long been used os peudo-random number generators or use

in stseam ciphers especially in miltary cryprography), due 1o the ease of consiruction

from  simple clectromechanicalor clectronic  circuits,  long periods,  and  very
uniformly distributed outpat streams. However, an LESR is a lincar system, leading to
fuirly casy eryptanalysis. For example, given a sutch of known plainext and
corresponding ciphertext, an attacker can intercept and recover a strech of LFSR output
strcam used in the system deseribed, and from that stretch of the oufput steam can

construct an LFSR of minimal size that simultes the imended. e

er by using
the Berlekamp-Massey algorith. This LFSR can then be fed the iterceptad stetch of

ouputstream to recover the remaining plaintext.

Xilinx, Inc. is an American technology company, which designs, develops and

products ), software design
tools, predefined system functions delivered s intellectusl property (IP) corcs, design
services, customer training, and technical support. Xlinx sels both FPGAS and CPLDs
programmable logic devices for electronic equipment manufacturers in end markets such
n

s communications, industrial, consumer, automtive and data processing The Vires

Pro, Virtex-, Virtex-5, and Virtex-6 FPGA families are paricularly focused

system-

on-chip (SOC) designers because they include up to two embedded IBM PowerPC cores.

Xilinx has offered two main FPGA familic: the high-performance Virte series and the

high-valume Spartan sies. With the inroduction of its 28 nm FPGAS in June 2010,

Xilinx replaced the high-volume Spartan family with a Kintex family and the low-cost

Arix family. The Spartan seris trgets applications with a low-power footprin, extreme
cost sensitivity and high-volume; & displays, set-top boxes, wireless routes and other
applications

The ISE Design Suite is the

tonic design automation (EDA) product
family sold by Xilinx. The ISE Design Suite fatures include design entry and synthesis
supporting Verilog or VHDL, place-and-route (PAR), completed verification and debug
using Chip Scope Pro tool, and creation of the bt files tha are used to configure the
ehip.

Xillnx is a synthesis ool which converts SchematieHDL design entry into
functionaly equivalent logic gates on Xilinx FPGA, with optimized speed & area. So,
the

aftr specifying behavioral desciption for HDL, the designer merely has 10 s
Vibrary and specify optmization citeri; and Xilinx synthesis tool dtermines the et st
1o meet the specification; Which is then converted info bitfle o be foaded onio FPGA-
PROM. Also, Xilinx 100l generates postprocess simulaion model after every
implementation step, which is used to_ functionally verfy generated net list afler
processes,like map, place & route.

The synthesis and the simulation resuls of the proposed and the existing

eryptosystems are shown below

B
7.2.2. AREA REPORT

7.2.2.1. Existing [ETA Algorithm
Design Summary

Numberof erors: 0

Number of vamings: §

Logie Uilization:

Number of 4 input LUTS: 16.0utof 13

Logic Distributi

Number of Slces containing only related logic: O outof 0 0%

Numberof Slices containing unrclated logic: O outof 0 0%
Numberofbonded I0Bs: 17 outof 510 3%
Number of Block RAM: Toutof 72 1%
Number of GCLKs: Toutof 4 2%
Number of GCLKIOBS: Loutor 4 25%

Total cquivalent gate count or design: 16,384
Addiionsl ITAG gate count for I0Bs: 864

7.2.3. Delay Report

7.23.1. Image Encryption Using Transformation Algorithm

Timing Summary:

Speed Grade: -7

Minimusm perod: 7.548ns (Masimum Frequency: 132.481MHz)
Minimum input arival time before clock: 8.535ns

Maximum output required time aftr clock: 6.216ns

Maxirmum combinatonsl path delay: No path found

Therefore the ttal delay = 2.319ms

7.2.3.2. Proposed Chaos & BB Combined Algorithm

Timing Summary:

Speed Grade: -7

Minimum perod: 2.956ns (Maximum Frequency: 338 295MH2)
Minimusm input arival time before lock: 2.948s
Maximum output required ime afte clock: 6 216ns

Maxinmum combinatonal path delay: No path found

Therefore the toral delay - 3.268ns

CHAPTER 7
RESULTS & DISCUSSION

“The simulation of this project has been done using MODELSIM 7 R2008b and
XILINX ISE 013

VLS, (ASIC]s, (FPGA)
comprehensive simulation and debug

Maodelsim is 3. simultion tool fo proy

{CPLDs, and {SoCls. Modelsim provides o

ensironment for complex ASIC snd FPGA designs. Support is provided for multple

s including Verlog. SystemVerilog, VHDL and SystemC. The Modelsim

conceptual overview is shown below,

Fig 7.1: Conceptual Overviexs of Modelsim

In ModelSim, al designs, be they VDL, Verilog, or some combination thereof
are compiled into a libary. We can start @ new simulaton in ModelSim by creating

working library called "work”, "Work” s the ibrary name used by the compile as the

default destination for compiled design unit. After creating the working library, we

compile our design units nto it
The ModelSim library format is compaible across sl supportd platforms. We

can simulate our design on any plaform ithout having to recompile your design. With

the design compiled, invoke the simulstor on a_top-level module (Verilog) or a
configuration or etiyfarchitecture pair (VDL ). Assuming the simulaton time is et o
7ex0, and enter  sun command to begin simulation. Ifthe resuls are not as expected, use
ModeISim’s robust debugeing environment o track down the ause of the problem,

3

7.1. SIMULATION RESULTS
7.

Simulation Result of Existing IETA Algorithm

Fig.7.2 Simulaton Result of IETA Alorithy

In the sbove figure input and key are the inputs snd output can be produced

. 8 bitkey
W0

7.2.2.2. Proposed Chaos & BB Combined Algorithm

Area repor

Design Summary

Numberofermors: 0

Number of warnings: 2

Logie Utilizati

Number of4input LTS Soutof 13824 1%

Logie istribution:

Number o occupied Slices: Jautor 6912 1%

Number of Slices containing only relted logic: 4 outof 4 100%

Number of Slices containing unrelated logic: ~ Ooutof 4 0%

Total Number of 4 input LUTs: S outof 13,824 1%

Number o bonded 0B outol 510

Total equivalent gate count or design: 45
Addiional JTAG gate count for10Bs: 1,632

7.3 COMPARISON
PROPOSED
IETABASED | CHAOS & BB N
SUMMARY | (ETA BAED oy 4 OF RESULTS
CRYPTOSYSTEM
POWER 48Mw 42mW 5
SPEED 2319ns 32680 40
AREA

Totl Gate Count 16384 “ 97

Table 2.Comparison between IETA based Cryptosystem and proposed Cry
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ABSTRACT

In this project, a sceure image cryptosystem based on chaos and

Brahmagupta and Bhaskara (BB) cquation is designed and its hardware

architecture are proposed. In a chao

binary sequer

pixel is XORed or XNORed bit-by-bit to one of the two predetermined keys. This
new scheme is used 10 modify the pixel values with pseudorandom sequences

enerated by linear feedback shift egister (LFSR). Based on the characteristics of

the pseudo-random, unpredictability of chaot

the iniial conditions are very high. The simulation results show that the image
encrypted by this new scheme cannot be recognized. s features are low
computational complexity, high sceurity and no distortion. In order 10 implement
the algorithm, VLSI architecture with low hardware cost, high computing speed,
and high hardware wilization cfficiency is also proposed. Further the proposed

cryptosystem is compared with the existing Image Encryption Using

Transformation Algorithm(IETA).

ce, the gray level of cach

¢ sequences, extreme sensitivity 1o

CHAPTER 9
(CONCLUSION & FUTURE WORK

I this project, we proposed a robust and efficient eryplosystem 1o transmit a
digital image in a secure way. A secure cryprosystem based on Chaos & BB equation
with pseudorandom sequence s proposed fo image cnerypion & decryption. The new
quadratic cquation based encryption & deeryption algorithm altrs the position of the
pixels by XOR and Mod operatons without changing its corelation with neighbouring
pixels. This method is highly sensiive tointial conditons. The VLSI architeetur of the
proposed cryptosystem is designed and realized using Xilinx ISE VLSI software for an
image. The proposed algorithm is highly promising for high security in real time
applications Igorith

i should be proved that this system is secure against all kinds of attacks.
Cryptanalyss of the proposed eryptosystem specifically for cipher fext attacks and
Knonen plain text atacks s to b provided.

10zurk, 1 Sogukpinar, “Analysis and comparison of image cncryption
algoritm,“Joumal of transactions on engincering, computingand. technology
December, vol. 3, 2004, p38.

BFurht and D Socek, “Multimedia security encryption techniques” [EC It
Engs. Consortium, Chicago, I, pages 335-349, 2004

Sinha, K. Singh, "A technique for image encryption using digi ta signature,”
Source:OptiesCommunications ol 218,10,2003

G. Alvarez, F. Montoya, M. Romers, and G. Pastor, "Crypianalyzing a disrete-
time chaos synchronization secure communication system,"Chaos, Solions
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Very High Speed Integrated Circuit Hardware
Description Language

122 DATA FLOW DESCRIPTIONS

Inthe data flow approach, circuits are described by indicaing how the inputs and
outputs of buil-in primitive components are connected together. Suppose we were o

lotch using VHDL
enttyltch s

port (s in it

anaoutbiv:
end latch;

architeeture datallow of ltch is

begin

in VHDL

ot & transfer of data a in programming languages. The architectur pat deseribes the
intemal operation of the desien. The scheme used (o model a VHDL design is called

Inthis 2 cerain
xents oceur and events occur at discrste instances of time. The sbove mentioned SR

lateh works with thi type of simulaion.

123, BEHAVIORAL DESCRIPTIONS
“The behavioral approach to modeling hardware componens is diffrent rom the

other two methods in that it doss not necessarly in any way reflct how the design is

implemented. Since encryption and decryption are step by step process, it necds

behavioral description in VIIDL.

A Behavioral descriptions are supported with the Process Statements. The process

sttement can sppesr in the body of an architecture declaration fust as the signsl

assignments in
onder o speciy the outputsof the process.

1.3 SOFTWARES USED

« Matah 7 R2008
« Xilinx ISE 9.2

1.4, PROJECT GOAL

The goal of the project s 1o provide a secure eryplosystem for images. A new
algorithm based on chaos and BB equation are proposed for image encrypiion and
decryption. For p VL the proposed al

and relized wsing Xilinx ISE VLSI software for hardware implementation. Finally the

proposed algorithm is compared with the existing tranformation algorithm in terma of
area, speed and pover.
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TABLE caPTION PAGE
No No
| Similarities and diffrences between chaos and I8
eryplography
2 Compurison between IETA based Cryprosystem 48

and proposed Cryposystem

which hough

like the signal, they do not

differently. Varisbles are modifed with the varable assignment.

siatements Th

ypes ofstatements used here are i, i else, forand loop.

Next are sbout the Signals and Processes. This sccton s short, but contains
important information about the use of signals in the process statement. A signal
iFanyihi

an immediate effect When a process s resumed, it exceutes from t0p 1o bottom and no

exents sre processed untl afler the process is complee.

Final Section in the behaviorsl description discusses about the Program Oupui
Mehods. In most programming langusges thee is & mechanism for printing text on the
monitr and geting input from the user through the kegboard. It can able to give output
certin information during simultion. A sandard library tha comes with every VHDL
language system. In VHDL, common code can be put in a separate il (0 be used by
many designs. This common code is called s ibrary. In order o use the library that
provides input and output capabiltes you must add the sttement use textioall;

e used 0 append cons
bit_vector, ime, integer, and rel.

it values and the value of variables and signals of the types bit,

CHAPTER 2
CRYPTOSYSTEM

21. CRYPTOSYSTEM

. Such
systems include for insiance, a system for secure electronic mail which might include
methods for  digital signatures, eryptographic hash functions, ke management

techniques, and so on

Typially, a cryplosystem consists of theee algorithms: one for key generation,

one for encryption, nd one or decryption.

2.2. CRYPTOGRAPHY

Cryptogmap [ the presence
of thind partes generall, it i reated to various aspects in information security such as
data confidentiality, data integity, and autheniication. Applications of cryplography

2.3. FUNDAMENTALS OF CRYPTOLOGY

“The basic idea of neryption s to moify the message in such a way that s content
can be reconstructed only by  legal recipient. A discrete-valued eryplosystem can be
Characterized by

« asetofpossible lainexts, P

« aset ofpossible ciphertents, C

« asetofpossible cipherkeys, K

« aset afpossible ncrypion and decryption ransformations, E and D

For cach key, k € K, there exists an cncryption function (k) € E and a
coresponding decrypiion function d(k) € D, such that for each plaintext p € P the

conditon for unique decoding. d(k, ek p) = . i stisfied

CHAPTER 1
INTRODUCTION

sjor
are growing due 10 the rampant legal data access. To profectthe valuable information in
many applications ke medical imaging, miliary image datsbase, communications and
confidental video conferencing, there is & need to sccure the images by the use of
eneryption and decrypiion algorithms. In such ascenario, (o avoid information leakage (0
ot actve and passve atackers, encrypiion of the medical images is very importan, The
Sensiivity to initial conditions and control parameters has led to the development of

haos-based encryption and decryption algoriths.

The use of ehaoti signal for sceus

duta transmission has seen 4 significant
rowth in developing chaos-based encrypiion and decrypiion algorithms. However, a
number of chaos-based algorithms have been shown to be insecure. A modified chaotic
ey based algorithm with increased key size is developed in for improved security and
VLSI architecture of it is developed and realized using Xilinx ISE VLST software. A
cryprosystem based on Brahmagupta-Bhaskara (BB) equation was vulnerable 10 known

ks Equation-based n itis possible to

develop algorithms with high sccuriy.

Hence, in this project based on chaos and the BB equation, new algorithms are
developed for image encryption and decrypiion. Furthr, the hardware implementation
and VLS architcetures of the proposed algorithms are developed and realized using
Xilinx ISE VLSI software. Furthermore, the proposed algorith s compared with the
existng IETA algorithm in terms of arca, speed and pover.

1.2, INTRODUCTION TO VHDL

VHDL s an scronyem which stands for VHISIC Hardware Description Language.
'VHSIC is yet another acronym which stands for Very High Specd Integrated Circuis. It
is being used for documentation, verification, and synthesis of large digital designs
VHDL is a standard (VHDL-1076) developed by IEEE. The diffrent approaches in
VHDL are sructural, data 1

1 STRUCTURAL DESCRIPTIONS.

The stru

ol v
VHDL design is considered a Block (Buikding Blocks), A VHDL design may be

orit may I blocks. Each
block in VHDL is analogous to an off-the-shelf part and is called an enity. The enti

descrbes the interfce 1o that block and & separate part associated with the catity
dese

.« how that lock operats. The interfce descripton is like a i deseiption in o
data book, specifing the inputs and outputs o he block.
“The followsing is an cxample of an enity declaraton in VHDL

entity latehis

port (s, inbit,
ang: out by,
end lah;
The frst line indicates a definition of a e entty, whose name is atch. The last

Tine marks the nd ofthe definition. The inesin between, calld the poreclause, describe
the interiace 10 the design. The port clause contains a list of iterfoce declrations. Each

interfuce declration

s one or more signals that are inputs or outputs to the design,
Each interface declaration contains  lst of names, a mode, and a typ.
“The following is an example of an architecture declaraion fo the laich enity.

Architeture datalow of latch i

L p—

“The securiy of  cryprosystem usully refis on the ey only.In ther words, it is
assumed that the oppoent knows the structure of the encryption system, has the
ciphering algorithm, and has access 10 the transmission channel 1o obiain an arbitrary
Segment of the ciphertext ¢

A good cipher should have strong abilty to
and atacks that try to

hstand all kinds of crypianalysis

5.2 good messure ofthe performance of a cryptosystem; thus, i i offen used to evaluate
cryptosysiems

2.4. MODERN CRYPTOGRAPHY
2.4.1. SYMMETRIC-KEY CRYPTOGRAPHY

SymmetricAey crypogrphy refers 1o encrypion methods i which both e

sender and receiver share the same key

The Data Encryption Standard (DES) and the Advanced Encrypion Standard
(AES) are block cipher designs which have been designated cryptography standards by
the US goverment, Despite its deprecation as an offcial standard, DES remains quite
popular; it is used across a wide range of appliations, rom ATM encryption 10 e-mail
privacy and secure remote access

24.2. PUBLIC-KEY CRYPTOGRAPHY

In public-key cryptosystems, the public key may be freely distibuted, while ts
paired private key must remain sret. In a publc-key encryption system, the public key

prion. m

2,6.5al

nt Features of Image Encryption

Unlike text messages, image data have special features such as igh redundaney
and bigh corelation among pixels, not 1o mention that they usually are huge o size,
‘which together make raditional encryption methods difficult 1o apply and slow to

process. Sometimes image applications also have their own requirements like real-time

procesi

fdelity reservation, image format consistency, and data compression for
transmission. Simultaneous fulfillments of these requirements, alongwith high security

One example i the case where one needs to manage both cncrypton and
‘compresson. In doing so, f an image i 1o be encrypted afer s format s converted, say
from a TIFF fle 0 @ GIF fle, ncrypion has to be implemented before compression
However, a conventional enerypted image has very ltl compressibiliy. O the other
hand, compression will make a correct and loss-less decipher impossible, paticolarly
when a highly secure image encrypiion scheme s used. This conflct between the

The sali

i Features of image encryption may be summarized s ollows:
« High redundancy and large size generally make encrypted image data vulnerable
o attacks via cryptanalysis. Due t is size, the opponen can gain cnough cipher
fext samples (even from one picture) for statistical snalysis, Meanwhile, since
duta in images have high redundancy, adjacent pixcls likely have similar

wrayscale values, o

s locks have similar patterns, which usually embed the
image withcerain pattems that result i secre lakage.

« Image data have strong correltions among adjacent pisels, which makes fast
data-shufing quite diffcult, Statstcal analysis on large numbers of images
shows that averagely adjacent § 10 16 pixcls are comrelative in the horizontal,

and also diagonal

eetions for both natural and computer-graphical

images. Accoding to Shannon’s information theory, a secure. cryplosystem

"

1.1. OVERVIEW OF THE PROJECT

for spiion is
shown in Figure 11 fora given primary key p.

BB equation coresponding o each pixel of the image is found. Then, according to a
binary sequence generated from a chaotic system, a mod oper

fon is performed on the

oot pair of the BB equation corresponding 1o cach pixel and then cach root is XORed or

XNORed bit-bybit 1o o of the precetermined keys.

BB equation root
of the
ages

p:
Im;

Chaotic binary.
sequence

Encrypted
Image

generator

Decrypted BB
equation root pair
of the Tmages

Decrypted Image

Fig 11 Project flow

a0<=s nor g0;
a==ng;
4
end datalow:

“The first line of the declaration indicates that this s the definition of a new
d it belongs ltch

lateh cntity. The schemt shibe

Fig 1.2:Schematic SR Latch
We can specify the same connestions that occur in the schematic using VHDL
withthe following architecture declarstion
Architeeture sructure of latch is
component nor_gate
port (a:inbi; c: ut i)
end component;
begin
i nor_gate
port map (rnq.a).
2 nor_gate
port map (sqna):
end structure;
The lines between th first and the keyword A

Vit of componeats and there connections in any language s sometimes called a netlist
“The structural description of a design in VHDL is one of many means of specifying
netlists.

25. CRYPTANALYSIS

a the study of
of encrypted information without access to the key normally required to do so; i, it is

The gosl of cryptanslysis is to find some weskness or insceurity in @

cryprographic scheme, thus permittng its subversion of evasion.

Accorting 1o the method of the opponent’s access (o additional information,
attacks on a cryptosystem may b classfied ino four lasses

+ Ciphertext-only attack: Opponcat has sccess to communication channel and can

eavesdrop some segments of the ciphertext, encrypted by a certain key. The task of the
opponent i 10 reveal as much plaintext as possible, and even to be able to deduce the
cipher key.

the appone:
Knows also an associated piece of plaintext. The task of the opponent s then o deduce
the cipher key.

+ Chosen-plaintext attack: The opporent not only has acces (o some segments of the
cipher and the plaintext, but aso can choose plain

Xt 0 encrypt and accordingly gets

some corresponding ciphertext that he wants for comparison. This kind of atack is more

intensive than the knownplaintextstack.

* Chosen-ciphertext attack: The opponent can choose different segments of the

ciphertext and accordingly g ts cortesponding plaintext
Apart from the aforementioned. typica attacks,

there is 2 type of attack named

exhaustive key scarch, which tris all possibiiies for the key in the keyspace 1o

plain message. I this
exhaustive searching works uite well, given the availabliy of supercomputing power
today. 1t should be emphasized that any encryption algorithm, tadiional or chaos-based,

should ulfill & condition on the information entropyE(PC) = E(P) where P
stands for plain message and C for ciphered message; tha i, the ciphered (.
encrypted) image should not provide any information about the plin image. To
meet this requirement, therefore, the ciphered image should be presented as
fandomly a5 possible. Since & uniformly distrbuted message source has o
maximum wncertainty, an ideal cipher image should have an equilibrium
histogram, and any two adjacent pixels should be uncorelated statistically. This

‘ol is ot casy 0 achieve under oly a e rounds of permutation and diffsion.

« Huge size image data also makes real-time cneryption difficull. Compared with
texts, image data capacity is horrendously large. For example, a common 24t
rue-color image of $12-pixel height and S12-pixel widih occupies 512  S12
2418 = 768 KB in space. Thus, a one-second motion picture will reach up o about
19 MB. Real

ime processing constaints are oflen required for imaging
applications, such as video conferencing, image surveillsnce, and so on. Vast
amounts of image data put a grest burden on the encoding and decoding
processes. Encryption during or after the encoding phase, and decryption during.
or after the decoding phase, will agaravate the problem. If an encryption
algorithm runs very slowly, even with high securty, it would have lte practcal
value for realtime. imaging spplications. That s the reason why curent
DES, IDEA, and RSA for

his consideration

In almst al case, the data are compressed before they are stored or transmited

due 1o the huge amount of image data and their very high redundancy. Thus,

dirtly incorporating sccurity requirements in the data compression system is &

while reducing the computational cost without downgrading the compression
performance.



« In image usage, fle format conversion is  frequent operation. It s desrable that
image encryption not affect such an operation. Thus, directy treating image data
s ondinary data for encrypion will make file format conversion impossibe. In

this scenario, content encrypi

Where only the image data are e

rypied,
Teaving il header and control information unenerypied, i prferable.

« Human vision has high robustness 1o image degradation and noise. Only

protecton. However, conventional cryptography treatsall image data bits equaly

encrypt il of them, which has ofen proved unnecessary.

«In terms of security, image data are not as sensitve as text information, Security
of images is argely determined by the real sitation in an application. Usualy,
the value of the image information is relatively low, cxcept in some specific
stuations like miliary snd espionage. applications or video conferencing in

business. A very expensive attack of encrypted median data s generally not

worhwhile. In pracics, many image applicaions do not hase very srct security

requirements. Under certain circumstances, protection of the fidelity of an image

Currently, there dos ot scem 10 be any image encryption algorithm that can
Sl all the aforementioned specifications and. requirements. Chaos-hased image

pi promising. partially flfl many
of these requirements and demonstrate superiorty over the conventional encryption
o  Nexiviley.
1

A somewhat diferent chaos-based image encryption method was proposed in
that makes use of the SCAN language. Through substtution of cach pixel based on an
‘addiive noise vector and seramble scanning patterns, an image can be encrypled and
‘compressed simulianeously. The idea seems to be quie good, but it was poinied out in
[17) that this method is weak against exhausive key searching and chosen-plainext
attacks. In another image compression and encryption algorithm s proposed based on

the losslss quadiree image compression scheme. The quadisee data structur is used to
representthe

eneryption. Also i Jgorthm were tested and .
which b ack, d chosen-

plaintext attack.

In onder to speed up encryption processes s as o make them feasible for real-
ime applications, most ofthe existing schemes follow the idea of selecive encryption.
Actually, according to Shannon's theory, both encryption and compression ar processes
Of redundancy reduction, but their purposes are different Several partial encryption
schemes were provided. It was reported tha by a patil encryption,anly 13% 0 27% of
the output from a quadiree compression algorithm is encrypted for a typical image, and
less than 2% is encrypted for @ S12<512 image compressed by set-pationing in the
hieraehical trces algorithm. There are also several proposed schemes that consider

matching the compatibility to curtent international standards. Si

& many inermational
standards on videos and images use block-based discrete cosine transform (DCT),
including the familiar JPEG, MPEG-1, MPEG-2, H.261, and H263 formas, the current
research has been concentrated on selective encryptions within the framework of DCT.
However, with the emergence of MPEG-4 and JPEG-2000, research emphsis may soon

To achieve high encryption speed, in the carly stage some clementary
cryptographic. methods using random permutation lsts were suggesied. Since the

operstons sre simple, the encryption does not require high computatonsl cost. The

CHAPTER 3
LITERATURE SURVEY

Aloka Sinha and Kehar Singh (18] ave proposed new technique fo enerypt an
image for secur image tansmisson The digital ignature of e oigina image s dded
1o the encoded version of the original image. Image encoding is done by using
appropriate emor ontrol code, such as a Bose-Chaudhuri Hochquengherm (BCH) code.

L aer the image,
verfy the suthenticty of he image.

S.5. Maniccam and N.G. Bourbakis (19] have presented a new methodology
which performs both lossless compression and eneryption of binary and gray-scale

imnsges. (CAN pattems generated

by the SCAN methodology. The SCAN is a formal language-based two-dimensional

Scaning paths o space filing curves.

Chin-Chen Chang, Min-Shian Hwang, and Tung Shou Chen [20] use one of the
popular image compression. techniques, vector quantization to design an clficient
cryptosystem for images. The scheme is based on vector quantization (VQ),
cryptography, and other number theorems.In VOQ, the images are first decomposed into
vectors and then sequentially encaded vector by vector. Then traditional cryprosystems
from commercial applicaions can be used.

Jiun-ln Guo and Jui-Cheng Yen [21] have presented an effcient miscor-like
fmage encryption slgorithm, Based on a binary sequence generated from & chaotic
system, an image is serambled according to the algorithm. This algorithm consists of 7

Steps Step-1 determines a 1-D chaote system and it ini

point x(0) and sets k= 0.
Step-2 generates the chaotic sequence from the chaotc system,

Step-3 generates binary sequence ffom chaoic system.

Steps45,6,a0d 7 =

sequence.

Gray-level viual eryptography method fist trsnsforms the gray-level image into
4 halflone image and then generates two. transparencics of visual cryplography.
Obuiously, we indeed cannot detect any information about he secte image from the two
sharing transparencies individually, but when stacking them together, the result clarly
shows the seeret image Method 1 uses four halflone images, cyan, magenta,yellow and
black, 1o share the secret image. The codes of the four sharing images are fully
disordered, and we cannot perceive any clue of the orginal secret image from any single
sharing image. Melhod 2 reduces the inconvenicnce of Method | and requires only twa
sharing images 1o encrypt a secret image. However, afier stacking the sharing images
enerated by Method 2, the range of color contrast will be 25% of that of he original

image. Method 3 loses less image contast, which is beter than Method 2

In eryptography, ICE. (Information Concealment Enging) is a block cipher
published by Kuean in 197, The algorithm is similar in structure 1o DES, but with the

i functon. bit
permutaton is implemented efficently in software. The ICE algorthm is not subjct (0
patents, and the souree code has been placed ino the public domain.The ICE algorthm
s designed for use in software applications. Those applications horwever are slow duc
10 the use of modular arithmetic [25]. So the need for faster implementations i greal
That can be achieved through hardware implementations. Considering the fact that
hardware implementations are generally faster and more Ease of Use reliable than

The system operates for the both eneryption and decryption processes and has
been optimized for low

riware. resources and for high-specd performance. The
proposed architecture has very encouraging performance fesult in terms of speed and
hroughput. This makes the design very useful in current application that se DES as the

base of s cryptographic prtocol [25),

2.7. Existing Image Eneryption Schemes

Inorder

o inspire the development of beter chaotc ciphers, tis review is not only intended for
haos-based methods, butis also meant for understanding image eneryption technology
in general. Image encryption lgorithms, which can be classified with respect o the
approach in constructing the scheme, are divided ino two roups here: chaos- based
methods and non-<haos-based methods. Image cneryption also can be divided into full
encryption and patial eneryption (also clled seective encryption) according 10 the
percentage of the data encrypted. Morsover, they can be classfied into compression-
‘combined methads and non compression methods.

Some existing proposals of chaos-based. image eneryption algorithms are noww
introduced. hemes based.

proposed. By using 4 discrtized chaotic map, pixels in an image are permuted in
shufling afler several rounds of operations. Between every two adjocent rounds of
permutaions, @ diffusion process s performed, which can significantly change the
distribution of the image histogram that makes statistcal atack infeasible. Empircal

map and cat map
are good candidates for ths kind of image cncryption. The aforementioned schermes are
block ciphe
processing. Howener,

1. they have some prominent merits, including high security and fist

lile compresibility and is unable o abide any lossy compression (¢ JPEG). To
alleiate the conflit between compressibility and encryption, several suggestions of
combining compression and encryption have been proposed. The so-called MHT scheme
was proposed that encrypts image via a manipulation of Huffman coding tables i the

The MHT Huflman tsbles from &
large number of possible candidates, and uses them alfematively to encode the image

data the order

the k. a overhead and
can be applied 10 MPEG and JPEG/IPEG 2000, but it canno esist chosen-plaintext
atack,

28, Chaos-Based Encryption Schemes

A great deal o ¥
i the Iast decade. Early works on chaos in cryptography were connected with ncryptng
messages through modulation of chaotic orbits of continuous-time dynamicl systems.
These methods are strongly relaed o the concept of synchronization of two chaotic

systems and to chaos control. Several different ways have been proposcd to achicve

ehaoic systems, information on a hy
signa.

The following technical problems were listed n

It difiult to determine the synchronizaton time; therefor, the message during the

Isansientperiod willbe lost,sometimes cause firly long transient times.

* Noise throughout the transmission significantly affcts he itended synchronizaiion
“This means the synchronization noise intensity should be small compared to the signal

level, or the desired synchronization will not be achieved.

+ Technically, it is difficul to implement two well-matched analog chaatic systems,
Wwhich are required in synchronization, and i this is not required (1., with cerain
robustness) then the opponent can also easily achieve the same sy

ehronization for

attack. In contrast o synehronization-based techniques, a direct application of a chaotic
transformation to a plaintext,or applying @ chaotc signa in the design of an encryption
algorithm, seems to b a more promising approsch.

The sensitivity to_inital conditions and. parameters ss well as the mixing

(ergodicity) characteristes of chaos are very benefcial 1o eryplosysems. The main

ifference i that cryptosystems are operated on a fnie set of integers, while chaotic
maps are defined on an infinite set of real numbers. Therefore, how to merge these two
Kinds of systems so as 1o take advantage of the good propertics of chaos is worhy of

further exploration.

Jui-Cheng Yen and Jiun-in Guo (2] have proposed a new image encryption
heme based on a ch I their method, s

. It s used 10 e
an image'spixels are resrranged. This algorithm has fourstps.

Step-1 determines a chaotic system and i intal point x(0), row size M and column size
N of the image f, iteration nusmber no, and constants a, ) and t used fo determine the
rotation number.

Step-2 generates the chaotic sequence from the chaotc system

Step-3 genertes the binary sequence.

ROLR}™ -

i et ot cxch i i e o in £0

Tequals 0or Lequals 1
ROUD™ .1 = /s efined 1o rotate each pixel in the ith column in £,0 < <N
ER 1 cquals 1

ROU

7= is defined to rotte cach pixe at posiion (x) n the image {
such that xty=k, 0.k £ M+ N -2, i the upper-sight diretion p pixls i is equal 0
1 orin the lower-left direction p pixcls if i equal 0.0,

Shuqun Zhang snd Mohammad A. Karim

3] have proposed a new method to

enerypt color images using cxisting optical cncryption systems for gray-scale mages

“The color images are converted o thet ndexed image formats before they are encoded.
I the encoding subsystem, image i encoded to sarionary white nose with two random
‘hase masks, one in th input plane and the othe i the Fourir plane. At the decryption
end, the color images are recovered by converting the decrypted indexed images back to

their RGB (Red-Green-Blue) formais. The  proposed single-channel color image

Visual cryptograp human

images. It needs neither cryplography knowledge nor complex computaion. For securty

individusl over images. Young-Chang Hos [24] have proposed thrce methods for visusl

eryptography.

ICE is a Fiste network witha block size of 64 bit. The standard ICE algorithm
takes @ 64-bit key and has 16 rounds. A fast variant, Thin-ICE, uses only § rounds. An
‘open-ended variant ICE-n,uses 16 rounds with 64 bit key. They described an atack on
Thin-ICE which recavers the scret key using 223 chosen plaitexts with a 25%

probbilty. 1 227 chosen plaintexts sre used, the probabilty can be improved to 95%.

For the standard version of ICE, an atack on 15 out of 16 rounds was found, requirng
256 work and at most 256 chosen plantexts

ICE i a standard Feistel block cipher [25] with a strueture snila (0 DES. It skes
2 64-bit plaintext, which is split o two 32-bit halves. In each round of the slgorithm the
right bl and a 60-bit subkeys are fed nto the function F. The output o F is XORed with
he Ief half, and then the halves are swapped. This s the Transformation Round of the

ICE algorithn. for 16 ounds, swap i

The advantages of Feisel sructure are one-to- one mapping between plaintext

and cipher text, which s necessary for a cipher to be decrypiable. Secondly, Feisel

ciphers have been publicly cryptanslysed for more than two decades, and no systematic

Wweakness has been uncovered. And finally, Feisel ciphers are reasonably fast and simple

1o implement in sof for ICE.

. Basic Features of Chaos

Chaos is a ubiquitous phenomenon existng in deterministic nonlinear systems

that exhibit extreme sensitivity to initial conditions and have random like behaviors.
Since s discovery by Baward N. Loren in 1963, chaos theory has become a branch of
scientifc studis today. Since discrete chaotic dynamic systems (.., maps) are used in

cryptography, this notion s briely introduced.

Def

i of diserete chaos
There are several definitions of chaos, which are similar but are actually not

cquivalent.

For simpliity, one-dimensional maps are discussed. Consider a discrte dynamical

system i the general form of

=l [:—1 nel
= o), o
! m
1=[0.1).
e chaote b fllowing condiions ar s
1. Seniive ol coniions
35> 0% e Le>03nc N el
Jro—anl << = Lf(en)— ()l > . o
2 Topological anstiy:
L e T
®

3. Densiyof peroic o in
s,
Pe{petneN: ) =5}
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2.9. CHAOS-BASED IMAGE ENCRYPTION

Chaos is a ubiquitous phenomenon existing in deterministic nonlincar systems

1 conditions and have randors ke behaviors. The
9
Characteristies of chaos are very beneficial o eryptosystems. The main difference is that

hat exbibit extreme sensiivity to

sensitiviy 10 intal conditions and parameters as well as the mixing (erzodi

cryptosystems are operated on a finte set of integers, while chaotic maps are defined on
an infinite set ofreal numbers. Therefore, how 0 merge these two kinds ofsystems so as

Many chaos-based encryption schemes have been praposed, and some of them
have been extended fom ext encryption to image encryption. A direct extension of a
chaos-based text encryption scheme (o alsa work for images is possible, but this simple

modification may ot provide an cfici

1 solution to these image encryption problems.
Image encryption has s own specifcations such as encryption speed. compatbiliy to
image format and compression standards, and real-ime implementation, thercfore it
requires a special design of the cncryption algoith,

A Key-based algorithim (C prone

The algorithm fist gencrates a fime seres bascd an a chaotic map, and then uses it to

ereate a binary sequence as 4 key. According o the binary sequence generated, image
1d XOR or XNOR operated Key. This method i

very simple but has defectsin Sccurity. This method i very weak o the chosen/known-

plaintext atack with only one plain image. Morcover, it sccuriy to bute-foce attck is
also questionble.

2.10. BB EQUATION OVERVIEW

“The Brahmagupta- Bhaskara (BB) cqu:

fon is & Quadraic Diophantine equation

ofthe form NX + k=¥ Where k is an integer and N_is a postive ineger such that V0
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CHAPTER 4
IMAGE ENCRYPTION USING TRANSFORMATION ALGORITHM

In mostof the natural images, the values of the neighboring pixels are srongly
cormelated (1. the value of any iven pixel can be reasonably predicted rom the values
ofits neighbors) . In order o disipate the high correlation among pixels and increase the

entropy value, we propose a transformaion algorithm that divides the image into blocks

i By using
the corelaton and entropy as a measure of security, this process results i 3 lower
correlation, a higher entropy valus and thus improving the sccurity level of the enerypied
ianages. The variable secret key of the transformation procss is the main key is used to

incease the oty
4. DESCRIPTION OF THE TRANSFORMATION ALGORITHM
The onsormaton echique works s fllows

The orgnal inage s divided into a andom number of blocks tht e then

shuffled within the image. The generaed (or transformed) image is then fed 1o the

Jgorithm. The main idea s th .

blocks. The intellgible information present in an

sage is due o the correlation among

be reduced
by decreasing the coreltion among the image clements using cerain transformation

techniques.

The sceret key of this approsch is used to determine the seed. The secd plays &
main role in building the transformation table, which is then used 1o generate the
transformed image with different random number of block sizes. The transformation
process refers to the aperation of dividing and replacing an arrangement of he original

imageThe

4.2. ALGORITHM FOR CREATING TRANSFORMATION TABLE
1 Load Image

2 Inputkey

3 Randomize )

3.1: HorizontalNoBlocks

andomNum between

(LowerHorizontalNoBlocks and ImageWidth)
3.2: VerticalNoBlocks = RandomNum betwee
(LowerVerticalNoBlocks and ImageHeight)
4 NoBlocks = HorizontaINoBlocks * VerticalNoBlocks
END CREATE_TRANSFORMATION_TABLE,
Input: Original Image
Output: Transformtion table

43. ALGORITHM FOR PERFORMING TRANSFORMATION
1 For 1= 0 to NoBlocks -1

1.1: Get the new location of block from the transformaton table

1.2: Do XOR operation between & key and a value from the new location

13: Set block Tin s new location

END PERFORM_TRANSFORMATION

Input: Oiginal Image, a sting key and Transformation table

Output: Transformed Image.

 For ex, i the input pixel value i FF, then fom the transformation tabe the value

© Aler transforming, the tansformed image can be encrypied by doing XOR
operation with the key.

283, Relationships Between Chaos and Cryptography.

The similaites and differences between the two subjects can be.shown in
“Table 1. Chaotic maps and eryplographic algorithms have some similar properties: both
are sensitive 1o tiny changes in nitial conditions and parameters; both have random like

while chaotic maps spread & small region of data over the cntire phase space
iteations. The only differnce in this regard is that encryption operations are defined on
finite setsof integers while chaos is defined on real numbers,

284, Chaos for Cryptography.
M0 is naural to apply the diserte chaos theory to cryptography fo the following

“The property of senitve dependence of orbits on iniial condiions makes the nature of

encrypiion very Suppose that one has the
scheme
Chaotic ystems Cryptographic algorithms
Terations
Parameters
Sens
Parameters

“Table 1. Simarities and dierences between chaos and crypiography.

s

is imational. A partcular case of the BB equation with k = 1 is also known as Pell

quation. This cquation in the Galois Ficld GF(p), has some uscful propertcs.
Application of these propertis in two differnt fields of cryptography, namely, digital
encryption and user authentication. For those applications, where software computation
of the roots of the BB equation is unaccepiable for being 100 slow, @ hardware
architecure for using the BB equation in GF( p ) is given that is useful for
implementaion in VLSI form.

2.10.1. APPLICATION OF BB EQUATION IN CRYPTOGRAPHY
“The BB-cqustion in Galais Field GF() can b witin s,

[0+ 1= 0y a
whete p 5 an odd prime.The alternativ rpresntation of BB equstion in GF () can be

(09D @
= (5" and the subscriptp sands for modulo operation by p

where g,

on the argument values of the expressions. The applicaion of the BB equation for
encryption depends on th following two propertis.

1. Given n and p, with por=0, it is always possible o obiain q, and g, comresponding to
the roots of the BB cquation (nx” + 1= ().

o itis
always possible to compute uniquely, the corresponding value of n , only with the
Knowledze ofp.

2. Given g, and g, cortesponding to any rootof the BB equation (1’ + 1p

“The enerypron pracess based on the BB equation s s follows.
1

2 Key used plaintextina
block.
3. “The ciphertext corresponding (o 1 s the pair (4.4, ) of the corresponding BB

equation.

pixels.
size should be small, because fewer pixels keep their neighbors. In this case, the
correlation will be decreased and thus it becomes difficult o predict the value of any
aiven pixel from the values ofis neighbors. At the receiver side, the orginal image can
e obtained by the inverse transformaion o the blocks. A gencral block diagram of the
transformation method i shown in Fig 4.1

TRANSFORMATION KEY
PROC
ENCRYPTION
PROCESS

CIPHERED
IMAGE.

Fig 4.1 General block diagram of he transformation algorithm

CHAPTER 5
ENCRYPTION & DECRYPTION ALGORITHM

5.1. Proposed Algorithm For Encryption

“The propased encryption lgorithm s s follows.

Step 15 Choose P, key | and key 2 and st 0.

Step2:C) 3
% (MN/16-1) using cq.(1) and then excate b (0),5 (1), b Q) .. b (MN-1) from
N X (1, X (21, XOMNVIG - 1) by the generating scheme such that b(32140), b32i+
1) B(32i+ 29) b3 30) b32i+ 31) i the binary representation of x (i) for i =0, 1,
2, (MNII6-1)

Step 35 For x=0 10 M1
Fory=0t0N- I;

obtin q.(x3). g(xy) for chosen p and given M, y ) from the solution of the BB
equation,

Switch (28b) b +1))
Case 3 quc (1) = mod (as () + keyl). 20-)
e (490 = G (53) XOR eyl
utxy) = mod ((g0xy) + ey, 20-1)

e (5, 9) = e (0)XOR keyl

Case 2 ulxy) = modl(g, (xy) +heyl), 20-1)
ul%3) = GulX.y) XNOR keyl
uly) = mod ((gy) ey,

%) = e (5.9) XNOR eyl




Case 1:gud9) = mod(g, (1) + k), 2
5) = Q) XOR key?
(5) = mod (@) key2), 20-1)
G 3) @ (5.Y) XOR key2

Case 0 gl ) = mod (( 5 (5, 3) Hkey2), 2nel)

sy = auey

) = mod ((a(x ) ), 20)

XNOR key

)= e (X.y) XNOR key2
jmiva

End

End

Step 4: The result G (%) e (1) is obained and stop the algorthn.

The proposed VL

HLarchitecturs have two key modules, one for the ge
haoti bits (CB), and the other for encryption or decryption. The architecture of the
ehaoc bits (CB)

enerypiion or des

cnertar is 32, The concept of paralelprocessing s adopied so that the

yption of 16 data alues can be performed at the same time. Fig 5.1

shows the »
one 32 bt parallel-in and EPE

The hardware architecture of decryption it (DU is simila (0 the siucture shown in
Fig 5.1 except tha the EPES ar replaced by decryption processing elements (DPES) with

the encrypted data asthe input.

5.1.1. ARCHITECTURE OF ENCRYPTION PROCESSING UNIT
)

o

Fig 5.4, Architecture of EPE2

1.1, Uses in cryptography
LFSRs have long. been used os pseudo-andom number generators for use

in srcam ciphers especially i millary cryptography), due to the case of consiuction

from  simple lectromechanical o clectronic circuits,  long periods,  and  very

uniformly distebuted output streams. However, an LFSR is a lincar system, leading t0

fairly easy eryptanalysis. For example, given a siech of known plaintext and
cormesponding ciphertext, an attacker can intercept and recover a sircch of LFSR output

sream used in the system deseribed, and from that stretch of the output Steam ¢

construct an LFSR of minimal size that simultes the inended. receiver by using

the Berlekamp-Massey algorithm. This LESR can then be fed the intercepted sietch of

outputsteam to ecover the remining plaintext,

Xillnx, In. is an American technology company, which designs, develops and

markers programmable logic products ineluding integrated cireuis (1C5), software design

tools, predefined system functions delvered as intellectual property (IP) core, design
services, customer taining, and technical support. Xilinx sels both FPGAS and CPLD
programmable lgic devices for electrnic cquipment manufocturers in end markets such

. industia, consumer, sutomative and dat oy

as communication ing The VirtesI1

Pro, Virtex-, Virtex-5, and Virtex-6 FPGA familis &
on-chip (SOC) designers because they include up to two embedded IBM PowerPC cores

partculary focused on system-

Xilinx has offeed two main FPGA families: the high-performance Virtex series and the

high-volume Spartan seies. With the introduction of s 28 nm FPGAS in June 2010,

Xilinx replaced the high-volume Spartan family with a Kintex fumily and the low-cost
Actix Faily. The Spartan seris targets applications with a low-power footpin, extreme
cost sensitivity and high-volume; e.g. displays, set-top boxes, wirless routes and other
applcations.

The

ISE Design Suite i the central electronic design automation (EDA) product
family sold by Xilinx. The ISE Design Suite features include design entry and synthesis
and-oute (PAR),

supporing Verilog or VHDL, pla ompleted verfication and debug

using Chip Scope Pro tools, and creation of the bt files that are used to configure the
ehip.

Xillnx is a synihesis ool which converts Schematic/HDL design entry o
functionaly cquivalent logic gates on Xilinx FPGA, with aptimized specd & arca. So,
afer specifying behavioral descripton for HDL, the designer mercly has to select the
Hibray and specify optimization eiteri; and Xilinx synthesis tool dtermines the net st
1o meet the specification which is then converted into bitfle to be loadsd onto FPGA-
PROM. Also, Xilinx tool generates post-process simulation model sfter cvery
implementation step, which is used o functionally verify generated net st aflr
processes,like map, place & route.

The synthesis and the simulation results of the proposed and the existing

eryprosystems are shown below

Parallelin

on »
m_, gre(0)
je(0)

e = qre(14)
rap———=3 e [ oy
P s 1 0

H e(s)

Fig 5.1, Architecture of the eneryption uit

The cascade architecture of the encryption processing element (EPE) s shown in

Fig.5.2. The architecure of EPE 1 is shown n Fig.53. It consists of three muliplies, one

adder, two Mod operations and one comparstor. The architecture of EPE2 is shown in
Fig 5.4, 1 consists of four data muliplexers, two adders, two XOR gates, two MOD.
operations, nd two inverters, four parale-to-seril converters, and two seial-to parallel

. Proposed Algorithm For Deeryption

Steps 1 and 2 are the same s in the above encryption algorthm. Sips 3 and 4 for the

decrypion are as follows.

Stp3: Forx-0to M-I
Fory =011

Switch 27b()) + bj+1)

Case 31 G ()= G (3)XOR hey!
25 = modge () ey 2"
4 (59 e (s)XOR keyl
009) = mod(g,(xyhey.2")
)= 60 )"0 o).

Case 20, (4) = G (%) XNOR keyl
() = modi(as () ey .2
453)" Guls 3) XNOR keyl

000 modi(axy)key)2)

3= @ (@ 0 Dmodp).

Case 15 g, (1) = g (x)XOR key2
0 6) = mod(g (k) - keyD)2™)

(531" e () XOR ke
531 modi(g, (1) - key2)2")
8,9 = @ 0 (@ - 1) modp)

Case 05 g, (1) = G () XNOR key2
ux3) = modi(g, (x3) - key2")
063)" G (63) XNOR key2

CHAPTER 7
RESULTS & DISCUSSION

The simulation of this project has been done using MODELSIM 7 R2008b and
XILINX ISE 0.1

{ASICIs, {FPGAJS,

{CPLD}s, and (SoC}s. Modelsim provides a comprehensive simulation and debug

Modelsim s . simulation tool for programming {VLS]

environment for complex ASIC and FPGA designs. Support is provided for multple
languages. including Verilog, SystemVerilog, VHDL and SystemC. The Modelsim

conceptual overview is shown below,

Debug resus

Fig 7.1 Conceptual Overview of Modelsim

In ModelSim, all designs, be they VHDL, Verilog, o some combination thercof,

We can stat @ new simulation in ModelSim by creatng a

are compled into a library
working library called "work”, "Work" s the ibrary name used by the compile as the
default destnation for compiled design units. After creaing the working library, e
compile ur design unis into i

“The Modelim library format is compatble across al supported platforms. We

an simulate our design on any plaform without having to recompile your design. With

the design compiled, invoke the simulator on 4 top-level module (Verilog) or a
configuration or entity/architecture pair (VIDL). Assuming the simulaton tme is set o
2610, and enter  run command ta begin simulation.1fthe resulisare not a5 expected, use

ModeISim's robust debugging environment o track dorwn the cause of the problem,

3

IMULATION RESULTS

nulation Result of Existing IETA Algorithm

2: Simulation Result of [ETA Algorithm

In the sbove Hgure inpot and key are the inpus and output can be produced

he alue of 8 bit key.

00)- modi(g, () - ey

%)= @ () (@) 1) mod(p)

Step 4: The esultfis btained nd stop the algorihm,

The hardware arhitecture of decryption unit (DU) is simila o the structure
shown in Fig5.1 except that the EPEs are replaced by decryption processing clements

ceture of the decryprion

(DPES) with the encrypied data s the input The cascade arch

processing clement (DPE)is shown i Fig.5.5

a DPE 1 shown in Fig.5.6. DPE2 s shown
in i 5.7 1t consiss of one subtractor, one Modulo inverse operation, one mulipier and

one Mod aperstion
5.2.1. ARCHITECTURE OF DECRYPTION PROCESSING UNIT

sB

5.5: Cascade rchiteture of DPE

CHAPTER 6
PROPOSED CRYPTOSYSTEM
I descrbes a cryptosystem based on the use of ombincd chaos and BB equation

in addition 1o the random sequence generator for providing high scurty. The block

diagram of the proposed cryposystem for eneryption and decryption is shown in fig..1.

ihis cryprosystem, for 4 given primary key p . the foot paie of the BB equation
cormesponding to each pixel of the image is found. Then, according to a binary sequence
‘sencratd from a chaotic system, & mod aperation is performed on the ot par o the B

equation corresponding to ach pixel and then cach root is XOR-ed or XNOR-cd bicb

Bit 10 one of the predetermined keys. Then the encrypied image again processed by
pseudorandom sequence generator o provide high encryption. The key is very sensitive to

initial conditons.

s EouATION

[

BBEGUATION

Fig.6.1: Proposed Secure Image Cryprosysiem

7.1.2. Simulation Result of Proposed Encryption Algorithm

Fig.7.3: Simulation Result of Proposed Encryption Algorthr

In the sbove figure b is the combinational registr used to select the Encryption
Processing Element i the encryption unt, i te plain testand pis the secret key, key |
and ey 2 are the additionl keys used in the encryption process. gy and iy are the
encrypted output values. All the keys used here are § bits LFSR is the foedbock shift

used to provide more encryption.

7.2. SYNTHESIS RESULTS

The proposed design has been implemented on Xilinx Sparan 2E device and

simulated by Xilin 9.2i design toul. Therefore the device utiization summary and

be obiained

7.2.1. Power Report

7.2.1.1. Image Encryption using Transformation Algorithm

Fig7.5: Power Report of [ETA Algorithm

cBoy

Fig.5.6: Architecture of DPET

Fig 5.7 Architecture of DPE2

6.1. GENERATION OF PSEUDO RANDOM SEQUENCE GENERATOR

e

Fig6.2:8 bit LFSR structure

The pscado random sequences are generated by Linear Fecdback Shift Register
LFSR is o shil register whose input bit s inear function ofts previous state. The most
commonly used linea function of single bitsis XOR. Thus an LESR is most oflen a shifl.
register whose input bi i driven by the exclusive-or (XOR) of some bits of the overal
Shit register value, The inital value of the LFSR is calld the seed, and becase the
operation of the register i deterministic, the stream of values produced by the registr s
completly determined by its current (or previous) stae. Likewise, because the register
has a finite number of possible staes, it must eventually enter a repeating cycle
However, an LFSR with a well-chosen eedback functon can produce a sequence of bits

Which appears random and which has a very long eyele. And also LFSR is extremely

sensitive toinital conditions hen

finding the seed is very diffcult n this case

The Fig82 shows an §-bit LESR structure used to generse a polynomial of

+1 for §  bits. Hence it can generae 256 combinations for 4 bit single

7.1.3. Simulation Result of Proposed Decryption Algorithm

Figure.7.4. Simulation Result of Proposed Decryption A

I the above figure Encrypted image pixel values can be given as input
to the Decryption Unit(DU). Here qxe, qye, primary secret key p, key 1 key 2 are the
inputs 10 the DU, Output pixe values are exactly same as tht of nput pixel values afier

decryption process.

7.2.1.2. Proposed Cryptosystem based on Chaos & BB Equation

Fig.7.6: Power Report of Proposed Cryptosysiem




7.2.2. AREA REPORT
7.2.2.1. Existing IETA Algorithm
Design Summary

Number oferors: 0
Number of wamings: &

Logie Utilizaton:
Number of 4 input LUT: I6ouof 13824 2%

Logic Distribution:
Number of Slices conaining only relaed logic:  0outof 0 0%
Number of Slices conaining unrelated ogie: O outof 0 0%

Numberofbonded I0Bs: 17 outof 510 3%
Number o Block RAM:: Toutof 72 1%
Number of GCLKs: Toutof 4 2%
Number of GCLKIOBs: Toutof 4 25%

Total equivalent gae countfo design: 16,384
‘Additional JTAG gate count for I0Bs: 864

7.23. Delay Report

7.2.3.1. Image Encryption Using Transformation Algorithm

Timing Summs

Speed Grade: -7
Minimum period: 754$ns (Maximum Frequency: 132.481MHz)
Minimum input artiveltime before clock: .535ns
‘Maximum output required time after clock: 6 216ns.

‘Maximum combinational path delay: No path found

Therefore the otal delay = 2.319ms

7.23.2. Proposed Chaos & BB Combined Algorithm

Timing Summary:

Specd Grades -7

Minimum period: 2956ns (Maximum Frequency: 338.295M11z)
Minimum inpu arivl time before clock: 2.948ns

Masimum output requied time afer clock: 6 216ns

‘Maximum combinational path delay: No path found

Therefore the total delay = 3.268ns

CHAPTER 9
CONCLUSION & FUTURE WORK

In this project, we proposed 4 robust and eficient eryprosystem 1o transmit &
digital image in a seeure way. A sceure cryplosystem based on Chaos & BB equation
with pseudorandom sequence s proposed for image encryption & decrypion. The new
quadratic cquation based encryption & decryption algorthm alters the position of the
pixcls by XOR and Mod operations without changing its corelation with neighbouring
piscls. Thi “The VLSI architecture of the

Droposed crypiosystem is designed and realized using Xilinx ISE VLSI software for an
image. The proposed algorithm is highly promising for high sccurity in real time

applcations. Jgorith

I should be proved that this system is sceure against sl kinds of attacks.

Cryplanslyss of the proposed cryplosystem specifically for cipher text attacks and
Known plain text attacks i t be provided

LOzuk, 1Sogukpinas, “Analysis and comparison of image enceyption
algorithm,Joumal of ransactions onengineering, computingand technology
December, vol. 3, 2004, p.38.

BFusht and D Socek, “Mullimedia security encryption techniques” IEC Int
Enge. Consorium, Chicago, I, pages 335-349, 2004

Sinha, K. Singh, "A technique for image cncryption using digi tal signature,”
Source:OptiesCommunications vol 218 50,2003

. Alvarez, F. Montoya, M. Romera, and G. Pastor, "Cryptanalyzing a discrete-
time chaos synchronization sccure communication system,"Chaos, Solions

diactls, 2003 pp. 689-694

1Sl
IEEE Intermational Canference on lmage Processing (ICIP 2002), vo1.2, pp.925-
928, 2002

nd X Zheng , "On the security of an image encryption method." Proc.

14 SJLi and X, Zheng, "Cryptanalysis of a Chaotic Image Encryption Methor
IEEE Intemational Symposium on Circuits and Systems (ISCAS 2002)

MLSobhy, and AR Shehata, "Methods of atacking chaotic encryption and
countermeasures” Proc. IEEE Inermtional Conf. Acoustics, Speech, and Signal
Processing (ICASSP 2001)
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IEEE Transactions on Signal Processing, volume 45, pages 24392451, 2000

Dachselt F, Sehwarz W (2001) Chaos and cryplography. IEEE Trans Circuits and
Systems-] 48(12):1495 - 1509

7.2.2.2. Proposed Chaos & BB Combined Algorithm

Area report:

Design Summary

Numberoferors: 0

Number of wamings: 2

Logic Utlization:

Number of 4 input LUT: Soutol 13824 1%

Logic Distribution:

Number o oceupicd Slices: Soutor 6912 1%
Number of Slies containing only related ogie: 4 outof 4 100%

Numberof Slces containing unrelated logic: O outof 4 0%

Total Number of 4 input LUTs:  § outof 13824 1%
‘Number of bonded I0Bs; Saoutof S10 %

Total equivalent gate count fordesign: 45

Additional ITAG gate count for I0Bs: 1,632

a
7.3 COMPARISON
PROPOSED
s CHAOS & BB
SUMMARY | JETABASED | CHAOSS % OF RESULTS
CRYPTOSYSTEM
POWER 48Mw 2mW 125
SPEED 23190 32680 40
AREA
Total Gate Count 16384 8 97

“Table 2.Comparison between IETA based Cryptosystem and proposed Cryposysiem
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CHAPTERS
RESULTS
8.1 IMAGE RESULTS OF EXISTING IETA
INPUT IMAGE

Fig 1. lena image
ENCRYPTED IMAGE.

Fig$.2 Encrypied Image

OUTPUT IMAGE.

Fig 8.3 Desrypied Image

W

8.2.2. Results for Color image

INPUT IMAGE

Fig 87 lena image

ENCRYPTED IMAGE.

LA

Fig 8.8 Encrypied Image

OUTPUT IMAGE.

Fig 9 Decrypted Image

8.2. IMAGE RESULTS OF PROPOSED CHAOS & BB EQUATION
8.2.1. Results for Grayscale image

INPUT IMAGE

Fig 4. lena image

ENCRYPTED IMAGE.

Fig 8.5 Enerypied Image.

OUTPUT IMAGE.

Fig 8.6 Decrypied Image
s0

8.2.3. Results for fingerprint image

INPUT IMAGE

Fig .10, p image
ENCRYPTED IMAGE.

Fig .11 Encrypied Image

OUTPUT IMAGE.

Fig$.12. Decryped Image



