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SYNOPSIS

By virtually networking some of the network elements it °s
possible to communicate among these network elements. So it °s
possible to transfer data among these network elements. The res:
of the network elements, which are not virtually networked,
remain static temporarily in the Local Area Network. Sc¢ the
speed of response is increased.

Since only some network elements are virtually networked data
can be transferred with nearly no any loss of bytes/packets. The
chance of duplication of packets is also much less

In order to effectively manage and to monitor the performance
of the various elements connected to a network manageria:
software was developed according to the International standard
of Internet Architecture Board. This managerial software cou.c
send and receive message from the other computers in tne
virtual network. The managerial software was developed with 1
standard protocol, since the agent software, which alrcacy
existed, was developed, with the same standard protocol. Taz
standard protocols used here are SNMP, UDP, and IP. Taese
protocols are referenced in the Request for Comment, which 'S
available with the IAB. So it is easier for reference. Also Simpie
Network Management Protocol is used in this product so it s
easier to modify the product further, since SNMP is universa:.y
accepted and is wide spread.

This product uses DOS environment because 1t 1s built for real
time systems and DOS operating system is most appropriate for
developing real time systems.

The internal designs have been done in object-orientec styie, 50
if any further enhancement is needed calling from the ciass
library can do it. So the time is saved and also the work s
reduced. The language used here i1s C++, a general-purpose
object oriented language supporting system-oriented designs.
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1. INTRODUCTION

A computer network means an interconnectec
coliection of autonomous computers. The primary goals o
networking are resource sharing, reliability enhancement and
economy. But depending upon the requirement, specialized
architectures and protocols are being developed. Basic
functionality of computer communication is transfer of data
between two systems having their own addresses, where multiple
computers exist.

Network management is required in order to maintain proper
operation of the complex network. So care must be taken tha: the
system as a whole or individual component are working properly. The
model of network management that is used for UDP/IP networs
management include the following key element:

% Management station

¢ Management agent

< Management Information Base

& Network Management Protocol

% Management station:
It is a stand-alone device and also has the capability oh

sharing systems. It will have
» A set of management applications for data analysis,
faults recovery, and so on.
» An interface by which the network manager may

monitor and control the network.
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» The capability of translating the network manager’s
requirements into the actual monitoring and contro?
of remote elements in the network

» A database of information extracted from the MIBs
of all the managed entities in the network.

% Management agent:

The active element in the network managemen:
system is the management agent. SNMP agent lies in the
host, bridges, routers and hubs and makes these devices
be managed from a central management station. The
management agent responds to the rtequests for
information and actions from the management statiorn.

% Management Information Base:

Resources 1n the network could be managed by
representing these resources as objects. Each object is 2
data variable that represents one aspect of the managec
agent. The collection of objects is referred to as
management information base (MIB).

% Network management protocol:

The management station and the agents are linked by &
network management protocol. For this the management

protocol has a set of commands.
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WHY NETWORK MANAGEMENT IS NEEDED?

Network components are added to provide users with an
ncreasing range of services. For example as shown in the

figurel:

Figure 1

In an organization, suppose if there is only one server
and many computers then the server has to be shared by the
computers in the network. So this is an advantage of the

network.

Suppose, if a network fault has being generated means
it will create disruption and generate high costs for the
operators. So a proper network management is required to

trace out and diagnose the fault.
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2. NETWORK MANAGEMENT PROTOCOLS

Protocols are the specified set of rules used for network
management. There are several network management protocols used fer
managing the network terminals. Among these very popular network
management protocols SNMP has established top position in the network
management. CMIP is another protocol but is not so popular even thou it has

many features than the SNMP. SNMPv1 has being used for this project.
SNMP:

This is an enhanced version of Simple Gateway Management Protocol
(SGMP). SNMP is abbreviated as Simple Network Management Protocol. It
defines the protocol used to manage the objects. It serves as a mechanism to
provide and transport management information between network
components. It permits interactive network administration via parameter
checks or supervision of certain network conditions.

An SNMP agent is a device running some software that
understands the language of SNMP. Almost any network device like
routers, hubs, switches, and bridges could run SNMP. Some end stations like
Unix boxes or network servers may also be running an SNMP agent. If
device is not running an SNMP agent, that device 1s referred to as
unmanageable. SNMP protocol lies in the application layer of the UDP/IP
network management.

SNMP protocol has some specific format and rules in accordance to
the ISO. All management information transferred via the SNMP protocol s
shown as nonéaggregate object types. These object types are gathered in ore

or more Management Information Base (MIB).
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NETWORK MANAGEMENT PROTOCOL
ARCHITECTURE:

Jser Process Application Application
Protocol Layer
e ————— “
TCP Protocol | Transport
[Layer
’rotocol Stac Network
Layer
IP Protocol
Data
Link Laver

Ethernet Protocol

Ethernet

Figure 2
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SNMP is an application level protocol that is a part of the UDP/IP protocol
uite. It is intended to operate over the UDP. As shown in figure 2 the
nanager process achieves network management by using SNMP, which is
mplemented on the top of UDP, IP and the relevant network-dependent
yrotocols (for example, Ethernet, FDDI, and X.25). Each agent also has
SNMP, UDP, and IP. An agent process interprets the SNMP messages and
-ontrols the agent’s MIB.From the management station, four types of SNMP
-ommands are issued on behalf of a management application. They are.
» GetRequest:
This enables the management station to retrieve the value of the
objects at the agent.
» GetNextRequest:
This enables the management station to retrieve the value of the
next objects at the agent.
» SetRequest:
This enables the management station to set the value of the
objects at the agent.
» SetNextRequest:
This enables the management station to set the value of the next
objects at the agent.
All these messages are acknowledged by the agent in the form of &
GetResponse message, which is passed up to the management applicatior.
In addition, an agent may issue trap message in response to an event that
affects the MIB and the underlying managed resources.
» Trapg
This enables the agent to notify the management station of

significant events.



MIB:

MANAGEMENT STATION

HOST

Figure 3
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MIB is abbreviated as Management Information Base. This is where
he object variables are stored as shown in figure 3. The MIB can be invoked
v means of an object identifier. The management trec 1dentifies the
nanaged information and the data. The management trec is a hierarchical
tructure starting from the root as shown in figure 4. It then branches of into
sranches and leaves. This is represented numerically and alphabetically. The
wmerical code is machine-readable and the alphabetical display is for
wumans to read.

The top level SNMP branch begins with the ISO “internet” directory.
['his contains four main branches.

Currently the “directory” SNMP branch contains no directory objects
ind remains reserved for future applications.

The “mgmt” SNMP branch contains the standard SNMP objects
1sually supporied (at least in part) by all network devices.

The “private” SNMP branch contains those “extended” SNMF
objects defined by network equipment vendors.

The “experimental” and “directory” SNMP branches, also definec
within the “internet” root directory, are usually devoid of any meaningfu.
data or objects.

MIB-I contains 8 groups with 100 objects. But this proved to be less
in the growing network population. So the MIB-II was used, which consists

of 11 group with 180 objects.
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ROOT
ISQ (1) CCITT (2) ISO/CCITT (3)

ORG (3)
DoD (6)
Internet (1)

\

MIB - 11
Snmp (11)
ystem (1) At (3) | Icmp (5) dp (7)>_Transmission (10)

[nterfaces (2) Ip (4) Tep (6) Egp (8) Cmot (9)

Figure 4
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JBJECT SYNTAX:

Every object within an SNMP MIB is defined in a formal way.
lhe ASN.1 notation is used to define each individual object and aiso te
lefine the entire MIB structure. They are,

<+ Universal Types:
The universal class of ASN.1 consists of application independent

data types that are of general use. Within the UNIVERSAL class only
the following data types is permitted to be used to define MIB objects:

» Integer (UNIVERSAL 2)
» Octetstring (UNIVERSAL 4)
» Null (UNIVERSAL 5)
» Object Identifier (UNIVERSAL 6)

» Sequence, Sequence of (UNIVERSAL 16)
The first four types are primitive types. The last one 1s of constructor

type.

<+ Application-Wide Types:
The application class of ASN.1 consists of data types that are

relevant to a particular application. The following types are defined:

Networkaddress
IpAddress
Counter

Gauge
Timeticks
Opaque

v v v v Vv Vv
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..3. UDP:

SNMP requires the use of a transport service for the
lelivery of SNMP messages. Most implementations of SNMP use
he User Datagram Protocol (UDP).

UDP is a connection less transport service. UDP
egments are transmitted. in IP datagrams. The UDP header
ncludes source and destination port fields, enabling application
evel protocols such as SNMP to address each other. It also
ncludes an optional checksum that covers the UDP header and
1ser data. If there is a checksum violation, the UDP segment :s
liscarded. No other services are added to IP. Two ports have
yeing assigned to SNMP. Agents listen for the incoming
ommands through the port 161. Management stations listen for

he incoming traps on port 162.
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4. SNMP FORMATS:

NMP MESSAGE:

ETRESPONSE PDU:

XAP PDU:

ARIABLE BINDINGS:

Figure 5
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With SNMP, information 1s exchanged between a management
ation and an agent in the form of an SNMP message. Each message, as
10wn in figure 5, includes a version number indicating the version of
NMP, a community name to be used for this exchange, and one of the five
pes of protocol data units. The GetRequest, GetNextRequest, and
etRequest PDUs have the same format as the GetResponse PDU, with the
ror-status and the error-index fields always set to 0.

NMP message format is
» Version
SNMP version as described in RFC1157

w

Community:
This acts as a password to authenticate the SNMP

message.

w

Request_id:
This distinguishes among outstanding requests by

providing each request with a unique ID.

w

Error_status:
This is used to indicate that an exception has occurred

while processing a request.

v

Error_index:
When the error_status is nonzero, this may provide
additional information by indicating which variable m a

list caused this exception.

v

Variablebinding:

A list of variable names and its corresponding value.

v

Enterprise:
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This describes the type of object generating the
trap.

» Agent addr:
This describes the address of the object
generating the trap.

» Generic_trap:
This trap describes a one of the predefined tra»
types.

» Specific_trap:
This trap describes a code that indicates more
specifically the nature of the trap.

» Time_ stamp:
The time between the last re-initialization of tae
network entity that issued the trap and the

generation of the trap.
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3.CONSTRUCTION:

Figure 6
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A common switch hub was used to establish connection for 24
etwork elements as shown in figure 6. The switch acts as a fore end of an
ntelligent device. The cables used for networking these networking elements
vere copper coaxial cables. The cables were laid for 500 meters for
1etw0rkihg different network elements. The switch established connection
yetween each computer. The switch hub had 24 ports to connect each
omputer.

An Ethernet type of networking technology was done in the physical
ayer. Star type of topology was used to network the different computers.
The one end of the cable connects to the end if the Network Interface Card
or the adapter card of the computer and the other end to the port of the
switch.

The manager software and the agent software were installed in all the
computers connected to the network. All the workstations had the SNMP.
UDP, IP, and ARP/RARP protocols. So the design was also done according
to the IEEE standards.

The whole set up was done for a local area network with star
topology. A point-to-point connection was established among the different
computers. Since it establishes a star topology even though if one machine
or a cable fails will not affect the rest of the computers in the networks. But
the disadvantage of the star topology is that if the switched hub fails then the

whole network collapse.
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.1 FLOW CHART:

Establish virtual networking of computers —!

'

Create a SNMP Message Packet

|

Create the Socket for UDP

Set IP Address and Establish connection h

Send the SNMP Message to the agent

R

Y
Receive the SNMP Message from the agent I

R

Display the SNMP Message _}

Figure 7
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STABLISHING TEMPORARY NETWORKING:

The number of computers, which has to be networked,
as mentioned. The IP addresses of the computers were
entioned and they are temporarily networked virtually as shown
y figure 7. If any computer, which has, been entered for
ctworking more than once was indicated as an error message
nd terminated; even if the computers exceeded the number of
ymputers to be networked then an error message was displayad

1d the process terminated.

NMP MESSAGE CREATION:

The message to be sent was designed with the SNMP
rotocol. This protocol has a header, data and a trailer part. The
eader part consists of the source and the destination address.
he complete design of the message was been described in
wapter 2. The packets in the SNMP can vary according to the
ze of the message. The message consisted of the version
amber. ‘

This version number was given as 0, which indicatzs
e version of the SNMP as one. This version number was
dicated in the integer format. The integer was designed and
»ded as a separate class. So the integer ciass was called when
e version number was to be designed. The integer class had the

ass, format, length, and data field specified in 1t. The version
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umber was taken as a separate field as version inside the class

“Target.

The CTarget was the class where the version field and
he community field were set. The community was the next fieid
n the packet. This acts as a password for establishing the
.onnection. The community field (public) was six characters
ong. The community name was indicated in the octet string type.
The octet string was designed and coded as a separate class
.alled Octetstr. So when the community field was mentioned the
sctet string class was called. This octet string class had the class,
format, length, and data field specified in it. The version number
and the community name along with the destination address
formed the header.

Then was the Protocol Data Unit, which is commenly
referred as the message part. This was where the SNMP
commands were being set. There were four commands set namely
Get, GetNext, Set, and SetNext. These commands were given
standard specified numbers set by the IEEE standard as 0 for
Get, 1 for GetNext, 3 for Set and 4 for SetNext. So in the FDU
the first field was Pdu type. This pdu type specified the type 07

commands.

Then the next field was the request identifier, which
was represented as request id. This specifies the number of the
packet for identification. Then the next fields were the Error
status and the error index. The error status specified the type of

error. The error index specified at which place the error hac
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ccurred. The error index and the error status were the integer
ype so the integer class was called there. The pdu types, request
D, error status, error index were put in a ciass Pdu.

The variable binding section which is also a part of
he pdu format. This variable binding consisted of the object and
he value field. The object identifier specified the object. So the
Dbject identifier class was called. The object identifier finds the
ybject in the MIB tree of the MIB database. This object identitier
.lass consisted of class, format, length and the data field.

The value of the object can be octet string, integer,
iime ticks etc depending upon the type of object specified. Sc
octet string, integer, timeticks classes etc were called. This
variable binding value field was the place to be filled by the
agent and returned to the manager. Rest all the parts of the
message were filled by the manager. The object and the velue
field are put in the variable binding class.

The version number, community name, pdu data type.
and variable binding together combine to form a message. So al.
the separate classes were concatenated together by an oi)eratO':-
overloader. This gave the full design of the message packet. Now

the packet is ready for sending.
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3.2 SYSTEM FLOW:

Server
+ Socket () }
bind ()
listen ()
Client
accept
Sendinit () > pto
) ;
Blocks until connection
from the client
v
i recv ()
> 1
Sendemd () !
v
< | Send ()
Sendclose ()

Figure &
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OCKET CREATION:

Before sending a message, a socket has to be created

nd a connection has to be established as shown in figure 8. A
ocket was created in the manager computer, which was intented
o send the message to agent. The socket is a communication end
yoint between the two layers.

Che socket here was created using the function

sendinit (host).

'he host is where the IP address was passed. This socket if
-reated, returned a value 0, else a negative value. [f it had
eturned a negative value it indicates some error has occurred In
.reation of the socket. So again it has to be newly created until

he socket gets created.

ESTABLISHING CONNECTION:

After the socket has being created, it has to establish
, connection. But establishing a connection is optional since it 1s
1 connectionless style of protocol. The sendinit (host) function
21so established the connection between the computers. The
[P Address was given for establishing connection. The family

name, port numbers are internally designed default.
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SENDING AND RECEIVING SNMP MESSAGE:

The message, which was already created, was sent

hrough the function

sentcmd (sendbuf, Strlen (sendbuf), flag).

This sends the message along the socket, which was created.
[he size of the message to be sent was checked. The destination
yddress along with its size was also mentioned. This was done
yecause UDP is a connectionless style of transport protocol. So
vith each packet there is a need for the destination address. The
message was sent through a port 161 of the UDP.
After the message was sent the client waited for receiving the
message. The message, which was sent, was checked for error if
any. The community name should match with the agent’s
community name. The message was sent until a response from
the agent was received. The sending and the receiving of the
message were done by the same function. The function returned &
value 0 and indicated that the message has been received. If it
was other than the 0 then it indicates that an error had occurred.
When the message was received it was split into the
three portions. The front portion of the message consists of the
version and the community. The middle portion of the message
consists of the PDU data type, which is also separated. These
two portions are not modified or filled in the agent. The variable
binding part is the third portion of the message where the agen:
fills and sends back the message. The data field of the variable

portion was only altered and filled.
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) ISPLAY MESSAGE:

The variable binding portion of the message, wh ch
sas received from the agent, was put forth on the screen for :he
isplay. This is in the the human understandable form. The
nessage, which was received, varies for different objects. So the

ize of the fields was made to vary flexibly. The class Snmp gave

his.

SOCKET CLOSE:

After all the messages, which were, need to be sent
and received are done the socket was then closed. This

disconnected the connection.
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3.3 OBJECTS:

There were seven object types used in this project.
hey can be extended. These objects were SysDescr,
3ysObjectID, SysUpTime, SysContact, SysName, SysLocation,
and SysServices. These objects described about the information
of the system. These were grouped under a common object group
called system.

In order to reach these objects the MIB-II tree were
used. The MIB-II consisted of a nearly 11 groups with 18C
objects. But the project was done for 1 group with 7 objects
because extension of the rest of the objects was relatively easy
with the same set of codes. Each object in the group was reachec
through a path called the object identifier. The different objects

are described briefly below.

SysDescr:

This was the first object of the system group. This gves
the description of the system. The object identifier for this in
human readable 1s

iso.org.dod.internet.management.mib-ll.system.sysdescr
and in numeric value is 1.3.6.1.2.1.1.1.0
The numeric value is what the machine could read. This object
was obtained with the command as Get SysDescr. So the
description about the system was displayed on the screen. The
Set command couldnot be used here because it was on.y &

readable value. It was not possible to write over it. So when a se:
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.ommand was given with this object, the message displaying that

t was a readable object was displayed.

SysObjectID:

This was the second object of the system group. This
jescribed the path of the object in the MIB tree. The ob:ect
.dentifier for this object was (in human readable) as

iso.org.dod.internet.management.mib-II.system.sysobjec:id

and (in the numeric value) as 1.3.6.1.2.1.1.2.0

This object was obtained with the command as Get SysObjectID.
So the complete object identity about the system was displayec
on the screen. The Set command cannot be used here because 1:
has access as only as read only. It was not possible to write over
it. So when a set command was given with this object, the

message displaying that it was a readable object, was displayec.

SysUpTime:

This was the third object of the system group. This
described the last updated time of the object of the syste‘m- The
object identifier for this object was (in human readable) as

iso.org.dod.internet.management.mib-ll.system.sysuptime
and (in the numeric value) as 1.3.6.1.2.1.1.3.0
This object was obtained with the command as Get SysUpTime.
So the time at which the system was updated was displayed or
the screen. The Set command cannot be used here because 1t hes

access as only as read only. It was not possible to write over 1t.
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‘o when a set command was given with this object, the message

lisplaying that it was a readable object, was displayed.

yysContact:

[his was the fourth object of the system group. This described
he person to be contacted together with how to be contacted for
he information about the system. The object identifier for this
object was (in human readable) as
iso.org.dod.internet.management.mib-ll.system.syscontact

and (in the numeric value) as 1.3.6.1.2.1.1.4.0

This object was obtained with the command as Get SysContact.
So the person to be contacted and the details of contacting the
person was displayed on the screen. The Set command can be
used here because it has access as read-write. It was possible tc
write over it. So changes were made 1n the system 1t was
modified. Again it was retrieved means of Get SysContac:

command, it displayed the latest modified details.

SysName:

This was the fifth object of the system group. This
described the administratively assigned name of the system. The
object identifier for this object was (in human readable} as

iso.org.dod.internet.management.mib—II.system.sysname
and (in the numeric value) as 1.3.6.1.2.1.1.5.0
This object was obtained with the command as Get SysName. S¢

the name of the system, which was given by the system

e s i amrann The Qet commianc
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can be used here because it has access as read-write. It was
possible to write over it. So the name of the system was changed.
Again it was retrieved means of the Get SysName command; i:

lisplayed the latest modified details.

SysLocation:

This was the sixth object of the system group. This
lescribed the area of location of the system in the LAN. The
ybject identifier for this object was (in human readable) as

iso.org.dod.internet.management.mib-Il.system.syslocation
ind (in the numeric value) as 1.3.6.1.2.1.1.6.0
[his object was obtained with the command as Get SysLocation.
>0 the area were the system was located was displayed or :he
creen. The Set command could be used here because it had
iccess as read-write. It was possible to write over it. Some
Iteration of the systems area of location was done. Again it was
etrieved means of Set SysLocation command; it displayed -he

atest modified details.

ysServices:
This was the seventh object of the system group. This

lescribed the set of services, which has being done in the

ystem. The object identifier for this object was (in human

cadable) as
1so.org.dod.internet.management.mib-Il.system.sysservices

nd (in the numeric value) as 1.3.6.1.2.1.1.7.0
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'his object was obtained with the command as Get SysServices.
>0 the services made for the system was displayed on the screen.
[he Set command cannot be used here because 1t has access as
ead. It was not possible to write over it. So when a set command
vas given with this object, the message displaying that it was a
cadable 6bject, was displayed.

[he GetNext command can be used along with an object name
Which described the next object in the system group. “he
setNext command modifies the next command in the system

FTOup.

LAUNCH VEHICLE USAGE:

The purpose of the project was for the launch vehicles
ynboard computer. There are three sets of onboard computers
1sed in the launch vehicle. These computers are used to monitor
ind manage the launch wvehicle. There are many devices
onnected to the onboard computer. These devices may be at
lifferent locations and made by different manufacturers.

Each device may have different names and different
ervice centers. There may be a lot of descriptions for each
levice. So it is very difficult to manage them manually or
vithout network management software. So each device detzaiis
re collected by the agent software and made ready for the
nanagerial software. The managerial software manages all ‘he
levices networked to the agent software. The project designed

ere describes the complete details of the onboard computer
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systems information, i.e., the name, place of location, time at

which the system was updated ctc.
The project is extensible. So it has the capability of

supporting more objects. Therefore the project is to be used for
the real time system. This is the greatest advantage of the
project.  This project also supports non-real time system if the

proper sockets are installed.
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4. PROGRAM DESIGN:

Figure 9
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CLASSES:

They are the building blocks for eligible
programming. They use the principles of OOPS. Ten base classes
and two derived classes were used. Other two classes were not
derived or base class. Altogether there were fourteen classes

used in this project.

The base classes were
INTEGER, 0id, Octetstr, IpAddress, Null,

Sequence, Opaque, Counter, Gauge, and TimeTicks.

The derived classes used were Pdu, Vb class.
The other two classes were the Ctarget and Snmp.

These classes are described in brief below.

INTEGER Class:

INTEGER class was used for defining variables as
integer. This integer was different from that of the norma:
integer data type. So this class was made as a user defined data
type. Therefore variables could be declared as INTEGER. While
receiving the data’s from the agent too, the data’s were declared
as an INTEGER where this data type has to be applied. The
length of the INTEGER varies, so the constructors were designed

flexibly according to the varying length.
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Did Class:

0id class was used for defining variables as object identifier. So this
-lass was made as a user defined data type. Therefore variables could be
declared as object identifier. While receiving the data’s from the agent. the
data’s were declared as an object identifier for the display of the data
variable. The length of the object identifier varies, so the constructors were
designed flexibly according 1o fhe varying length.
Octetstr Class:

Octetstr class was used for defining variables as Octet string.
It could be displaying it as character. But this character was different from
the normal character data type. So this class was made as a user defined
data type. Therefore variables could be declared as Octet string. While
receiving the data’s from the agent too, the data’s were declared as an Octet
string for the display of the data variable. The length of the Octet string
varies, so the constructors were designed flexibly according to the varyirg

length.

TimeTicks Class:

TimeTicks class was used for defining variables as the tme
settings. It could be displaying it in hours, minutes, and seconds. But this
time data type was different from the normal time. So this class was made
as a user defined data type. While receiving the data’s from the agent 100,
the data’s were declared as a TimeTicks for the display of the data variable.
The length of the TimeTicks was constant, but the constructors werc

designed flexibly accordingly in order for the further development
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IpAddress Class:

IpAddress class was used for defining variables as [P Address.

It could be displaying it as unsigned character of the fixed length. But this
character was different from the normal character data type. So this class
was made as a user defined data type. Therefore variables could be declared
as IpAddress. While receiving the data’s from the agent too, the data’s were
declared as an IpAddress for the display of the data variable. This IpAddress
class used for declaring the host name and foreign name of the network
element. The length of the IpAddress does not vary, so the constructors were
designed with out flexibility.

The first five base classes were used for the project. The rest five were
designed but not used in this project. But they are {0 be implemented 1n the
launch vehicle. There were certain keywords, which were used in the c.asses.
They are

++ Protected:
In these classes there were some variables, which was

protected. These variables were protected because it had to >e
derived by the rest of the classes.

¢+ Public:
Any thing declared under the public keyword could be used

anywhere in the program. So the member functions and the

constructors were declared here.
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Constructors were used in these classes. Constructors were used to initialize
a variable value. All the base classes used three constructors. They are

< Constructor with no argument.

& Constructor with a single argument.

2 Constructor with the same class name as its argument

Constructor with no arguments:
These constructors carried no argument and the values here were

initialized to zero or some constant value.

Constructor with a single argument.
The argument was either an unsigned character or a characte” or an

integer type. It received an array of variable values. So in the constructor the
argument was pointed to the first value by means of a pointer.

Constructor with same class variable:

Here the argument was received as the same data type, which was the
class name. The received variable was checked for its maximum size. If the
length was less than the maximum size then the variable was copied nto
another variable, If the variable was greater than the maximum size then ar
error warning was printed out. Here in the project this constructor was caileC
only for IpAddress, where the Ipaddress was declared by 1ts same name.

The constructor does not return any value, so a member function was

included in these classes because this gets the input and returns the value.

Vb class:

The variable binding class consisted of the object identifier anc
the value portion. The value can be any type of the base class. So all the base

class was derived in this vb class. So this class became the derived ciass.

puge 33
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The variable binding class put the entire field of the vb class inside the

buffer and made ready to be concatenated to the pdu class.

Pdu Class:

The pdu class defined the command field, the request identifier
number, the error status, and the error index field. It puts every fielc in a
buffer and made it into a single message. It derived the fields from the
variable binding class. So the vb class became the base class of the pdu class
and the pdu class became the derived class. The operator overload function
‘nside this class concatenated the variable binding and the pdu format.

CTarget class:

The CTarget class defined the version number, and the
community name. It also created the socket for the Snmp class and
established connection to the remote network element. It checked t-e
community name with the agent and if it matched only it could establish 2
connection. It puts every field in a single bufter.

Snmp class:

The CTarget buffer was concatenated with the pdu class
buffer in the Snmp class. This was a main class, which checked the message
packet. With the socket created by the CTarget it established the connection.
It indicated that a connection had being established. After establishing a
connection the message was send. The message, which was senc, was
verified at the agent and the response was send back. It kept sending tae
message until a response was obtained. The response, which the agen: had

sent, was received back by the Snmp class. [t was then checked in the Snmp



VLAN Configuration Using SNMP

class and the vb class data’s were separated from the rest of the packets. The

separated value was then displayed on the screen as output.

FUNCTIONS:

Four functions were called in the vlan () function. The four
functions were get function (), getnext function (), set_function [}
setnext_function (). The vlan () function was called in the main function of

the project. All these functions are given in brief below.
get_function ():

This function was used to get the object and display it on the
screen. This is a main part were all the classes are called and the program
was built. Here the status of the socket creation and message reception was
checked. Since constructors do not have the return value this was done herc.

After reception of the message format the data fic.c
was separated from the header field and the result was displayed
on the screen. It also checked whether the message was passed
through the same computer that was networked before. If it was
passed through the computer that was not networked before then
an error was displayed and the process terminated. This is calied
virtual networking of the local area computer.

getnext_function ():
This function was used to get the next object and display it on

the screen. This is generally used to check the next object in a tabie
sequence. But here it was used for the next object to be displayed. Here aiso
the status of the socket creation and message reception was checked. Since

constructors do not have the return value this was done here.



VLAN Configuration Using SNMP

After reception of the message format the data field was
separated from the header field and the result was displayed on the screen. it
also checked whether the message was passed through the same computer
that was networked before. If it was passed through the computer that was
not networked before then an error was displayed and the process
terminated. All these functions were done by means of calling the get
function into the program.

set_function ():
This function was used to set the object, which are read and

write access. This was a main part were all the classes are called and tne
program was built. Here the status of the socket creation and message
reception was checked as vefore. The additional data field, which has to he
added, was attached to the variable binding and then passed as a message
format.

But if the object had access as read only, then it displayed ar error
message. So no modification could be done there. It also checked whether
the message was passed through the same computer that was networked
before. If it was passed through the computer that was not networked betore
then an error was displayed and the process terminated. This does 2ot
display on the screen the data field that was modified. So it was rerievec
back by the get function and displayed on the screen.

setnext _function ():
This function was used to set the next object. This i3

generally used to set the next object in a table sequence. But
here it was used for the next object to be set. The additioral data

ficld, which has to be added, was attached to the variable binding and then
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passed as a message format. But if the object had access as read only, then ©
displayed an error message. So no modification could be done there.

It also checked whether the message was passed
through the same computer that was networked before. 1f it was
passed through the computer that was not networked before tnen
an error was displayed and the process terminated. This does not
display on the screen the data field that was modified. So 1t was
retrieved back by the get function and displayed on the screen.
All these functions were done by means of calling the set
function into the program.

vlan ():
This was the function, which called all the other functions. Here the

computers were first temporarily networked virtually. It checked if a
computer had being entered twice for virtual networking. If so then an error
message was displayed. A maximum of 10 computers was networked. Buz it
can also be extended depending up on the switched hub in the star topology.
Here the switch had 24 ports but only ten computers were connected to it.

starline () :
The starline () function was used only for graphic

works such as drawing the line. This was done in three types. it
can draw line default without passing an argument. It can draw
line according to the user wish in passing an argument. [t drew
the line from the first pixel to the end of the rows last pixel i 2
straight line. Actually it has nothing to do with the project ou-

only for clarity and appearance.
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Function of Main program:

The main function is the starting portion of the program. The C--~
compiler starts its execution from the main function of the program. The
main program called the vlan () function. Then the vlan function was
executed fully. One timer was set at the start of main function. Another timer
was set at the end of the main function. The difference in the time of
execution was calculated at the end of the function. So the time of execution

was also calculated in this main function.
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5. CONCLUSION-

The main advantage of this project is that it
supports real time system. Since it virtually networks some of
the network elements, communication is possible among these
networked elements. Even though this project was not designed
for all the 180 objectskyfthe MIB-II,adding these objects can
easily extend it.

Its design is simple and is easy for a user o
program the variables. The SNMP protocol used here is easi:y
obtainable through Internet and other media at free of cost. So
the updating of the project is quite easy.

For this project the design of the SNMP message
packet was done. This gave the foundation for full development
of the project for future modification. Once the structure cf tre
packet was known it 1s easy 10 develop further details on tre
project for real time system.

Some limitations are also there in this project. It is
not well suited for retrieving large volume of data. But extending
the size of the array in the message packet can rectify 1t. It coes
not support manager-to-manager communications. This can o¢
rectified by means of the RMON protocoi or the SNMPv3

protocol.



(2].

13].

[5].

[6].

18],

[3].

[10].

BIBLIOGRAPHY

Comer E. Douglas and Steven L.David,
Internetworking with TCP/IP Volume III, I & 1,
Prentice Hall International, Inc, 1995

Steven Richard, UNIX Network Programming Volume Il & 1.
McGraw —Hill International Edition, 1991

Hein Mathias & Griffiths David, SNMP Version III, Il & |,
Macmillan Computer Publication, 1993

Tannenbeum S.Andrew, Computer Networks,
McGraw-Hill International Edition, 1990

Stallings William, SNMP — /11 Edition,
Prentice Hall International, Inc, 1993

Wollongong Group,
Pathway from Wollongong — suppori services, 1999

Lafore Robert,Borland C++,
Galgotia Publication Pvt. Ltd.,1990

www.Snmp++.com
Describes the simple network management protocols.

www.udp.com
Describes the transport protocols.

www.oakland.edu
Describes the RFCs details.




v JUU = (1dY () e
t1me before comp11at1on is: 10:55:15,33

st T f el dedeted w} sl il dolelohe e lololole ol e e e B e e S S SR e e e S Bt e e St e e e

VLAN CONFIGURATION USING oNMP -
Rk il lolloklvivivioieioelnioleleloie]lolnivlein i lnio i leioleioleinieieieieioiobeiel el ol i et d
 the number of network elements to be conmnected: 5
't the network elements to be connected

2.20.3.6  2: 172.20.3.200 3: 172.20.3.3 4. 172.20.3.1

2.20.3.10 6: 172.20.3.7 7. 172.20.3.12 8: 172.20.3.18 |

2.20.3.14 10: 172.20.3.15

the Network E1ements 12357

ommands:- 0.Get  1.GetNext 3.5t 4.Sethext |

. Names:~ SysDescr SysObjectID SysUpTinme Syscontact |
SysName - SysLocation Sysservices |

the SNMP command & the Object Name: Get SysName

the Computer to be commun1cated 5

ror -

t 60 has been created for host: 10

gent/server returned value is:

CSD :

U want to cont1nue(y or n):

ommands ;- 0.6et  1.GetNext 3.5et  4.SetNext

Names:~ SysDescr SysobjectID SysUpTime SysContact
SysName SysLocation Sysservices

--———-——-—--—u—-————-—--nu-——————-—---——_—--———n--—-————_——.-_-————————-

the SNMP command & the Object Name: Get SysDescr
the Computer to be communicated: 5
or
- 60 has been created for host: 10
|ent/server returned value is:
re: x36 Family 5 Model 25tepp1n 12 AT/AT compatible_software: W1ndows
1 4.0 ( Build Number: 1381 Uniprocessor Free )

| wWant to cont1nue(y or h):




m o w  d AN N W S P D B BN UUY U Gms M M M e e MR N M WD S S S S e

Commands:- 0.Get  l.GetNext ~  3.Set 4.Sethext

T Names:- SysDescr SysObjectID SysUpTime SysContact
Syshame SysLocation  SysServices

» the SNMP cotmand & the Object Name: Get SysobjectID

* the computer to be communicated: 5 -

rror
et 60 has been created for host: 10 .

Agent/server returned value is:
6.1.2.1.1,2.0

R ——————— e PR ekttt E e Ll R et &t

b o i U S N NN W A g G Skt AN B S S owb e WA B AN SN N N e S 4G S N D M G o G R e G S D N B S W G S M SIS MMM G R G G S G e Soh S A SN ER S S

Commands:- 0.Get 1.GetNext  3.Set  4.SetNext :
't Names:- SysDescr SysobjectlD  SysupTime sysContact
SysNane sysLocation  SysServices

* the SNMP command & the Object Name: Get SysUpT1me
" the Computer to be communicated: 5
rror
et 60 has been created for host 10
Agent/server returned value is:
2:10.10

-——-——----———--—-4———--—---————----u———-----u——n—---——-—a-——-—————----—a—--—-

 Commands:- 0.Get l.GetNext  3.Set  4.SetNext
ct Names:- Sysbescr SysObjectID SysUpTime SysContact
SysName SysLocation SysServices

------——-——.--—————a--————-——.————-—-.————_——......._——._—_...——_——-———_..--——_-——-n—--

r the SNMP command & the Object Name: Get SysContact -
r the Computer to be communicated: 5

Error

ket 60 has been created for host: 10

 Agent/server returned Va]ue is:

1 FCsD SC/Egr

you want to continue(y or n): Yo




mimands:- 0.Get 1. GetNext 3.5et 4.setNext

Names:- SysDescr SysObjectID SysUpTime SysContact
SysName SysLocation Sysservices

he SNMP command & the Object Name: Get SysLocation

the Computer to be communicated: 5

or |

60 has been created for host: 10

jent/server returned value 1s

left corner

-——————---———-—-u---n————-na—---—-———u—---—.—————un---n.—————-n-n-—---————--

ommands:- 0.Get 1,GetNext 3.5et  4.SetNext ‘ .
Names:- SysbDescr - SysObjectID SysUpTime Syscontact
SysName sysLocation Sysservices

the SNMP command & the Object Name: Get SysServices
the Computer to be commun1cated' 5

ror |
t 60 has been created for host: 10
gent/server returned value is:
floor FCSD room no: 110

luMMtomMmmWorm y




commands:- 0.Get  1.Gethext 3.5et  4.SetNext

t Names:- SysDescr SysObjectID SysupTime SysContact
SysNarme sysLocation Sysservices

the SNMP command & the Object Name: GetNext SysDescr

the Computer to be communicated: 5

rror -
ot 60 has been created for host 10

Agent/server returned value is:
6.1.2.1.1.2.0

---———u-—----—----———---———---——---———--————---—————-------mm-—-u-----—

“ommands:- 0.Get  1.GetNext 3.5et  4.SetNext
- Names:- SysDescr - SysObjectID SysupTime SysContact
SysNanme sysLocation Sysservices

-—u---———-——— —.---————-—-ﬁ—---———-—_—lll-----n—-—--———-------—-———-------—-

the SNMP command & the Object Name: GetNext SysobjectID
the Computer to be communicated: 5

ror
st 60 has been created for host 10
gent/server retirned value is:

:10.10

onmands:- 0.Get  1.GetNext 3.5et  4.SetNext
- Names:- SysDescr SysobjectID  SysupTime SysContact
SysName sysLocation  SysServices

--————-_——_u-n—————-—----_———-————---—————-—-—-—-————-———-—nu-————-—————n-

the SNMP command & the Object Name: GetNext SysupTime
the Computer to be communicated: 5

ror |

't 60 has been created for host: 10

gent/server returned value is:

FCSD SC/EQr

4 want to continue(y or n):




Commands:- 0.Get 1.GetNext 3.Set  4.SetNext

t Names:- SysDescr SysObjectID SysUpTime Syscontact
SysName SysLocation Sysservices

the SNMP command & the Object Name: GetNext SysName

the Computer to be communicated: 5

rror .

et 60 has been created for host: 10

Agent/server returned value is:

left corner

o ki ok e kD A S A S S S G A N N D R A A A N R S A A RN M S A ek e el v - -

------—-——---—---_——_—ﬂ---“—-------hﬁ——------——--------——------m-----ﬂ-‘

ommands:- 0.Get - 1.GetNext  3.Set 4.SetNext
- Names:- SysDescr - SysObjectID SysUpTime SysContact
SysName SysLocation Sysservices

N TS S S b e ——————— - i . T S Al e e A S M M M A e e M A R A S e me s S -

the SNMP command & the Object Name: GetNext SysContact
the Computer to be communicated: §

ror .

t 60 has been created for host: 10

gent/server returned value is:

CSD : |

ommands:- 0.Get  1.GetNext  3.Set 4.SetMext
- Names:-  SysDescr SysObjectID  SysUpTime SysContact
SysNarme SysLocation  SysServices

the SNMP command & the Object Name: GetNext SysLocation
the Computer to be communicated: 5 -

ror

t 60 has been created for host: 10

gent/server returned value is:

 floor FCSD room no: 110

--------- L Ly T Ly 7 T Y oy S —————.

y want to continue(y or.n): y

ool ol SN



commands: - 0.Get  1.GetNext 3.5eT  4.Sethext

U Names:- SysDescr SysObjectID SysUpTime sysContact
SysName SysLocation Sysservices

the SMP command & the Object Name: GetNext SysServices

the Computer to be communicated: 5

Pror

ot 60 has been created for host: 10

Agent/server returned value is:

ware: x86 Family 5 Model 2Steppin 12 AT/AT compat1b1e software: Windows

on 4.0 ( Build Number: 1381 Uniprocessor Free )

Jl want_tofcontinue(y orn): y

ommands:- 0.Get 1.GetNext - 3.5et  4.Sethext =
Names:- SysDescr SysobjectiD  SysUpTime SysContact
SysName sysLocation . SysServices

-——-—--—-—--.---—————--———-——--——-———--n-———-——————.————-———---————-—-n---

the SNMP command & the Object Name: Set SysDescr
the computer to be communicated: 5

is a Read Only Statement. You can't write Gver It

—--——-u-.---———n--—---———n----————n—----———a—---p—————-—--————--n-- -—— e . - -

u want to continue(y or n): y
S d et :f:ft*:e‘rf:in‘ri frf Rhwhh }Hn’dﬁrfd. Sededededede fedede ke doseded wfmfn‘rfr" Seded St fihhhh 'k'fr'a'mfc

------—-——---——--n—-—---—--—--m———-—---———-ﬂ—---- S i e o I e WS RN . Ca o PN S A R e

ommands:- 0.Get 1.GetNext 3.5et  4.SetNext E
Names:- SysDescr SysobJectID SysUpTime | Syscontact =
Sysilaie SysLocation Syaserv1ces .

the S command & the Object Name: Set Sysobjectl
the computer to be communicated: 5

is a Read 0n1y Statement. You can't Write Over Tt




‘Names - SysDescr SysObjectID SysUpTime SysContact
SysNare SysLocation Sysservices

the SNMP comnand & the Object Name: Set SysUpTime
the computer to be communicated: 5

is a Read Only Statement. You can't Write Over It

o . e e e A N S N N P G A G S SN S N R D M E e e e el o el R AL LA A S A M S R N A N N

omnands:- 0.Get = 1.GetNext - 3.Set  4.SetNext
Names:- ~ SysDescr SysObjectID SysupTime
o SysName - SysLocation sysservices

the SNMP'Command & the Object Name: Set SySCOntact
the computer to be communicated: 5
the data to be set in: Jest1n KCT, CO1mbatore

MR g S G S e S . R S G g SR S g P D G R QSN VS AN G NP S TN N N S SR AR S R A M EEA G Ay S P Sy S S N S A A N A G W S PN AV W G N N

orimands:- 0.G6et  1.GetNext ~3.Set  4.Sethext
Names:- SysDescr SysobjectID SysUpTime SysContact
- SysName SysLocation SysServices

the SNMP command & the Object Name: Get SysContact
the Computer to be communicated: 5

ror |

t 60 has been created for host: 10

gent/server returned value 1s:

N KCT, Coimbatore

) want to continue(y or n):

mmands:- 0.Get  l.GetNext  3.Set  4.SetNext _
Names:- SysDescr - SysobjectID SysUpTime SysContact
- SysName SysLocation Sysservices

D S WS W STV SO W ST S S G SR ) S G S Y R S G SR AN R AN G N M S R e S M R N R R R VR AR PP P M S G mid s e ek e S T GE AN e e e e

the SNMP command & the Object Name: Set SysName
he computer to be communicated: 5
he data to be set in: ISRO Computerl



Conmands:- 0.Get  1.GetNext 3.get 4. SetNext |
Ct Names:- SysDescr sysobjecpID SysUpTime SysContag
SysName SysLocation SysServices

-—--—-—---———-------------_-——--—-———-—u—m-n—

—-——-—u—-———--—-—-——.-----

' the SNMP command & the Object Name: SetNext SysDescr
" the computer to be communicated: 5

is a Read Only Statement. You can't Write over It

---—u-—-—---ﬂ--————-——--—---—------——————-—-———-—--——--—--—_-

N ey S - -

Comiands - 0.Get * 1.GetNext  3.5et  4.sethent
T Names:- SysDescr - SysObjectID SysUpTime
| SysName - SysLocation SysServices

---——-——---—n—--n———u—-——-———-—n—--——-——————-

- SysContac

“the SNMP command & the Object Name: SetNext SysobjectID
the computer to be commnicated: § - i

is a Read only Statement. You can't Write Qver Tt

---ﬂ\--_--—-------ﬁ”---_h----------------&--

--a—--—--—--—--——-—-—-——q-—-n-n--.——-—-—-—-—.———.-——-—_-—-———n——-—--'_-—-——-’

ommands:- 0.Get  1.GetNext _3.%et 4, setNext
- Names;-. SysDascr . SysobJecpID SysUpTime
©° SysName SysLocation SysServices

—-——.——————.-——-————--——-—-—--—n—--————-n——-—

. sysContact

---—-———.-.—--—-—-—-—————-—--—

the SNMP command & the object'Name: SetNext SysUpTime
the computer to be communicated:

the data to be set in: Jestin KCT, Coimbatore.

—»u——.._...._-—-«—‘—-m.____._____,m__._‘.::. SN



t Names:- SysDescr Sysobject1d  SysUpTime Syscontac
~SysName SysLocation Sysservices

the SNHP command & the Object Name: SetNext SysLocation
the computer to be communicated: 5

is a Read Only Statement. You can't Write Over It

ou want to continue(y or n): y

commands:- 0.Get  1.GetNext 3.5et  4.SetNext

T Names:- SysDescr SysObjectID SysUpTime SysContac
- © SysName SysLocation Sysservices \

R GEn ey S OUW IO W By PR S U VN B PR UM Gmf MAS Bms SMS MEM M e M Mem GAS M M M MR NN S M M TN M NN SN GED GEE RN N GED SR e S M G A TES Gt M A SR S G S R R S g AT

“the SNMP command & the Object Name: SetNext SysContact
the computer to be communicated: 5
the data to be set in: ISRO Computerl

--—-—-———————-————-———_——————————-————-——————-—————————-—————-———n————.

ommands:- 0.Get  1.GetNext 3.5et  4.SetNext _,
Names:-  SysDescr SysobjectID  SysUpTime SysContact
- SysNae - SysLocation  SysServices

the SNMP command & the Object Name: Get Syshane
the Computer to be communicated: 5

ror -

t 60 -has been created for host: 10
gent/server returned value is:

Computerl .

-————--——q--—-—-——--—--—m————————————__—u-u--——--—--———-—-n--—.————-——-————

u-want to continue(y or n): n _
fcin‘:*fm’ir'frfrfcf f:fn':m'n'm'fn'rm whithhhh wf:fc c‘in' Nhhhd fm'ie WRUNRN AR RRPRRRRNARE 'fn'c'!:* :

ime after complilation is: 12:54:50.20

-----------“ﬂ-----—------—--------ﬂ-hpﬁ—ﬂ-------------------------_——.’



APPENDIX B:

DEFINITIONS:

& ACCESS POLICY:
The comparison between SNMP community and SNMP profile. 1t

gives the community profile required to gain access to an agent.

@ AUTHENTIC SNMP MESSAGES:
SNMP messages created by one NMS and received by an agent
within the same community.

< AUTHENTICATION SCHEME:
Rules that are used to check whether the SNMP message belong to
the SNMP community.

<o LABEL:
The combination of object identifier and descriptive text is known

as label.

<& PROTOCOL ENTITIES:
All peer processes on which the SNMP has been implemented and
which consequently support SNMP application entities are
described as protocol entities.

© SNMP APPLICATION ENTITIES:
Management levels, which are, implemented both in the
management station and network element (agent) in conjunc:ion
with SNMP protocol.

<& PASSIVE SOCKET:
Socket used by a server to wait for the incoming connect:on.

@ ACTIVE SOCKET:
Socket used by a client to initiate a connection

@ STANDARD APPLICATION PROTOCOL:
Application protocol documented in the RFC and adopted as pa::
of the TCP/IP protocol suite.

& NONSTANDARD APPLICATION PROTOCOL:
Protocols invented by programmers for private use.

o FULLY PARAMETERIZED CLIENT:
Software that specifies protocol port number has more input
parameters than other software.



ABBREVIATION:

SL. | Abbreviation | Description
No. )
1. | ASN.1 Abstract Syntax Notation One
2. |CCITT Committee Consultant International
Telegraphic and Telephones.
3. | DOD Department Of Defense
4. | HEMS High Level Entity Management
System
5. |IAB Internet Architecture Board
6. |JANA Internet Assigned Numbers Authority
7. |ISO International Standard Organization
8. |LAN Local Area Network
9. |MIB Management Information Base
10. | RFC Request For Comment _
11. | SGMP Simple Gateway Monitoring Protocol
12. | SMI Structure and Identification of
Management Information
13. | SNMP Simple Network Management
Protocol -
14. | WAN Wide Area Network o
15. i TCP Transmission Control Protocol
16. |IP Internet Protocol L
17. | ANSI American National Standards Institute
18. | IETF Internet Engineering Task Force




