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1.INTRODU CTION

pes of networks namely,

There are tWO ty

y» Public Networks

» Private Networks

A public network 1
exchange information more or 1ess free
me of the public

the Internet.

¢ Telephone
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ers owned
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rivate network is com
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re information SPe
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VPNs allow us to create a secure, private network
over a public network using software, hardware Of a
combination of both. This is done through Authentication,
Encryption, Firewalls and Tunneling. VPNs are more cost
effective for large companies and well with in the reach of
smaller ones.

VPN can be used to expand the reach of an Intranet.

The world «yIRTUAL” in VPN refers to the public
network treated as private network though it is not the case.
Here we use the Internet as 2 public network which saves a lot

of money for remote access.

Usage of Internet Service Provider (ISP) to access the
Internet who have Point-Of-Presence (POP) Internationally
provides a good chance that our LAN will be a local phone call
away. For situations where Corporate office networks are in
separate cities, having each office get 2 T1, Frame relay, Of
ISDN line to an ISPs local POP would be much cheaper than
connecting the tWo offices using these technologies. The scope
of accessing the data is expanded with the help of Internet by

means of equipments like cell phone, 1aptop etc.,

The risks associated with the Internet are
advertised every day by the trade and mainstream media.

The risks are more real and apparent for companies. Stolen



d corporate data may cause adverse effects. Before

or delete
data out on the Internet, we should

we put our private make

sure a VPN is robust enough to protect it.

When we think of protection through VPN the

first things come to mind are Files, Documents, Financial

Analysis and Customer records.

There are several technologies that VPNs use to

protect data traveling across the Internet. The most

t concepts are firewalls, authentication, encryption

importan

and tunneling.

e same purpose as

ea from

An Internet firewall serves th
dings and cars: to protect a certain ar

firewalls in buil
otentially catastrophic explosion.

the spread of fire and a p

The idea is to use the firewall to keep unwanted visitors

from entering our network.

techniques ~ ensure the

ging data with

Authentication

icating parties that they are exchan

commun
“logging in” to a

the correct user or host. Tt is analogous to

system with a username and password.

Encryption techniques help to insure that the

information within a session is not compromised. This



includes not only reading the information within a data

stream, but altering it, as well.

om the intruders about the

Tunneling hides fr

stination 1P addresses by encapsulating them

source and de

with in the data packet itself.
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2. CONCEPTUAL PERSPECTIVE

1 Firewall:

P79 W0 AR L G2 Ly

Definition:
A firewall is a system Of a group of systems that enforces

a access control policy and its purpose is to control the flow of

traffic.

Situation where firewall is used:

» Dial-in modem pool
E.g. an organization may have access control policy
that dial-in users may only access @ single mail system.
The organization does not want t0 access to other

internal servers of Internet.

» External connections 10 business partners
Many organizations have permanent connection 10
remote business partners. This can create a difficult
situation-the connection is required for business, but
now someone has access 10 internal network from an
area where security is mnot controlled by the
organization A firewall may be used to regulate the

document access from this links

» Between Departments

5



Some organizations are required to maintain firewalls
between different areas of networks. This is to insure
that internal users only have access to the information
they require. A firewall at the point of connection

between these two networks enforces access control.

Types of firewall:
v Static packet filtering
Tt controls traffic by the using the information used by
the packet headers. This is ease in TCP packet but in case
of UDP packet condition is worse because UDP packet
header provides only source and destination port number.
A static packet filter can use the following information for
regulating the traffic
» Destination IP address or subnet
» Source IP address or subnet
» Source and destination service port
> Flag (TCP only)
. ACK-acknowledgment
o FIN-transmitting ~ session wishes to
terminate
the current session
o PSH-prevent the transmitting system from
queuing data prior to transmission
J RST-reset the  state of  current

communication



. SYN-used while initiating the
communication system
o URG-indicates the presence of higher

priority information

v Dynamic packet filtering

It takes static packet filtering one step further by
maintaining a connection table in order to monitor the state
of communication system. Every time the remote server
tries to respond to the protected host the state table is

 referenced to insure the following
» The protected host actually made the data
request
» Source port information matches the data
request
» Destination port information matches the data
request
In addition the dynamic packet filter may even verify the
match of sequence of acknowledgment numbers. If all the
data is correct the dynamic packet filter allows the packet
to pass. This method can also be used for UDP packets by
eliminating the disadvantage of less information by the

header



v Proxies
A proxy server is a application the mediates traffic

o network segments. P
g to prevent traffic from

between tW roxies are often used

instead of filterin

passing directly

between networks. When the proxy is acting as the

mediator,
nnect

ce and destination systems never actually ¢0

the sour

with each other.

HTTP
APPLICATION

peaking thru

never talk

think of two people S
this case the tWO people

For an analogy

language interpretet, in

1o
between them passes thru

each other. The communication

the interpreter.
Once the proxy receives the request it identifies the
nost is trying to acces

s a New request 1o

type of service the s, verifies the

request and it formulate

the remote

8



words the proxy does not simply pass the request along; it
generates 2 new request for the remote information and this
new request is sent to the remote server in turn the remote
server process the request and sends the response 10 the
proxy server. Then the proxy server generates new response

to the host.

‘When data is transmitted thru funnel we do
not get to se€ the IP address of the host that actually
transmitted the data, Nor the 1P address of destination
host. This information is encrypted along with the actual
Jata within the original packet. Once the original packet
is encrypted, the router will encapsulate the cipher text
within a new IP packet using its OWI TP address as the
source and a destination IP address of the remote router.
This is called tunneling. Tunneling helps to ensure that a
snooping attacker will not be able to guess which traffic
causing the VPN worth trying 1o crack, since all packets
use two routers [P addresses Not all VPNs support this
feature, but it is nice to use when it 18 available.

Since we have @ virtual tunnel running
petween the tWO routers, there is added benefit of being
able to use private address space across the Internet. For
example, a host o1 Network A would be able to transmit
data to a host on the 192.168.2.0 network without

requiring network address translation. This is because the

9
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delivered along the
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al packet ,and delive

VPN also has the b
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packet, decrypts
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rm and
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t have 10 use SO
automatically as th
ans that services such
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tion. This is done
e two routers. This me

which are transmitted in the clear,

encryp

between th
cure

can be used in a s€
the remote encryption

fashion-provided the destination host is on

domain
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2.3 Cgptography:

Encryption can be regarded as @
method for altering data into @ form that is unusable by
anyone other than the intended recipient, who has the
means necessary to decrypt it The input to an
encryption algorithm 18 typically called clear text (plain
text), while the output 18 referred to as cipher text Of
crypt text. The encryption process protects the data by
making the assailant work too hard or too long to get at

what’s being hidden.

11



There are many algorithms available to convert
from plain text to cipher text. All of them are fall into three basic

categories. They are namely,

J Hash algorithms

) Private key crypto systems

) Public key crypto systems
Hash algorithms:

Hash algorithms, which are usually
known as message digests or one-way hashes take an arbitrarily large
and mathematically convert it into a fixed-length, one-way number.
Hashes are typically used to check the validity of a particular message

or password.

The process of hashing must be fast and reliable,
and must produce a result that is fundamentally difficult to reverse. An
example of a hash would be to take an input password, multiply it by
PI(3.1417), divide by e(2.71828) , mod the result by 7654321,and take
the middle eight bytes. It would be certainly be nasty to Ieverse this

process without knowing anything about it.

Some of the popular hashing algorithms are,
) Secure Hash Algorithms (SHA)
. Message Digests (MD) Algorithms

12



Private key crypto Systems:
It is also otherwise called Secret key crypto SY

on Standards (DES) is one 0 { this type-

stems. Data

f the best examples O

Encrypti
tandards developed DES in 1977 for low-
and commercial applications. 1t uses a 64-

s a parity check,

National Bureau of S

it of each eight bytes @

only 56 bits. The key is
of size 48 bits.

but trims the last b
permutated via

bit key,

g the actual key size

makin
6 sub keys were obtained

much iteration and finally 1

13



thm : Overview

DES Algori

&\-it Block
1eft half of sight half of
Block Block

Cerapression
Penmuiation

43-tit Subkey
new vight half =
new left Thalf ad 1eft Tak

s of 64 bits ar® given to the

The data block 1
ram. The cipher

cribed in the diag
ed 16 sub keys combining with the

text 1S

jon boxes as des

permutat
obtained using the above-generat

permutated data.

14




In order to decrypt the data, reverse process is

applied and the plain text is obtained.

Public key crypto systems:

The most popular algorithm for public key
crypto graphy is the RSA algorithm.

The Rivest—Shamir—Adleman (RSA) algorithm 1s 0n€ of the most
popular and secure public-key encryption methods. The algorithm
capitalizes Oon the fact that there is no efficient way to factor very large

(100-200 digit) numbers.
2.4 AUTHENTICATION:

» Hashing techniques:

Authentication techniques are essential to VPN, as they
ensure the communicating parties that they are exchanging data with
the correct user Ot host. Authentication is analogous 10 “logging in” to a
system with a user name and a password. VPNs, however, require more
stringent authentication methods to validate identities.

Most VPN authentication systems are based on 2 shared
key system. The keys are run through a hashing algorithm, which
generates a hash value. The other party holding the keys will generate
its own hash value and compare it to the one it received from the other
end. The hash value sent across the Internet is meaningless to an
observer, SO SOmMeone sniffing the network wouldn’t be able 10 glean a

password.

15



the beginning of a

Authentication typically performed at
o ensure that

m during the course of a session t
e conversation. Any deviatio

xt means the data was corrupted

session, and then at rando
“glip into” th

an impostor didn’t n in the
checksum sent from one peer to the ne

ssion, or intercepted and modified along the way.

during transmi

Another  way authenticating 1S using “DIGITAL

SIGRATURES”.

> Digital Signatures:

proof that the message originated

This digital signature provides
e effective, digital signature

esignated sender. In order t0 b
message-dependent as well as si

¢ "cutting and pasting" as well

from the d

need to be both gner-dependent. This

as modification

would prevent electroni

of the original message by the recipient.

Suppose user A wanted to send 2 "digitally-signed" message, M, to

user B:

. User A applies their decryption procedure to M. This results in

cipher text C.
. User A applies the encryption procedure of user B to C. This

results in message S.

. Cipher text message S is sent over some communication channel

receipt, user B applies their decryption procedure t0 S. This

» Upon
results in ciphertext message C.

16



A's encryption procedure to message C. This

M.

. User B applies user

results in the original message;
message Ot use the signature with

annot alter the original
ire user B 10 know how 1o

uld requ

ption procedure.

User B ¢

any other message. 10 do so WO

decrypt a message using A's decry

1.5 Steganogra h
que to transfer

A completely different alternative techni

is Trojan like technique. Here the

file and image s transferred. The logic

nted by 32 bit of

archive

message 18 hidden in the image

d the hiding technique 1 ch pixel is represe

behin s ea

information.
One byte for RED value

One byte for GREEN value

One byte for BLUE value
One byte for INTENSITY

Of all the bytes INTESITY byte intensity byte
0% of the clarity. When the pixel intensity 1S

has less significant

and contributes for 2
o be transformed

distorted by probabil'r
lity of 0.5 forab

replaced by the message ¢
S

The pixel Intensity ty of range 0.0 to 1.0,
which leads 10 average probabi

entire 32 bit for 2 pixel the distortion is
~0*0.5=10 % or probab'ﬁity of 0.1;
n of vision for numan is only 60 % By taking this

yte. BY considering the

But the perceptio
ge distortion of the pixe

£0.06;

1 visible to human 1s

advantage the avera

60* 0.1=06 % or probability 0
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The image used for this technique is of PNG (Portable Network

PNG format is used becau
pe (Run

Compression t€
n is not used because each character of the message

se 1ts

Graphics) format.
Length Encoding).

chnique is of loss-less ty

Lossy compressio

nas its importance

18



VIRONMENT

3. PROGRAMMING EN

3.1 HARDWARE DESCRIPTION

FOUR PENTIUM MACHINES: -

» Two for Proxies

» One for Client

» One for Server

b. 64- MB RAM
c. 4 GB HARD DISK

d. NETWORK CARDS

MENT:-

NETWORK ENVIRON

r machines intercormected using cable.

1.Fou

2.The TCP/P protocol for data transfer.

3. Host names for the machines.

19



Description of Software & Packages Used :

32.1.Java 2.0:
amming o0 the Internet developed DY
ultithreading and 1S

language for progr
es entire OOPS, m
ortable

Java 1S @

Sun Microsystems- It incorporat
jgned 10 be small, sl

at sO
gn mainly based on

mple and D

perating systems urce as well as

atforms as well as O
due to its desi

across both pl
arity of java is

The popul

binary level.
on of three key €l

the combinati

ements.

o  Applets, N
anguage constructs (Application) and

powerful Programm'mg L

cant object classes.
4, itis translated int

cific to the process

o machine code or

Signifi
or. In IDE, there

u]

When the program is compile

processor instructions that are Spe

are twO parts.

a Java Compiler.

Java Interpreter-

The power of Java language can be known through it’
ated as follows.

and it is diagrammaticaﬂy represe
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applications

tead of machine code and the
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nd user interface 10

The former gener
ecutes the Java progra
d other utility function
n Internet protocols 2

classes that support
olkit

later ex
capabilities an
networking, commo

functions.

3.2.2. Servlets:

ing of gservlets 1s S g .The salient

The mean erver side programm'm

features of servlets are

Multithreading

_ Since servliets areé written in java they

support multithreading.
No GUI-Since they run on server side there is no need for
GUI and they run faster.

GULSo they do not support

21



J Dynamic loading and downloading —Servlets are loaded
dynamically into RAM and they are removed from RAM once their
intended purpose is completed.

. HTTP Support _They provide well defined support for
HTTP
J Advantages of servlets over CGl

CGl1 supports multiprocessing SO there 18 overhead 1n
context switching But in case of servlets there is O overhead

in context switching due to its multithreading environment.

3.2.3. JDBC:

The Java Database Connectivity Application
Programming Interface (API) is an API currently being designed by
Sun Microsystems that provides a Java language interface to the
X/Open SQL Call Level Interface standard. This standard provides a
DBMS-independent interface 1o relational databases that defines a
generic SQL database access framework. The most  visible
ixﬁ1plementation of the X/Open SQL CLI is Microsoft's ODBC (Open
Database Connectivity). This API defines a common SQL syntax and
function calls that can be used by developers to send SQL commands to
and retrieve data from SQL databases. ODBC-enabled applications
make use of database drivers (similar in concept to other device drivers)
installed on the system that allow applications 10 talk to a vendor's
database. Using this methodology, all of the DBMS-specific code is
placed inside the ODBC driver and the application developer 1S

22



ific problems in theory- Practically
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shielded from implementation—'spec
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t code.
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features of
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t actual elements
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uch as windows,
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d the Web page S

anchors.
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prowser an
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f the benefits of using JavaScript are,

Some O
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pt language is inte
HTML page.

ple as changing an

d classes, you can do

The J avasScri

ga script is as sim
reating objects al

ting objects in Java

Changin
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Rather than €
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Variables d to declare
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e a JavaScript function 10 execute

part of the HTML document. For
n values

Event handlers enabl
ion is performed on

whenever an act
s input field can D

e checked for certal

example, 2 form'

whenever it is modified.
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4. DATA FLOW DIAGRAM

ENCRYPTION(RESPONSE) ENCRYPTION(REQUEST)

25



5.IMPLEMENTATION
ENTWIN

tk VPN is developed for “C
aces. 1he

In this part of the project WO

AUTOMOBILES” company, whi
details are given below.
n has a HeadOffice (HO) !
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execute the 0
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execution and
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¢ interface. So appearance

The design Wi
ifferent browsers. The Dat

11 incorporate a browse
a transfer must take place

must be tested with d
by external agents.

securely without any corruption
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AUTHENTIC ATION:

Here  one of the security mechanisms called
“AUTHENTICATION” is achieved using the hashing algorithms.

The hashing algorithm generates a hash key value. When
ever, the user gets “logging in” 10 the site, user enters the password.
Hash key 1s generated using the above said alogrithm. The key is sent
through the tunnel via the Internet. The key value is not useful for an
intruder, while the data packets arc on the way. SO the key Valﬁe is
received at the destination end. The same algorithm is made to run in
the server side also. If both the keys are matched we confirm that the

communicating parties are true.

There may be chance for an intruder to attack the network while
the session is on the way. To avoid this, the same hashing algorithm is
made to run during the random period of the session.This confirms that
no intruder has attacked the system and insures that both the people are

same.

The mechanism ensures that only the company employees
namely Managing Director (MD) and Factory Managers (FMs) can
only “log in” to the company site. It is necessary to maintain the
privacy of each employee.i-€- Factory Managers shouldn’t be able to
access the details of Managing Director and among them self. Our
Authentication technique maintains the privacy policy 10 achive the

purpose-

217



Tunneling:
The type of Tunneling developed here is referred as Pseudo-
runneling and it is done at the application layer. The header from the

browser contains the following information

» Destination 1P address

> Destination port thru which communication occur
» Protocol type with version

» Method used for data transfer

» Data type major/minor

» Content type which the browser can accept

» Content length

The data that that are actually transferred are Order No,
Date, Buyer Name, Address, Phone, Mail, Spare part required, Quantity,
place of Shipment and Date of delivery.

A tunnel 1s laid between the client side proxy server and the
server side proxy server by cryptographic techniques through which the
application Jayer header is encrypted along with the data, in client side
proxy server and transferred t0 the server side proxy and vice-versa. The
header information, which is encrypted, is from the browset. The server
side proxy decrypts the message and performs some firewall checks and
passed to the server. The server processes the request and sends the
response 10 the Server side proxys which in turn encrypts the message
and pass 10 the client side proxt. The client side proxy decrypts the
message and passed to the client.

Here any Hacker who capture’s the stream in the Internet

can do nothing with the encrypted message because the public key crypto
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system used in encryption is world wide accepted standard. The data
stream appears to be from the client side proxy server and the server side

~ proxy server not from the server and the client

Firewall:

Firewall here is used to ensure that the data from the Internet to
the Proxies are only from the companies’ client and the server. Placing
characters at random positions and placing information of their position
pefore encryption and checking for their occurrence at the destination
after decryption does the purpose of the firewall. The purpose of the
firewall is to implement the access control policy that only the request

from the peer proxy server will be processed and hence the request which

out of VPN are filtered

Encryption :
RSA Algorithm’s are implemented for encryption purpose.

RSA is of type public key cryptography- Encryption is done by means
of public key and decryption is done by means of private key so there is
no need of some secure way of key exchange as in case of private key
algorithm’s. RSA is 10-100 times slower than the secret key crypto
systems.

4 The RSA Algorithm

The Rivest-Shamir—Adleman (RSA) algorithm is one of
the most popular and secure public-key encryption
methods. The algorithm capitalizes on the fact that there is
no efficient way to factor very large (100-200 digit)
numbers.
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Using an encryption key (e,n), the algorithm is as follows:

e as an integer between 0 and (n-1).

1. Represent the messag
blocks. Each block

Large messages can be broken up into a number of

would then be represented by an integer in the same range.

7. Encrypt the message by raising it to the eth power modulo 7.

a ciphertext message C.

message C, raise it to another pow

The result is
er d

3. To decrypt ciphertext

modulo n

The encryption key (e,n) is made public. The decryption key (d,n) is

kept private by the user.

Determine Appropriate Values for e, d. and n

How to

1. Choose two Vvery large (100+ digit) prime numbers. Denote

these numbers as p and g.

7. Setnequaltop *q.

3. Choose any large integer, d, such that GCD(, ((p-1) * (g-O))) =

4. Find e suchthate * 4=1 (mod ((p-1) * (g-1)))
Here key size used are of 64 bit and the

haracter by character. The header mentioned above

encryption is done ¢
d decrypted using this algorithm.

and the data specified are encrypted an
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6. CONCLUSION

e Networks reduces the cost associated with

Virtual Privat
nance of Intranet ©

tallation and mainte ver geographically
areas drastically. The
e Head Office and

es, which are far apart.

Iy implemented

the ins
project is successfu

two branch Offices located at three

dispersed
petween th

different plac
hanisms

s various security mec
which

The project incorporate

on, Encryption, Fire
for the Hacker 10 break.

such as Authenticati walls and Tunneling
makes it quite difficult

lucrative aspects of this project is 1ts

One of the
basis are of world stan

dards.

encryption mechanism whose

made a trade-off between tim> and

In this project W€
ency of the latter.

security in order to increase the effici
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7. SCOPE FOR FEATURE DEVELOPMENT

This project successfully works for this particular

ed to nay sort of similar organization

application and this can be extend

which are geographically far apart.
In order to transfer the
migrated into firmware.

pts TCP/IP protocol suite, as it’s

data via the Internet faster, the

code for this application can be

This project ado
an be made to adapt to similar s

basic

means of data transfer. It € ort of

protocols with subtle changes.
This project may

f the company.

be enhanced to involve the customers

along with the employees O
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URL’S

1. www.shiva.com

Commercial implementer of VPN.

2. WWW oakland.edu

Describes the RFECs details.

3. WWW .rsa.com/rsalabs
Describes the RFCs details.

4, www.abisoft.com

Describes the DES algorithm.
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/*

CLIENT SIDE PROXY SERVER

_DECRYPTS THE ENCRYPTED REQUEST
(i.e) From client side proxy server

AND PASS TO THE SERVER

_ENCRYPTS THE RESPONSE

(i.e) From server

AND PASS TO CLIENTSIDEPROXYSERVER
*/

import java.net.*;

import java.io.*;

public class cspsme

{

ServerSocket server, //LISTENS FOR THE REQUEST

Socket arrived;

public cspsme() //STARTS THE SERVER SOCKET

{

try { server=new ServerSocket(8085);}

catch(Exception €)

{System.out.println("EXCEPTION \n"+e. getMessage());}

}

public void listen()//LISTENS FOR THE REQUEST DIRECT THE
{ //REQUEST TO A SEPARATE THREAD FOR



while(true) //ENCRYPTION

try{

arrived=server.accept();

new requestc(arrived);
m.out.println(e.getMessageO);}

3 catch(Exception e){Syste
}

public static void main(String all)

{

cspsm c=new cspsm();
c.listen();

}

/*
THE CLASS THAT DECRYPTS THE ENCRYPTED RESPONSE

AND PASS TO THE CLIENT
¥/

class responsec implements Runnable

{

Socket sendreq,arrived;

Thread resthread;



public responsec(Socket arrival, Socket reply) //INITIATION
{

arrived=arrival;

sendreg=reply;

resthread=new Thread(this);

resthread.start();

}

public void stopThread()
{

resthread=null;

}

* RSA ALGORITHM FOR DECRYPTION */
public int dec(int C)

{

intn2 = 4331, // public modulus,

e2 =83, // public exponent,

d2 = 3947, // private exponent

intr=1;

while (d2 > 0)

{

if (d2 %2 ==1) // s the exponent odd?
r=(r*C)%n2;

C = (C* C) % n2;

d2=d2/2;

3



intP=r;
return P;

}
public void run()

{

BufferedReader br=null;
BufferedWriter bw=null;
ObjectInputStream ois=null;

try{

br=new BufferedReader(new

InputStreamReader(sendreq.getInputStream()));

bw=new BufferedWriter(new

OutputStreamWriter(arrived.getOutputStream()));
ois=new ObjectInputStream(sendreq. getlnputStream());
} catch(IOException ioe‘){System.out.println(ioe.getMessage());}
try{
while(!br.ready()); // WAITS FOR THE RESPONSE
char c;
int 1=0;
while(true)
{
//DO DECRYPTION
c=(char)dec(i=ois.readlnt());
//DISPLAY FOR USER VIEW



System.out.print(1);
//PASS TO CLIENT
bw.write(c);
bw.flush();

}

}

catch(Exception e){ System.out.println(e.getMessage()); }

finally

{
try{

bw.write("\n"); //CLOSE ALL CONNECTIONS
bw.flush(); //AND STREAMS

br.close();
bw.close();
ois.close();
stopThread();
arrived.close();

sendreq.close();

}

catch(IOException ioe) {ioe.printStackTrace();}

.
}



/*

THE CLASS THAT ENCRYPTS THE REQUEST

AND PASSTO THE SERVER SIDE PROXY SERVER
*/

class requestc implements Runnable

{

Socket accept,sendreq;

Thread acceptreq;

/¥ RSA ALGORITHM FOR ENCRYPTION */
public int enc(int C)

{

int M=C,;

int n=4331, e=83;

int r=1;

while (€2 > 0)

{

if(e%2== 1) //Isthe exponent odd?
r=(*M)%n;

M=M*M) %1

e=el2;

}

C=n5

return C;



public requestc(Socket arrival) / INITIATION
{

accept=arrival;

acceptreq=new Thread(this);

acceptreq.start();

}

private void stopThread()
{

acceptreq=null;

}

public void run()

{

BufferedReader br=nul};
ObjectOutputStream oos=null;

try{
br=new BufferedReader(new
| InputStreamReader(accept.getlnputStream()));
sendreg=new Socket("localhost" ,8086);
new responsec(accept,sendreq);
00S=Nnew ObjectOutputStream(sendreq.getOutputStream());
char ¢;
// READ A CHARACTER FROM CLIENT
while((c=(char)br.read())!=(char)—1)



{

int i=enc(c); //ENCRYPT
System.out.print(i);

oos.writeInt(i); //[PASS THE ENCRYPTED
oos.flush(); // VALUE TO SERVER SIDE
// PROXY SERVER

}

}catch(Exception e){}

finally

{ .

try{ /% CLOSE THE STREAMS AND SOCKET */
br.close();

oos.close();

stopThread();

¥ catch(IOException €) {e .printStackTrace() 3}
System.out.println(“CONNECTION CLOSED");
\ _

)

}



/%

GENERATES AND DISPLAYS THE RSA
PUBLIC AND PRIVATE KEY PAIRS

*/

public class RSAKeyGen

{

private long p,q,1; // TWO PRIME NO,MODULIE
private long €; // PUBLIC EXPONENT
public long d; // PRIVATE EXPONENT

/* GENERATES pANDQ*/

private long primeGen()

{

double d=Math.random();

long 1=(long)(d* 1000000000L);

if(1%2==0)

1++;
long 0=1;
while(true)

{

for(int i=0;i<l;i++)
0=0*2%;

if(0==2)

break

else

{ #=2; o=l }
}



return 1;

}

/¥ GENERATES e */
private long relativelyPrimeGen()
{

long X ;

while(true)

{

x=primeGen();
if((x<p)&&(x<q))
break;

}

return X;

}

public void keyGen()

{

p=primeGen();

g=primeGen();
e=relativelyPrimeGen();
computePublicKey();

n=p*q;

}

/¥ GENERATES d */

public void computePublicKey()

{



long k=0,x=((p-1)*(q-1 ))%ee;
System.out.println("x ="+x);
int i=1;

while(true)

H(((x*i++ + 1)%e)==0)

{

k=i-1;

break;

}

d=(k*(p-D)*(q-D+1)/e;

}

public static void main(String a[])
{

RSAKeyGen kg=new RSAKeyGen();
kg.keyGen();
System.out.println("p ="+kg.p);
System.out.printin("q ="+kg.q);
System.out.println("e ="+kg.e);
System.out.printIn("d ="+kg.d);
System.out.println("n ="+kg.n);
}

}
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SAMPLE ENCRYPTED
MESSAGE

m2520 e4184




1. MD [MANAGING DIRECTOR] : -

Field Type Size
Ono Number Integer
Cname “Text 25
Odate Date
Addr Text 50
City Text 15
Phone Text 10
Tyre Number Integer
Wheel Number Integer
Gbox Number Integer
Cplate Number Integer
Pship Text 25
Ddate Date
Adate Date
Status Text 25
Factory Text 10
2.USER: -

Field Type Size

Sno Number Integer

Userid Text 25

Pass Text 25




